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Abstract
We address the challenge of ensuring user-level DP when
individuals contribute varying numbers of data records to
a dataset. While group privacy can be used to aggregate
record-level budgets, it can be overly pessimistic and
lacks flexibility when users contribute varying numbers
of data points. We propose a method for accounting for
arbitrary numbers of records per user while maintaining
a fixed per-user privacy guarantee by leveraging indi-
vidual privacy assignment. Experimentally, our method
yields excellent utility comparable to record-level DP
while providing a more meaningful/interpretable protec-
tion.

1 Introduction
DP [1] is designed to protect individuals by ensuring
that the output of a randomized algorithm remains al-
most indistinguishable when applied to two neighboring
databases. A paradigm is commonly considered in which
every user’s data corresponds to a single database row.
However, in many domains, such as medical imaging, a
single user’s data can correspond to one or more rows,
that is, more than one record. These records can come
from different imaging modalities (e.g. radiography and
magnetic resonance imaging) from follow-up scans of
the same patient, different views, etc. Then, individuals
contributing more data are at significantly higher privacy
risk than those with fewer entries.

In this setting, the record-centric paradigm of pro-
tecting individual database rows is ill-fitting and must
be translated to the user level by aggregating the row-
level privacy budgets, usually through group privacy (or,
equivalently, through adjusting the global sensitivity).
To circumvent this complexity, many studies applying
differential privacy to medical data adhere to the record-
level formulation, that is, safeguarding individual images
rather than the membership of the actual user/patient in
the dataset [2–4]. However, protecting individual records
does not translate to the same protection of individuals,
as users contributing more data are at significantly higher
privacy risk than users contributing less.

This misalignment highlights the need for a shift in
focus: DP loses some of its interpretability when ap-

plied on the record rather than the user level. Moreover,
prior research indicates that the privacy requirements of
users are overwhelmingly based on a user-centric privacy
perception and not a record-centric one [5–7].

In this work, we propose using individual DP as-
signment for enabling user-level DP (ULDP) machine
learning. Our approach has a key benefit compared to
group-privacy-based approaches, allowing us to easily
work with variable numbers of records per patient. We
demonstrate that on CheXpert [8] – a popular benchmark
medical imaging dataset, our approach drastically out-
performs a naïve record-level privacy implementation
that is then extended to the user level ex-post. Our ap-
proach, moreover, achieves classification performance
that is competitive with record-level privacy (that can be
aggregated with group privacy to establish weaker user-
level guarantees) while providing equivalent protection
for all individuals.

2 Individual-DP based ULDP

2.1 User-level DP

To shorten definitions, WLOG, we will assume D′⊊D
as necessary in the following. The definition of (ε, δ)-
ULDP is equal to (ε, δ)-DP (approximate DP), except for
the concept of neighboring datasets. Contrary to record-
level neighboring datasets which differ in exactly one
record, we define two datasets as user-level neighboring,
iff ∃u∈UD : D\D′ = Du with UD being all users that
contributed to D and Du⊆D being all records of user
u in D. Intuitively, this means that two datasets are
neighboring if they differ in exactly the contribution of
one user, regardless of how many samples the user has
contributed. This guarantees that the algorithmic results
are indistinguishable whether any user is present or not.

The need for ULDP is easily recognizable in the con-
text of federated learning (FL), where data is intended
to be kept private on a client-level basis and regular
DP algorithms are not easily applicable [9–11]. Lately,
there has also been some work on ULDP for centralized
learning [12, 13], with some mimicking FL [14], and
others proposing different clipping and sampling-based
approaches [15–17]. Our work proposes a new idea of
achieving ULDP by adapting individual DP methods.
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2.2 Individual DP
Individual DP (iDP) extends DP by furnishing individual
privacy guarantees for each user as opposed to a dataset-
level “blanket” guarantee.

Definition 2.1 (Individual Approximate DP, [18]). A
randomized mechanism M satisfies (εi, δi) - individual
(approximate) DP or (εi, δi)-iDP if, for all pairs of neigh-
boring databases D,D′, with D′ ∈ {D−i, D+i, D∼i}
(with −i, +i, ∼ i indicating remove, add and re-
place operations w.r.t. any database element zi), all sets
S ⊆ Range(M) it holds that:

Pr [M(D) ∈ S] ≤ exp (εi) Pr [M(D′) ∈ S]+δi. (1)

The study of iDP recognizes two distinct domains: in-
dividual privacy accounting, which entails tracking
the realized privacy budget for each data point indi-
vidually [18–20], and individual privacy assignment,
which allows different users to choose “bespoke” pri-
vacy budgets. Our method leverages individual privacy
assignments to render the contribution of a user/patient
independent of the number of their contributed sam-
ples/records (i.e. medical images). Existing approaches
to individual privacy assignment can be categorized into
sensitivity-based and subsampling-based methods.

In sensitivity-based approaches, the amount of noise
required to ensure DP depends on the algorithm’s per-
instance sensitivity to the underlying data. These meth-
ods thus bound the sensitivity of an algorithm for each
instance (e.g. each record or each user) individually. This
technique was first applied in [21], by using a stretching
mechanism that scales individual data elements with a
transformation matrix to adjust the sensitivity.

Sampling-based approaches [22] extend [23] to use
user-specific sampling rates to train machine learning
models with per-user privacy budgets by leveraging the
subsampling theorem [24, 25]. Even though originally
defined on groups sharing the same privacy budget, the
method reduces to individual privacy when the group
size is one.

2.3 Methods
For clarity, we will denote user-specific quantities with
a superscript (x(j)) and record-specific quantities with
a subscript (xi). We consider the setting of training a
machine learning model on the data of N unique users,
with each user contributing up to K images. The cardi-
nality of the set of images contributed by the jth user will
be denoted k(j). The training of the machine learning
model should satisfy DP with respect to some adjacency
relation on the user database. For now, we will assume
an equal target privacy budget for all users, but subse-
quently, we want to enable users to choose their specific
budget based on their individual privacy perception. For
simplicity, we will specify the target user-level privacy
budget in terms of approximate DP, i.e. as an (ε̃, δ̃)-
tuple. Although it is possible to assign a user-specific

(ε̃(j), δ̃(j)), we assume the same user-specific budgets
for all users for simplicity. Moreover, sharper accounting
can be achieved by specifying the budget in terms of a
privacy curve or collection of RDP budgets [26–28]. Re-
call that our aim is to design a technique that (1) allows
users to contribute an arbitrary number of samples and
(2) accounts precisely for the actual number of samples
rather than an upper bound on the samples (K in the
notation above).

Naïve User-Level Privacy We can naïvely achieve fixed
user-level protection by defining a maximal number of
contributed records per user K̄ ≤ K and splitting the pri-
vacy budget per record to yield (ε̃, δ̃) with group privacy.
This approach has two major problems, as (1) limiting
the data elements per user to K̄ removes k(j) − K̄ data
elements of any user that provides more than K̄ elements
and (2) does not fully exploit the (ε̃, δ̃) budget for users
who contribute fewer than K̄ records, and is thus usually
suboptimal. Note that with K̄ = 1, this naïve approach
reduces to “enforcing” record-level DP by discarding
all but one record per user. This trivial strategy only
achieves desideratum (1) above, and only in a crude way,
i.e. by upper-bounding the number of records contributed
per user.

Thus, we require a method that is able to also satisfy
achieve desideratum (2) above. We will achieve this by
(intuitively) “splitting” the user-level budget into k(j)

record-level privacy sub-budgets (ε
(j)
i , δ

(j)
i ) using the

group privacy property. Note again that we express this
strategy in terms of approximate DP, but better bounds
can be achieved through employing an alternative DP
definition such as RDP or f -DP [29]. Alternatively, one
can also calibrate to an operational privacy risk rather
than a privacy budget as shown in [30]. Overall, we
assign to each record a corresponding singular privacy
sub-budget, which, when aggregated, yields a per-user
target privacy budget. Training a neural network with
this method is a (ε̃, δ̃)-user-level-DP algorithm.

We propose two strategies to achieve the aforemen-
tioned aim by leveraging individual privacy assignment.

Strategy 1: Sampling Adaptation Our first strategy
directly interferes with the Poisson sampling process of
DP-SGD. Instead of assigning equal sampling probabil-
ities to every record, we increase the sampling rates of
users with fewer records and decrease the sampling rates
of users with higher amounts of records. The weighted
average of the individual sampling rates is kept the same
as for DP-SGD.

In practice, this is done by the sampling with con-
stant batch size technique [22] which determines the
record-level sampling probabilities that yield a desired
batch size in expectation. In brief, this technique numer-
ically or analytically determines the appropriate Poisson
sampling probability q to yield an expected batch size
of T and moreover determines the appropriate record-
sampling probabilities {q(j)}j=1,...,N such that the re-
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sulting algorithm guarantees
(
ε
(j)
i , δ

(j)
i

)
-record-level

individual DP. The technique ensures that the algorithm
satisfies (ε̃, δ̃)-user-level DP through the group privacy
property.

Strategy 2: Clipping Adaptation In the neural network
training setting described above, we now aim to equal-
ize the contribution of each user (measured as an upper
bound on the total ℓ2-norm of their gradients over the
duration of training). We sample from all of the users’
records with probability T/

∑N
j=1 k

(j). Now, a batch
of T records is expected to contain more records from
users who contributed more and fewer from users who
contributed fewer records. Next, we specify a gradient ℓ2
clipping bound per user that is inversely proportional to
the number of records they hold. Thus, the overall con-
tribution of any user is bounded by an ℓ2 “norm budget”.
To determine the appropriate ℓ2 gradient clipping bounds
and Gaussian noise scale, we employ the scale technique
of [22]. This technique numerically or analytically de-
termines the appropriate Gaussian noise scale σ and the
appropriate ℓ2 clipping bounds {c(j)}j=1,...,N such that
the resulting algorithm satisfies (ε̃, δ̃)-user-level DP as
above.

Note that with both strategies, if large discrepancies
between the number of records per user exist (e.g. some
users contribute tenfold the number of records compared
to other users), it may still be beneficial to define a “cut-
off” K̄ for the maximum number of admissible records
per user as in the naïve approach above. Otherwise,
with a user contribution of many records, the user-level
privacy budget gets fragmented – potentially reducing
the overall extractable information.

We note that our current implementation technique
of both strategies relies on Rényi DP for accounting
and uses the approximate DP group privacy property.
This has some limitations which will be addressed in
future work: (1) It requires that certain technical condi-
tions be met for analytically solving the aforementioned
optimization problems (see [31]); (2) it relies on conver-
sions between approximate DP and Rényi DP, which are
imperfect [27]); (3) it uses the approximate DP group
privacy property rather than the Rényi DP group privacy
property.

Moreover, note that both aforementioned strategies are
data dependent and we consider the number of records
per user a public quantity. We believe that considering
the number of samples per user to be public constitutes
an acceptable privacy risk in most cases. Alternatively,
we propose a data-independent alternative, which how-
ever has apparent weaknesses.

Alternative: User-Level Accounting As above, we train
a neural network with Poisson-sampled DP-SGD and
account for each user’s varying number of records via
Rényi group privacy and the use of a privacy filter [18,
32] for fully-adaptive composition. After the user-level
privacy is reached all records of that user are removed

(filtered) from training. This allows us to condition
on the number of records per user while considering
it a private quantity. However, filtering often leads to
catastrophic forgetting of the dropped data [19]. Conse-
quently, this strategy does not lead to sufficient utility
of the neural network or underexploited privacy budgets
(when early stopping) and is thus not explored further.

3 Empirical Evaluation
Dataset and Architecture We evaluate our method
on CheXpert, a multi-label medical image classification
dataset of 224 316 chest X-rays from 65 240 individuals
with imbalanced labels extracted from radiology reports.
Following [2], we restrict focus to the classes Atelectasis,
Cardiomegaly, Consolidation, Edema, and Pleural Effu-
sion. The dataset’s number of records per user exhibits a
somewhat heavy-tailed distribution with record counts
between 1 and 92 per user, see Figure 1. This reflects
the typical structure of medical data with consecutive
visits, subsequent scans and multiple views of the same
patient (frontal, lateral). We evaluate our method using a
ResNet-18 [33] trained for a fixed number of iterations,
ensuring all models receive the same number of gradient
updates.
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Figure 1: Histogram of the number of records per
user/patient and corresponding percentiles of the whole
dataset. Note the somewhat heavy-tailed nature of the
distribution.

Comparison of Proposed Strategies Figure 2 contains
results for the naïve and for the iDP-based user-level
privacy and compares them to a non-private and a record-
level DP baseline. As expected, all private algorithms
perform worse in terms of ROC-AUC than the non-
private baseline. For the naïve approach, with an in-
crease in K̄, the privacy budget allotted to each individ-
ual record decreases and the privacy budget is not fully
exploited as discussed above. Increasing K̄ means that
more samples per user contribute to the model’s train-
ing. Evidently, this does not compensate for most users’
overly strict privacy guarantee, and consequently, the
model’s performance suffers.

Our proposed iDP-based strategies ensure that for any
K̄, the model satisfies (ε̃, δ̃)-DP for all users. As exem-
plified in Figure 2, the resulting models are comparable
in performance to record-level DP whose per-record
guarantees, which are dubiously meaningful and, when
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Figure 2: Empirical evaluation of the Naïve Group Privacy and IDP Group Privacy using Clipping and Sampling for
5 averaged runs of a ResNet-18 trained for 10 000 iterations with batch size 64 on CheXpert data with a user-level
privacy budget ε̃ = 8 and user level δ = 10−5. Competition indicates the average across the AUC scores of all
investigated classes. For higher K̄, our proposed strategies outperform the naive approach, achieving ROC-AUC
comparable to record-level DP while maintaining more meaningful user-level privacy guarantees.

accumulated across a user’s records, yield far higher
privacy risks. There is no substantial difference in per-
formance between strategy 1 (Sampling Adaptation) and
strategy 2 (Clipping adaptation). Moreover, the empir-
ical performance of the iDP-based user-level privacy
strategy is largely independent of K̄. This provides
more flexibility and reduces the risk of privacy budget
fragmentation. In summary, our proposed iDP-based
user-level privacy strategy allows training machine learn-
ing models while (1) incorporating all available data
and (2) providing a (ε̃, δ̃)-user-level-DP guarantee.

4 Discussion and Conclusion
We propose iDP-based ULDP for machine learning set-
tings where individuals contribute multiple records to a
dataset, but it is desired to express privacy guarantees in
terms of user-level DP. Our proposed method utilizes all
available data while maintaining the flexibility to specify
individual user-level privacy budgets.

Empirical results on the CheXpert dataset demonstrate
that our approach achieves performance comparable to
less private, non-user-centric, record-level DP. More-
over, it outperforms a naïve strategy to ULDP machine
learning that entails removing data and suboptimal ex-
ploitation of the user-level privacy budget. Therefore,
this indicates the feasibility of strong user-level privacy
guarantees without compromising model performance.

We anticipate even larger improvements on datasets
with higher inter-user variability, where the model can
better benefit from the additional data diversity. There-

fore, we plan to extend our experiments to more datasets
such as MIMIC-CXR and BreakHis [34, 35] and FL
scenarios.

Further, we aim to extend our work by comparing our
proposed strategies to another ULDP baseline [14].

For simplicity, we trained with a uniform user-level
privacy budget across users. However, our method nat-
urally extends to individualized user-level privacy re-
quirements. This flexibility is crucial, as prior research
suggests that privacy perceptions vary across individuals,
necessitating different privacy guarantees for different
demographics [5–7]. By allowing contributors to control
the number of records and their desired overall privacy
level, our method facilitates truly person-centric privacy
while maintaining seamless integration into existing DP
machine learning frameworks.

Future research will extend our work into a DP active
learning setting similar to [36], where data is labelled
and added to the dataset solely when it is beneficial to
training and investigating an informed distribution of the
user-level privacy budget across a user’s records [14].

In conclusion, we hope that our work serves as a first
step toward designing DP machine learning from a more
user-centric perspective.
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