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Abstract

We study Approximate Near Neighbor search in the local model of
Differential Privacy. We prove a lower bound on the error of stan-
dard LDP mechanisms and propose LocalTop-1, a new data struc-
ture to identify approximate near neighbors in high-dimensional
vector spaces. We analyze its privacy guarantees using the notion
of Extended Differential Privacy (Fernandes et al., ESORICS’21),
provide theoretical bounds on its performance, and present a short
experimental evaluation that highlights its applicability.
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1 Introduction

Many data analysis tasks in a collection of high-dimensional vectors
require efficient subroutines to retrieve close vectors to a given
query vector. For example, in density-based clustering [13, 23],
clusterings are formed around core points. Identifying these core
points requires finding dense areas via a range search.

In many applications, these vectors are derived from sensitive
user information, making nearest neighbor search potentially harm-
ful. Recent systems like PACMANN [27] often assume a centralized
model where a trusted server holds the data and privacy is only
guaranteed for the queries. In this paper, we shift the perspective
to the local model, where users consider their own vectors pri-
vate and are reluctant to share them with a server. In our model,
each user i holds a private vector x;. Together, these form a dataset
S = (x1,...,Xy,). Building on recent work in the central model [2, 5],
we design a data structure constructed from locally privatized out-
puts that allows to store and search user identifiers. Given a query
vector q and a similarity threshold «, the search returns a set of
identifiers of users who are estimated as lying above the similarity
threshold. We measure accuracy by the fraction of true nearest
neighbors, and measure error by the number of false positives.

In this paper, we (i) show a lower bound on error for the general
(&,0)-LDP setting (Section 3), (ii) design a metric-DP mechanism
to store and publish a collection of user identifiers, permitting
search for approximate near neighbors (Section 4), (iii) analyze the
utility-privacy tradeoff of the proposed data structure (Section 5)
implemented using the Exponential Mechanism (Section 6), and
(iv) experimentally evaluate it for different parameter choices (Sec-
tion 7). Related work is presented in Section 9.

Compared to previous work on private high-dimensional near
neighbor counting [2, 5], the local setting offers the distinct advan-
tage that users never share their raw vectors with any central entity.
This allows our data structure to store and retrieve actual user iden-
tifiers, enabling downstream applications like nearest neighbor
search or clustering that require specific identities rather than just
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aggregate counts. However, as is typical in the local model, this
stronger privacy guarantee comes at the cost of higher error.

2 Preliminaries
2.1 Problem Statement

Let n and d be two integers. User vectors are on the unit sphere
§4-1.= {x e R? | ||x||, = 1}, and we will use [n] := {1,...,n}. We
will measure similarity by the inner product:

x,y) = Z xiy; € [-1,1].

1<i<d

We work in the local model of differential privacy, where users
apply a DP mechanism to their own data before releasing it for
analysis. We have n users, each holding a private vector x; € S¢1.
Let S be the collection of these vectors. Given these users, a pri-
vacy parameter ¢, and a similarity threshold a € [0, 1], the task
is to construct a data structure DS from the output of locally
executed DP mechanisms run by each user that supports an opera-
tion search: S9! — 2["l. DS search(q) returns a subset of user
identifiers. Let B,(q,S) = {i € [n] | {(q,x;) > a}. We say that a
search is P-accurate if each identifier i € B,(q, S) is contained in
DS .search(q) with probability at least P. As is standard in approx-
imate near neighbor search, we will enforce a gap between results
that we wish to retrieve, and those we deem too far away. Given
another threshold § < a, we let Bﬁ(q, S) = [n]\ Bg(q, S) denote the
users that have inner product less than f. The error of the search
is |DS.search(q) N Bg(q,S)|. We let (a, B, P)-ANN be the prob-
lem of building a data structure that supports P-accurate searches,
measuring the quality of the data structure by the expected error.

2.2 Differential Privacy

In addition to solving (e, §, P)-ANN, our data structure must also
satisfy some notion of privacy. We assume that the perturbed user
vectors stored in DS are public, so an adversary should not be
able to infer a user’s original vector by analyzing the public dataset.
Furthermore, our setting assumes that identifiers are public, so
membership in the dataset itself is not considered to be a sensitive
property.l

In this paper, we use the notion of differential privacy (DP). Specif-
ically, we concern ourselves with the local (or distributed) model of
DP, where a user’s raw information is never communicated to any-
one else, and where privacy is measured in the distinguishability
of outputs for two different user inputs.

Definition 2.1 (Local differential privacy). A randomized algorithm
M: X —= Y satisfies (¢, 6)-local differential privacy if and only if

!As a real-world example of this, consider a dating application: a user’s profile and
pictures are public to others, but their precise location should be kept secret.



for every output Y C Y and every pair of input values x,x" € X,
PriM(x) € Y] < e Pr[M(x") € Y] + 6.
When § = 0 we say that M satisfies e-LDP2

As we show in Section 3, the strict privacy guarantees of LDP
necessitate high error in the output. In the case of range queries, it
is natural to consider weaker notions of privacy, such as extended
differential privacy [3, 14], where the privacy loss of a mechanism
is allowed to vary depending on the similarity of two inputs.

Definition 2.2 (Extended differential privacy [14]). Given two
functions £: X X X — Ryg and §: X X X — [0,1], a randomized
algorithm M: X — Y satisfies (&, §)-extended differential privacy
(XDP) if forallx,x’ € X and allY € Y,

Pr[M(x) € Y] < ) Pr[M(x) € Y] + 8(x, ).

We assume that & is a dissimilarity function, hence the privacy
guarantee increases with the similarity of x and x’; more similar
items are harder to distinguish. When both ¢ and § are constant, we
recover the LDP definition; similarly, (&, §)-XDP implies (¢, §)-LDP
for e = argmax, ./ y £(x, x’). As such, we mainly focus on XDP in
this paper.

DP mechanisms have many properties which make for conve-
nient analysis. In particular, LDP and XDP are preserved under
postprocessing and composition.

Lemma 2.1 (Post-processing [12]). Consider an (¢, §)-DP mech-
anism M: X — Y and an arbitrary function f: Y — Z. The
composition f o M is also (&, 8)-DP.

Lemma 2.2 (Composition of mechanisms [12]). Let M;: X — Y;
be a mechanism satisfying (&;, 6;)-DP for i € [k], and define

Mg (x) = (My(x), ..., Mi(x)).

M{x) is (Zf;l &, Z{;l 8;)-DP. In particular, the k-fold composition of
an (&, 8)-DP mechanism satisfies (ke, k8)-DP.

Closure under post-processing is a particularly desirable prop-
erty in the local setting; it means that once we have constructed a
private dataset D using a (£, §)-private mechanism, any algorithm
used to analyze D is also automatically (&, §)-private. This gives us
a great deal of latitude in how we design the search procedure for
our ANN data structure.

Finally, we will make use of the exponential mechanism (EM)
which is a natural choice for selection under XDP [9, 16, 26], since
its privacy loss depends on the sensitivity of its utility function.

Definition 2.3 (Exponential mechanism (EM) [12, 19]). Consider
a utility function u: X x R — R. The exponential mechanism
EM(x,u, R) outputs an element from R such that for eachr € R
we have:

exp(%u(x, r))
e exp(Zulxr))

Pr[EM(x,u,R) =r] =

2We note that there exists a related privacy definition called (&, §)-probabilistic DP
(pDP), which states that M must satisfy e-DP with probability at least 1 — . It is
well-known that (¢, §)-pDP implies (&, §)-DP, and so it is common to prove (&, §)-DP
via proving (¢, §)-pDP. We use this strategy for the analysis of the Mp mechanism
in Section 6.1.
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Lemma 2.3 (Adapted from [12]). Given arbitrary inputs x,y € X
and output domain R, let Dy, (x,y) := sup,cg |u(x,r) —u(y,r)| de-
note the sensitivity of u w.r.t. inputs x and y. If the bound D, (x, y)
holds with probability at least 1 — 8, then the exponential mechanism
EM(-, u, R) satisfies (¢eDy(x,y), 5§)-XDP.

3 An XDP Lower Bound for («, 5, P)-ANN

The following theorem motivates the study of a mechanism’s pri-
vacy properties in terms of XDP, in which privacy guarantees
smoothly degrade with the distance of points, versus the strictly
stronger notion of LDP.

Given an (a, f)-ANN query DS.search(q), we use the term
“close point” to describe a point x, such that (q,x,) > « and the
term “far point” to describe a point x5 where (q,x5) < . We let
the false positive rate (FPR) denote the probability of erroneously
including a far point (i.e., the type I error of search and let false
negative rate (FNR) denote the probability of failing to include a
close point (type II error). We then define the tradeoff function [11]

fes(x) :max{O,l—5—e£x,e_£(1—5—x)}. (1)

Lemma 3.1 (Adapted from [11]). Let M be a mechanism with
FNR = a,FPR = b. M satisfies (¢, §)-XDP if and only if f, s(a) < b.
Equivalently, M satisfies (¢, §)-XDP if and only if f; 5(b) < a.

f:.5 then bounds the feasible region of FPR,FNR of an (¢, §)-DP
mechanism. This lets us perform simple accuracy analysis without
knowing the precise behavior of a mechanism. For example, if we
focus on LDP only, then a data structure for («, f, P) must incur
large error.

Theorem 3.2. LetS C S% !, andlet0 < f < a < 1. Any data
structure constructed from an (&, §)-LDP mechanism M that solves
(a, B, P)-ANN on S has expected error at least |Bg(q, S)|f.,5(1 — P)
for each q € S471.

Proor. Fix the mechanism M and a query q. Let DS be a data
structure built from the output of running M for all users. For user
i, we let x be its vector, and we assume that (x,q) > .

Since DS solves (a, f, P)-ANN, we have FNR < 1 — P. Then
because M is (& §)-LDP, Lemma 3.1 states that if i had any other
vector y, regardless of its inner product with q, the probability of
including y must be at least f; 5(1— P). The result holds by linearity
of expectation over the set of user vectors with inner product at
most f. O

For example, if ¢ < 1,6 = 0 and P = 1, then any point in
S, including any far point, is returned with probability at least
e~! ~ 0.37. This is in stark contrast to the central setting in which
an absolute error can be achieved [5]. On the other hand, input-
sensitive XDP allows for a more nuanced accuracy bound.

Lemma 3.3. Consider a mechanism M satisfying (¢, §)-XDP. As-
sume some query point q € S ! and a close point x, € S such that

(X, Q) > . Define the set of far points B:= {y € S | (q,y) < B}.
Let g(x;y) be defined as fx(x,.y),5(xqy) Jrom (1). Then if M solves
(a, B, P)-ANN on S, it has expected error at least Y.yep g(1 — Psy).

Proor. This follows directly from Lemma 3.1. O
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Algorithm 1: LocalTop1 construction procedure

Data: n, number of users; ¢, §, privacy parameters; m, 7,
tensoring parameters; M, a mechanism from
S41 % (RY)™ to [m].
Ay A — (al,l -~~,al,m)’~-~s(ar,l --~sar,m)§
> All a;j i'ig N(O, 1)d
T « empty hash table with default value {};
for each useri € [n] do
>Local computation carried out by user i
X; < user i’s private vector;
(s - osJe) & M(xi, Ar), ..., M(x1, AL
send (ji, ..., j;) to server;
> Central aggregation
T[( -5 j)] < TLG -
return D = (T, Ay, ..., A;)

S0l Uil

Algorithm 2: LocalTop1 query procedure

Data: D = (T, Ay, ... A,), data structure; q € S¥!, query
point; 7, search threshold.
fori e [7] do
| Bi — {jelml|{(qai)>n}k
I <« By X...XB;; pCartesian product
return | J,c 7 T[b]

While this guarantee is data dependent and does not permit
as clean an error bound as Theorem 3.2, it reflects the reasonable
assumption that including a very dissimilar point in a query result
is more harmful than a point close to the § threshold. If ¢ < 1,§ = 0,
and P ~ 1 as in our example before, but additionally we have two far
points ys and —q such that, e.g., £(x4,yp) = € and &(xq, —q) = 2¢,
then yg is still included with probability at least e™* ~ 0.37, but
now the lower bound on the probability of including the maximally
dissimilar point —q is instead e 2¢ ~ 0.14. We show an example of
how we can apply Lemma 3.3 in Section 6.

4 Top-1Data Structure

We now describe the LocalTop-1 data structure for finding approxi-
mate near neighbors in the local model. The data structure is based
on the Top-1 data structure of Aumiiller et al. [5] for the central
model. The main difference is that each user runs a local mechanism
M to choose a signature given the public random vectors. This
local choice poses the main challenge in the analysis and has to be
taken into account in the design of the search algorithm.
Algorithm 1 describes the construction procedure for LocalTop-1,
assuming a suitable selection mechanism M: $%~1x RHY™ = [m].
It requires two user parameters m, 7 > 1, to be discussed later. First,
the server generates 7 sets of random vectors Ay, ..., A;, where
each A; is a set of m i.i.d. samples from N (0, 1)¢. Each user i applies
M to their private vector x; and Aj, ..., A, to obtain a tuple of
indices (M (x;, Ay), ..., M(x;, A;)), which is sent to the server.
The server then stores the user identifier using a hash table T.
Algorithm 2 describes the query procedure for LocalTop-1. Given
a query point q € S¢~! and a search threshold 7, the server first

computes the sets By, . .., B; of indices for which the inner product
with q exceeds 7. The server then returns the user identifiers stored
in T corresponding to the Cartesian product of these sets.

Aumiiller et al. [5] proved the following theorem (adapted to our
notation) regarding the utility of the Top-1 data structure in the
non-private setting.®

Theorem 4.1 ([5], Theorem 19). LetS = {x;}i=1,.,
o qd-1 _ (=) (-5
inS* ! andlet0 < f < a < 1. Define p = ~————5— and let

(1-ap)?
/8
m= |_n”/f-| with T = [lolgj n-‘. Let

a?

n be a dataset

n = av2logm — 2(1 — a?) loglog m.

CloseTop-1 uses space O(d - n), preprocessing time d - n'+°(") | and
expected query time d - n?*°() _ It is 1 — 0(1)-accurate and has error
at most nP*o(),

In [5], the data structure is applied to differentially private range
counting. The idea is to privatize the data structure by replacing
the sets in T with their cardinality, and adding Laplace noise to
each count. [5] show that this mechanism satisfies (¢, §)-DP, and
that the additional error due to noise is at most n?*°(!) log(1/6) /e.

The basic insight into why this data structure works (we show
this formally in Theorem 5.1) is the following: Let a ~ N(0,1),
and let x, y be two points such that (x,y) = «. Lemma A.1 (in the
appendix) states that if (x,a) = X, then (y,a) ~ N(aX,1 — a?).
With high probability, the vector a = M(x, A;) will have inner
product around +/2 log m with x. This means that (y, a) is normally
distributed with a mean around a+/2log m, and variance 1 — a?. For
n = a\/2logm — 4/2(1 — a?) loglog m, D.search(y, ) will inspect
the points that are associated with a with probability 1 — o(1), and
thus find x. The error analysis follows along the same line using
that the expected value for a filter storing a far away point is at
most +/2log m with variance 1 — 2. This makes it unlikely to
exceed the threshold 7.

We note that while previous analyses often rely on asymptotic
bounds, we will use the exact CDF of the standard normal distribu-
tion, denoted by ®(t). Similarly, we use @1 to denote the inverse
CDF of the standard normal distribution.

5 The Framework and its Analysis

We next present a framework for analyzing the privacy and utility
guarantees of a general class of mechanisms that can be used to-
gether with LocalTop-1. The framework is based on the notion of a
“sensitive” mechanism, which is defined as follows.

Definition 5.1. Given an integer m > 1, let A be some collection of
standard Gaussian random vectors (ay, . .., ay,) witha; ~ N(0,1)4.
Consider a selection mechanism M: $471 x (RY)™ — [m]. We say
for0 < B < a < 1that M is (1, pa, pp)-sensitive if for allx,y € sa-1,
the following holds for X = (x,ar) withI = M(x, A):

o If(x,y) = a, thenPr[X > n] > p,.
o If(x,y) < B, thenPr[X > ] < pg.

3This setting would be equivalent to defining M (x;, A ;) as picking a random vector

inf{ae€ Aj|+2logm—-o0(1) < (a,x;) < +/2logm}.



We often abuse notation and let M(x, A) refer to the vector
selected by M instead of its index. Using this definition, we can
summarize the quality of LocalTop-1 as follows:

Theorem 5.1. Let LT1 be an instance of LocalTop-1 using mechanism
M as its selection mechanism and with parameters m, T being positive
integers. If M is (1, pa, pp)-sensitive, then LT1 is p;,-accurate and
has expected error at most n - p;.

Proor. By construction of the query procedure in Algorithm 2,
identifier i is only included in the query result if (M (x;, A;),q) > 1
for all j € [m]. Since all A; are i.i.d,, this happens with probability

i PrliM(x;, A;j),q) > n] which by definition of (7, pa, pp)-
sensitivity is at least p?, when (x;,q) > a.

The argument for the worst-case expected error of LT1 is similar:
If (x;,q) < p, then i is included in the result with probability at
most p;. In the worst case this is the case for all n data points, hence
expected error is at most nplrg. O

It follows from Theorem 5.1 that we can obtain P-accuracy for
LocalTop-1 by using a (7, PI/T,pﬁ)—sensitive selection mechanism
which must then also provide our desired level of privacy.

While this framework naturally permits quite detailed analysis
of a mechanism’s output distribution, it turns out that we can
achieve useful bounds on its accuracy as long as it satisfies basic
probabilistic guarantees.

Lemma 5.2. Consider a selection mechanism M. For q, p; € (0,1)

and for some thresholdt € R, letn = at — V1 — a?2®1(q). If we
have Pr[{(M(x, A),x) > t] > p;, then for § € (0,1) we have with
probability at least 1 — § that M is (1, pa, pp)-sensitive for

Pa=q-pr, pp=01+Q2(1-py),

where
Zy ~ N(py2log(m/8),1 - %),
Zy ~ N(ft, 1= f?).

Proor. We will use a to denote the vector M(x, A). Let & be
the event that (a,y) > n and let 7 be the event that (a,x) > t.

We first show that Pr[& | (x,y) > a] > ps = q - p:. Since
Pr[&] is increasing in (x, y), we assume without loss of generality
that (x,y) = a. Taking the probability over the coin flips of M, we
use a union bound to see that

Pr[E] 2Pr[E | T Pe[T] =2Pr[E | T] - ps-

Let us assume without loss of generality that ({(x,a) | 7) = t. Then
by Lemma A.1, ({y,a) | 7°) has distribution N (at, 1—a?). It follows
that setting = at — V1 — a2®~1(q) ensures that

Pr[E | T.(xy)=a] - p:r>q-p:.

We next show that Pr[& | (x,y) < f] < pg = Q1+ Q2(1 = pa).
Without loss of generality we assume (x,y) = f. Taking the proba-
bility over the coin flips of M, we use the law of total probability
to state

Pr[E] =Pr[E | T1Pr[T] +Pr[E | T€] Pr[T€]
<Pr[E|T]+Pr[E | TCI(1 - po).
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By using Lemma A.2 with a union bound over A, we see that
Pr[ng{((x, a) < \/Zlog(m/é‘)] = ®(+/2log(m/3))™ = 1-4.
ae

Since Pr[&] is increasing in (x, a), we get that with probability 1—-§
or greater,

Pr[E | T] <Pr[E | (x,a) = v2log(m/d)],
Pr[E | T°¢] <Pr[E ]| (x,a) =t].

We then use Lemma A.1 to obtain Q; = Pr[& | T, (x,y) = f]
and Q; =Pr[& | 77, (x,y) = f]. o

5.1 Time, space, and communication complexity

The performance of our algorithm is summarized as follows:

Theorem 5.3. Assume LocalTop-1 uses the parameter choices defined
in Theorem 5.1, and further assume that M has a running time of
O(m). LocalTop-1 has the following guarantees:

o Algorithm 1 runs in time O(nmt - d) and uses O(n + mtd)
words of space.

e In Algorithm 1, each user sends O(r log m) bits to the server.

o Given a search threshold n, Algorithm 2 has an expected query
time of O((Pm)* + OUT) where P = 1 — ®(n) and OUT is
the expected number of points returned.

o Inparticular, if the choice of m, 7, n satisfies 1-®(n) = o (”I/T ),

m

it will inspect a sublinear amount of buckets. This always
holds for m”™ = o(n).

6 Implementation via Exponential Mechanism

In the following, we describe a specific (1, pq, pg)-sensitive selec-
tion mechanism Mp and analyze its properties. It works simply by
assigning output likelihood to each random vector in A according
to its inner product with the input x.

Definition 6.1. We define mechanism M;p to be EM(-, urp, A) with
utility function urp defined as follows:

(x,a)
V2log(2m/8)

6.1 Mechanism privacy

urp(x,a) =

We first show that the privacy loss of Mip depends on the distance
between points. We first need the following technical lemma.

Lemma 6.1. Let A be a set of m i.i.d. standard Gaussian vectors and
consider two arbitrary unit vectors, x,y € S, Taking the results
of urp over A, with probability at least 1 — 8, Dy, (%, y) < [[x =yl

Proor. Recall that for output domain A = ay,...,a, where
each a; ~ N(0,1)?, utility function ugp has sensitivity
Dypp (x,y) =sup sup |urp(x,2;) — urp(y, a;)| .
A ie[m]
Let us first bound |urp(x,a;) — uzp(y, a;)| for a single sample
a;. Let X = (x,a;),Y = (y,a;). Without loss of generality, we
assume X > Y since the reverse holds by symmetry. Then we have

X-Y

\2log(m/8)

lutp (%, 2;) — urp(y, a;)| =
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According to Lemma A.4, X — Y is distributed as N (0, ||x — y||*),
and we use Lemma A.3 to get |[X — Y| < ||x — y|| v/2log(2/§’) with
at least probability 1 — §’, implying

lutp (x,2;) — urp (y, ;)| < [Ix — yl| ylog(2/8") /log(2m/5).

We now need this bound to hold for all m samples in A, so
applying a union bound over A we have that with probability at
least 1 — mé’,

Duge (x,y) < IIx = yll Viog(2/(6'm)) /log(2m/5).
The result follows by setting " = §/m, since then

Vlog(2/(8'm)) /log(2m/8) = \/log(2m/8)/log(2m/5) = 1.

Lemma 6.2. M;ip satisfies (¢ ||x —y||, §)-XDP.
Proor. This follows immediately from Lemmas 2.3 and 6.1. O
Lemma 6.3. LocalTop-1 using Mip satisfies (et ||x — y||, z8)-XDP.

Proor. This follows from Lemma 2.2.

It follows directly from Lemma 6.3 that we can make LocalTop-1
satisfy ¢ [|x — y||-XDP simply by instantiating Mrp with privacy
parameters ¢/7 and §/7.

6.2 Mechanism accuracy

M ip can be shown to be (7, p, pp)-sensitive, permitting easy anal-
ysis of its statistical utility.

Theorem 6.4. Define
P(e)=1-®(n—yo) with y=e/(2yZlog(2m]5)).
Then Mip is (1, pa. pp)-sensitive with
pa =P(a) —O(1/Vm), pp=P(B)+0(1/Vm).

The proof of Theorem 6.4 has been deferred to Appendix B.
Using this result, we can derive a search threshold to achieve a
desired sensitivity. This allows us to use Mip with LocalTop-1.

Lemma 6.5. For0 < p, <1 and
n=ya—® ' (pe) — O(1/\m) with y = ¢/(2y21og(2m/5)),
mechanism Mip is (1, pa, pg)-sensitive with
pp=1-0((a = By —® " (pa) — O(1/Nm)) + O(1/vm).

Proor. Both results follow simply by substituting the stated
value of 7 into the result from Theorem 6.4. For p,, we have

P(a) >1-®(ya — @ (ps) — O(1/Vm) — ya) — O(1/m)
=1-0(-d ' (py) — O(1/Vm)) — O(1/Nm)

=pa + O(l/\/ﬁ),
hence p, < P(a) — O(1/+/m). For ppg, the result comes from substi-
tuting 7 into pg = P() + O(1/+m). m]

Since Mip is (¢ ||x — y||, §)-XDP, we can use the fact that close
and far points are separated by a gap to bound the probability of
finding a far point.
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Figure 1: Lower bounds on the minimal required probability
of including a far point y when an (¢ ||x — y||, §)-XDP mech-
anism solves («, $, P)-ANN with fixed P € {0.95,0.8,0.66,0.5}.
Results are shown for o € {0.9,0.5} with § = %a. As charac-
terized in Lemma 6.6, the FPR lower bound for each (P, a)
lies between the left-column curve ({(q,y) = (g, —x)) and the
right-column curve ({(q,y) = f). Vertical lines indicate the
value of ¢ at which the lower bound equals 1 — P for each
value of P.

Lemma 6.6. Consider a data structure DS for (a, f, P)-ANN. Let

D= \/2 —2af+2(1—a?) (1 - B?).
Then for query point q, let'y be a far point such that (y,q) < p. If
DS.search is (¢||x — y||, 8)-XDP, then the probability of including
y in the result is at least Q, where for f. s defined as in (1), we have

Joes(1=P) <Q < feps(1=P).

Proor. This follows from Lemma 3.3. By the assumption that
DS is P-accurate, it has FNR at most 1 — P. Let x be a point such
that (x, q) = . Then the distance ||x — y|| depends on (y, q). Since
function f;x_y|,5(1=P) is increasing in ||x -yl it suffices to bound
the interval of distances for which (y,q) < f.

The lower bound on ||x — y|| is found by the fact that y furthest
from x wheny = —x, and so ||-x + x|| = ||x + x|| = 2.

For the upper bound, we may assume (y, q) = . We must then
choose x,y such that ||x — y|| is maximized. Without loss of gen-
erality, let us consider the two-dimensional case with q = (1,0).
Then the distance between x and y is maximal when x; and y;
have different signs, i.e., when x = (a, V1 — &),y = (8, —/1 - ?).

Then we have

Iyl = (@~ B2 + (V= 41— o2
= \2- 20 + 21— aPy1 - 2.




Fig. 1 shows an example of the FPR lower bound of a mechanism
for (a, B, P)-ANN which satisfies (¢ ||x — y||, §)-XDP (this includes
LocalTop-1 using Mip) given different values of P. Very distant far
points may be much less likely to be found by a query than points
at the f threshold. Additionally, a higher separation between & and
p permits a lower FPR for the same FNR.

7 Experiments

We evaluate LocalTop-1 using the Mip mechanism for («, f, P)-
ANN in a simple experiment* against a baseline using the Gaussian
mechanism Mg [8], calibrated so that both LocalTop-1 and Mg
satisfy (¢||x —y||, 5)-XDP. See Appendix C for details about the
Mg baseline.

The purpose of this experiment is to compare the statistical accu-
racy of outputs produced by each mechanism. While the space and
time complexity of LocalTop-1 depends on our parameter choices
below, they are not a direct concern in this case and so are not
included in the comparison.

7.1 Setup
We performed experiments for the following datasets.

e As a real-world example, we use the SMS Spam CoLLEC-
TION [1] corpus of 5574 SMS messages labelled as spam
(13%) or ham (87%). We embed the messages on the unit
sphere using all-MiniLM-L6-v2 [20, 24], a sentence trans-
former producing 384-dimensional unit-length vectors. We
set @ = .50 and f = .30 as thresholds. We hold out 20
randomly selected spam messages as queries and build the
corpus from the remaining 5,554 messages. At the chosen
thresholds, on average 97.1% of items above the a-threshold
are genuine spam.

e We generate two instances of ADVERSARIAL, a synthetic,
adversarially constructed dataset with

n = 100000,d = 16, (a, f) € {(0.9,0.5),(0.5,0.3)}.

For each «, , we choose a single query point q and sample
1000 “close" vectors and n — 1000 “far" vectors such that

[a, @ +0.01],
(a0 € {[ﬂ - 0.014]

For each dataset, we ran LocalTop-1 using the following sets of
parameters:

i € [1,1000],
i € [1001, n].

e Privacy parameters ¢ € (0,10],8 = 1/n.

o Tensoring parameters: we define a “linear” set of parame-
ters, (m, 1) € {([nl/f], ) | T €], 2,3}} and a “sublinear”
set (m,7) € {([no‘s/f], )| € {1,2, 3}}, According to The-
orem 5.3, LocalTop-1 will have expected linear and expected
sublinear query times, respectively, for these choices.

e Query threshold 7 is set according to Lemma 6.5 where
we set p, = PY7 for P = 0.75. As previously discussed,
this ensures that all the LocalTop-1 mechanisms are 0.75-
accurate.

Query results were evaluated on their FNR (number of missed
close points relative to the actual number of close points) and FPR

4Code for these experiments can be found at https://github.com/nikolajmunk/localtop1.
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SMS: n =5554,d =384, =0.5, f = 0.3, P = 0.75

(a) False negatives (b) False positives
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ADVERSARIAL: n = 100000, d = 16, = 0.5, f = 0.3, P = 0.75
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Figure 2: False negative rate (FNR, left) and false positive
rate (FPR, right) as functions of ¢ for the LocalTop-1 (LT1)
mechanism under different parameter settings (m, 7), com-
pared against a Gaussian mechanism baseline. For LT1, solid
curves correspond to parameter choices with m* = ©(n),
while dashed curves correspond to m” = o(n). All mechanisms
are P-accurate for P = 0.75 and satisfy (¢||x — y||, §)-XDP.

(number of included far points relative to the actual number of far
points). In each dataset, each mechanism was run three times and
its results were averaged.

7.2 Results

Figure 2 shows that all evaluated mechanisms successfully maintain
the target P-accuracy requirement across all three datasets, while
exhibiting substantially different FPR behavior.
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First, mechanisms sharing the same tensoring parameter r ex-
hibit similar behavior even when the number m of random vectors
differs substantially (with the notable exception of r = 3). These
results suggest that the tensoring level affects empirical accuracy
much more than the choice of m, at least for our fairly naive choices
of m. This clear stratification by 7 is particularly visible for the SMS
Spam CoLLECTION dataset, where both FNR and FPR results are
neatly grouped by 7 with accuracy decreasing with the size of 7.
This indicates that sublinear query time can be achieved without
significantly degrading empirical accuracy.

The Gaussian mechanism baseline generally performs between
the 7 = 1 and r = 2 variants across all datasets. In particular,
the 7 = 1 mechanisms consistently achieve lower FPR than the Mg
baseline, while higher-7 mechanisms tend to incur larger false pos-
itive rates. This suggests that with moderate tensoring, LocalTop-1
performs similarly to the baseline while still achieving substantially
lower query time complexity.

The strong dependence on 7 can likely be understood through
the multiplicative structure of the query mechanism. Since a point
is found only if all 7 sub-queries succeed, maintaining an overall
success probability of P requires each sub-query to be (5, PY/7, Pg)-
sensitive. As discussed in Sections 3 and 6, this necessarily increases
the probability of false positives.

Indeed, the experiments reveal a strong inverse relationship
between FNR and FPR, which is consistent with the analysis in this
paper. With P fixed by construction, increasing ¢ primarily results
in a lower FPR, though this decrease is fairly slow.

The ADVERSARIAL datasets provide additional insights into how
much geometry affects LocalTop-1’s accuracy. Since each of these
datasets consists of two “rings” of points at inner product ~ «
and ~ f w.rt q, we expect both FNR and FPR to be as high as
possible. Indeed most mechanisms seem to exhibit a worse FNR
and FPR than for the SMS Spam CoLLECTION dataset. Interestingly,
there does not seem to be a conclusive difference in mechanism
performance for the two different values of «, f, indicating that a
more systematic analysis of threshold choice is needed.

Finally, although the empirical results broadly match our theoret-
ical predictions, all evaluated mechanisms (including the Gaussian
baseline) perform noticeably worse than the theoretically optimal
FNR/FPR frontier derived earlier. This gap suggests that both Mip
and M are non-optimal mechanisms for private ANN, and that
there remains room for significant improvements in the practical
design of such mechanisms.

8 Conclusion

We have studied the problem of private («, f)-approximate near
neighbor search through the lens of LocalTop-1, a flexible, random
projection based data structure for (, f)-ANN. We presented a
general framework for analyzing the statistical utility of LocalTop-
1 based on its selection mechanism, and we showed how to use
the XDP guarantees of a mechanism to derive nontrivial lower
bounds on its error. As part of this work, we presented a selection
mechanism, Mjip, for use with LocalTop-1.

We evaluated several variants of LocalTop-1 against a baseline
against both real-world and adversarial datasets. These experiments
suggest that although LocalTop-1 is able to match the baseline

performance, possibly even with sublinear query times, the error
incurred by both privacy-preserving noise and the randomness of
the data structure itself means that it is currently not practical for
actual use.

Future work will need to address this impracticality, possibly
by developing stronger bounds on the necessary error of such
mechanisms. One possible avenue of further research is to find
more sophisticated heuristics for choosing m and 7. For example,
it seems likely that calibrating m to the scale of ¢ may lead to
improvements in space/time requirements and/or statistical utility.

9 Related Work

Fernandes et al. [14] propose distance estimators using Locality-
Sensitive Hashing [15] in the extended differential privacy model.
Stausholm [25] propose a differentially-private estimator based on
the Johnson-Lindenstrauss transform. For set similarity, [6, 18] pro-
pose local differentially private estimators for Jaccard similarity.
The use of extreme value theory in algorithm design for similar-
ity search has also been applied by [7, 21, 22]. Solutions to the
problem of using the exponential mechanism when its selection
space has high-density areas have been proposed using weighted
or truncated utility functions [9, 16] and preprocessing to select
from a suitable subset of the original space [10]. The concept of
privacy guarantees degrading with distance is also central to Geo-
Indistinguishability [3], which protects location data. Our experi-
mental evaluation uses a similar approach by calibrating ¢ to provide
specific privacy guarantees at a fixed distance.

PACMANN [27] and other approaches [4, 17] focus on a different
setting in which only queries have to be answered in a differentially
private way or using cryptographic primitives; user vectors in the
database are public information. Despite good empirical results,
these systems do not provide strong theoretical guarantees on the
result quality since they make use of heuristic approaches to nearest
neighbor search.
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A Useful probabilistic tools

Lemma A.1. For points x,y € S%! such that (x,y) = o and a
random vectora ~ N (0,1)¢ such that (x,a) = X, we have that (y, a)
is distributed as N'(0X, 1 — 0%). Equivalently, (y,a) = oX + Z where
Z ~ N(0,1-02).

Lemma A.2 (Gaussian tail bound). For normal random variable
Z ~ N(u, o?) andt > 0, we have

Pr(Z—p>t] =Pr[Z—p < —t] < e /%",

In particular, if Z is a standard normal variate, thenPr[Z > t] < e’
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Lemma A.3. For a random variable Z ~ N(0,0%) and0 < § < 1,
we have

Pr[Z > ov/2log(1/6)] =Pr[Z < —o/2log(1/5)] < 6.

Proor. This follows by simple algebraic manipulation of the
result in Lemma A.2. O

Lemma A.4 (Sensitivity of inner product). Foranyx,y € S¢! and
random vectora ~ N (0,1)%, we have (x,a)—(y,a) ~ N (0, ||x — y||§).

PRroOF. By linearity in first argument, (x,a) — (y,a) = (x -y, a).
This is a linear transformation of a standard Gaussian vector, so

(x=y.a) ~ N0, [Ix - yll5). o

B Omitted proofs
B.1 Proof of Theorem 5.3

Proor or THEOREM 5.3. We analyze the complexity of the data
structure operations as follows:

e Preprocessing time: For each insertion of a user vector
X;, i € [n], the data structure computes mz inner products,
each taking O(d) time. Thus, the total preprocessing time
is O(nmtd).

o Space usage: The data structure stores the random vectors
A and the hash table T. A contains mt vectors of dimension
d, requiring O(mrd) space. The hash table T stores one
entry per user, requiring O(n) space. The total space is
O(n + mrd).

e Communication cost: Each user i sends the tuple of in-
dices (M(x;, A1), ..., M(x;, A;)) to the server. Since M
outputs an index in [m], this requires O(zlog m) bits per
user.

e Query time: Given a query q and threshold 7, the algorithm
first identifies the candidate sets

B ={je[m]|(qay)>n}
for each i € [7]. It then iterates over the Cartesian product
B; X ... X B;. The expected size of each B; is

m- Pr [Z2>=n]=m(1-®(n)) =mP.

Z~N(0,1)
The expected number of buckets to examine is therefore
1 E[IBi]] = (mP)". The total query time is propor-
tional to the number of buckets probed plus the number
of retrieved items (OUT). If 1 — ®(n) = o (%), then

T
nl/r
m

(mP)" = o (m = o(n), ensuring that the number

of inspected buckets is sublinear. This is trivially true when
m" — o(n), since then the number of inspected buckets is
sublinear regardless of 7.

[m]

B.2 Proof of Theorem 6.4

Proor. Consider arbitrary unit vectors q, x such that (q,x) = p.
Since the expressions for p, and pg are very similar, by definition
of (1, pa, pp)-sensitivity it suffices to show that

P(o) — O(1/vm) < Pr[(q,a;) 2 n] < P(p) + O(1/vm),
where I := Mip(x, A) is the index of the vector chosen by M;p.
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Given set of random vectors A = ay, ..., a,,, we define

Y; :=(a;,q),

The joint variable (Xj, Y;) is a bivariate standard normal with co-
variance p. We note that each W; is a lognormal random variable
with mean y = E [W;] = e/,

By the definition of Mpp and the exponential mechanism,

Pr[ Mip (5, A) = 1] =

j=1

X; = (a;,x), W; = exp(yX;).

W, .

We state our exceedance probability as Pr[Y; > 5] and observe that
we can express Pr[Y; > n] as

D, PriMip(x A) =]
ie[m]:Yi>n
_ Die[m]v;2n xP(yXi)
Zjeim) ep(yX;)
exp(yX)
jelm] exp(yX;)
where (X, Y) is bivariate normal, (X,Y) ~ N(0,0,1, 1, ).
Then for Sy, := 3 je(m) W), we have E [S,,] = mp.
Since W; is a lognormal random variable, it has finite third mo-

ment. This allows us to use the Berry-Esseen theorem to state that
|Sm — mu| = O(x/m). This implies that

Pr[Y; > n] =

=mE

YZU] -Pr[Y > 7],

yX

]E[e”X|Y2q]

mE = TiO(l/\/ﬁ).

Y>n

m

We now compute E [e”x |Y > r]]. We note that since X and Y are
jointly Gaussian, X = oY + \/1—_92Z with Z ~ N(0,1) independent
of Y. Therefore E [eVX | Y > 17] =E [ey\/@Z] E [eVQY |Y > n].
Now Z is a standard normal variate and (Y | Y > n) has a lower-

truncated standard normal distribution, so we use their respective
MGEFs to state

B[ | Y 2 g] = o 10D 2pret 2 L = 20 1)
1-(n)
_ 21 =2 —yp)
1-3(n)

X
Substituting this back into our expression for mE [%|Y > 77],
we have

2/21-®(n-yp)
EleX|y>yq] &0

_1=-2(—vp)
1-®(n)
Then our total expression for Pr[Y; > 5] becomes
_(1=2(~-yp)
1-®(n)

and noticing that Y is now simply a standard normal random vari-
able, Pr[Y > n] =1 — ®(). Hence

O(1/y/m)
1-9(n)

H er’/2

Pr[Y; > n] +0(1/vVm)| - Pr[Y = ],

Pr(Y; > 5] = 1-@(n—yp) + =1-®(n-yp)0(1/vm).

]

C Gaussian mechanism baseline

As a point of comparison for LocalTop-1 using Mp, it is natural to
consider the simplest viable mechanism: simply add d-dimensional
noise to each input vector and only include its identifier in the query
result if the perturbed vector lies within some chosen range of query
point q. Specifically, we adapt the Analytic Gaussian mechanism [8]
for input perturbation of unit vectors. Given unit vector input
x € §971, we define Mg (x) := x + Z where Z ~ N (0, 6)%.

To perform an apples-to-apples-comparison between Mg and
M 1p, we must ensure that they provide the same differential privacy
guarantees.

Lemma C.1. For o such that

1 1
CI)(— - eo) - 62£<I>(—— - eo) <4,
o o
Mg satisfies (¢ ||x — y||, §)-XDP.

Proor. We first note that by Lemma 3 in [8], the privacy loss
I?

of Mg follows distribution N (y,2y) with y = “"2% If we let
& =¢||x — y||, using Lemma 6 in [8], we define

_oflx=yl o _5(_M_§_0)
h(9) cI)( 20 ||x—y||) e 20 lIx—yll

- ¢(M _ w) _ eSHX—qu)(_M _ m)
20 20

and obtain (&, §)-DP if and only if k() < & for all possiblex,y € S9~1.

For fixed ¢, function h is monotonically increasing in ||x — y|| [8],

so to determine a valid o, we assume the worst case of ||x — y|| =2

and solve for o such that h(2¢) < 6. O

Letting S’ := {MG (x;) | i € [n] } be the set of perturbed user vec-
tors, we can construct a data structure for («, f, P)-ANN simply by
defining the operation S’.search(q) := {i € [n] | (g Mc(xi)) = y}.

Lemma C.2. Let x, q be unit vectors, (x,q) = o and let v = Mg (x).
Then Pr[(v,q > y)] = 1-@((y - 0)/0).

Proor. Recall thatv = x+ Z, Z ~ N(O, az)d and therefore
(v,q) = (x,q) + {Z,q). Now {Z,q) ~ N(0,0?), and so {v,q) is
distributed as N (g, o). The result then follows by the fact that
({(v,q) — 0)/0o is a standard normal variate. O

Lemma C.2 directly lets us choose a threshold 1 which satisfies
our desired P.

Lemma C.3. Letx, q be unit vectors with (x,q) = o andletv = Mg(x).
For0<f<a<landy=a—-oc-d 1(P), the following holds:

e Ifo > a, thenPr[(v,q) > y] > P.

o Ifo < pf, thenPr[{v,q) 2 y] <1-®(a— - D (P)).

Proor. The results follow by substituting y into (y — ¢)/c.In
the first case,
- —o-d! -
y-o _a-0-97(P) @5 p1(p)
o o
andso1-®((y —o)/o) = P.

Similarly, in the second case,
y-o _a-0-@'(P)-p
o o
andso 1 - ®((y—0)/0) <1-&(a - -0 1(P)). a

<a-p-071(P),
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