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Abstract

Bayesian inference provides a robust framework for quantifying un-
certainty in complex models, yet its application to sensitive datasets
remains a significant challenge under modern privacy constraints.
In particular, when performing Bayesian inference with only an
observed privatized statistic, the likelihood of the observed pri-
vate statistic is intractable, making existing Markov Chain Monte
Carlo methods inapplicable. One promising line of work is based on
data augmentation, where latent confidential data X are introduced
as auxiliary variables and the joint posterior distribution over pa-
rameters and confidential data is targeted using Gibbs sampling,
alternately updating one given the other. We find that this method
struggles with mixing in the regime where there is coupling be-
tween the data and underlying parameters. In this work, we propose
using Hamiltonian Monte Carlo to target the joint posterior, which
is to our knowledge the first gradient-based posterior sampler for
Bayesian inference on privatized data. We show that it drastically
outperforms the Gibbs sampler in the regimes where Gibbs fails,
and that it scales well with the dimension of the dataset. Finally,
we discuss the limitations of Hamiltonian Monte Carlo and current
ongoing work to address them.
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1 Introduction

Differential privacy (DP) has emerged as the gold standard for
privacy-preserving data analysis, providing rigorous mathematical
guarantees that limit information leakage about individuals in a
dataset [5, 6]. At its core, DP ensures that the presence or absence
of any single individual’s data has minimal impact on the analysis
output, typically achieved by adding carefully calibrated noise to
query responses or summary statistics. This framework has been
widely adopted in practice, from the U.S. Census Bureau’s disclo-
sure avoidance system to technology companies’ data collection
practices.

In the Bayesian setting, DP introduces unique challenges for
posterior inference. Consider a standard Bayesian problem where
we wish to estimate parameters € based on observed data X =
(x1,...,x,). In the non-private setting, we compute the posterior
p(0 | X) directly from the observed data using Bayes’ theorem.
Under DP, however, we do not observe X itself. Instead, a trusted cu-
rator applies a privacy mechanism g(- | X) to produce a privatized
statistic sq, that satisfies DP guarantees. Common mechanisms
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include adding Gaussian or Laplace noise to sufficient statistics,
with the noise magnitude calibrated to the sensitivity of the statis-
tic and the desired privacy level €. The fundamental challenge of
private Bayesian inference is to compute the posterior distribu-
tion p(6 | sqp) given only this noisy observation, while properly
accounting for the uncertainty introduced by the privacy mecha-
nism. This problem has attracted significant attention [10, 15], as
Bayesian methods provide a principled framework for quantifying
uncertainty—crucial when privacy noise may substantially affect
inference quality.

A natural approach is to directly sample from the marginal pos-
terior of the parameters given the privatized statistic:

_ [ p(O)p(X | )g(spp | X)dX ”
p(spp)
However, this posterior is doubly intractable: the numerator re-
quires integrating over the high-dimensional latent data X € R”,
and the denominator requires a further integration over 6. This
motivates the data augmentation approach of [10], which treats the
true (unprivatized) data X as latent variables and samples from the
joint posterior p(6,X | spp), thereby avoiding the intractable nor-
malizing constants. [10] introduces a Gibbs sampling framework
that uses this data augmentation strategy for Bayesian inference
on privatized data, alternating between updating x|0, sq;, and 6|x.
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Figure 1: Posterior concentration under different privacy
levels. Left: Large € (small noise) localizes exploration near
sqp where posterior appears nearly circular. The gray ellipse
represents the true correlation structure. Right: Small ¢ (large
noise) requires exploring the full correlated structure. The
green dotted circle represents the uncertainity around sy,
due to privacy noise.

Although data augmentation avoids the doubly intractable pos-
terior, it introduces a fundamental challenge: when € is small (large
privacy noise), the observed statistic sg;, provides little constraint



on the posterior, forcing the sampler to explore the full joint distri-
bution p(6, X | sqp) including its highly correlated global structure
(Figure 1). While [10] show that the Gibbs sampler maintains good
local acceptance rates bounded by exp(—¢) for Metropolis-within-
Gibbs updates, the axis-aligned nature of these updates makes
global exploration of the narrow correlated ridge inefficient. In con-
trast, when e is large (small privacy noise), sq; tightly constrains
the posterior to a localized region where coordinates appear nearly
uncorrelated. Empirically, we find that Gibbs struggles to mix at
low € values, particularly when 6 and X exhibit strong correlation.

1.1 Our Contributions

To address this issue, we propose using gradient based joint up-
dates of X and 0 to propel the chain through the joint posterior to
accelerate mixing. To the best of our knowledge, this is the first
gradient-based DP posterior sampler for Bayesian inference on
privatized data. Specifically, we adapt Hamiltonian Monte Carlo
(HMC) to this problem setting and show that

(1) In a Gaussian simulation setting, HMC strongly outperforms
Gibbs in the problematic region we discussed earlier and
gives robust performance across many different settings of
privacy noise and dependence between parameter and data
despite the likelihood discontinuity caused by data clamping

(2) HMC scales well with the data dimension n

We also discuss the limitations of HMC and our current ongoing
work to address these limitations. We ultimately aim to propose a
novel, general-purpose gradient based MCMC methodology with
improved mixing for Bayesian inference on privatized data.

2 Background
2.1 Differential Privacy

Differential Privacy (DP) provides a rigorous mathematical frame-
work for quantifying and bounding the privacy risk associated with
data analysis [5]. A randomized algorithm satisfies DP if its output
is relatively insensitive to the presence or absence of any single
individual’s data in the dataset.

Definition 1 ((e, §)-Differential Privacy). A randomized algorithm
A satisfies (e, §)-differential privacy if for all neighboring datasets
D, D’ differing by a single entry, and all measurable subsets of
outcomes S C Range(A):

P(A(D) € S) < eP(A(D') € S)+6 (2)

In this formulation, € (the privacy budget) represents the maxi-
mum allowable log-odds ratio of any outcome between neighboring
datasets, while § accounts for a small probability of the privacy
guarantee failing.

2.2 Hamiltonian Monte Carlo

Standard Markov Chain Monte Carlo (MCMC) methods, such as
the Random Walk Metropolis-Hastings algorithm, often struggle
in high-dimensional settings due to the curse of dimensionality. In
these spaces, random walks tend to explore the target distribution
inefficiently, resulting in high autocorrelation and slow conver-
gence to the stationary distribution [2].

Hamiltonian Monte Carlo (HMC) [1, 12] addresses these limita-
tions by augmenting the parameter space with auxiliary momentum
variables and utilizing the gradient of the target density to guide
the Markov chain [4]. Let € R? be the parameters of interest
with a target distribution p(n). HMC introduces a momentum vec-
tor r € RY, typically sampled from r ~ N(0, M), where M is a
mass matrix. Intuitively, the mass matrix M acts as a "tuner" for
the geometry of the parameter space and determines how much
“momentum" is required to move in that direction. The system is
then governed by the Hamiltonian function:

H(n,r) =U(n) + K(r) ®)
where U(n) = —log p(n) represents the potential energy and
K(r) = %rTM ~!r represents the kinetic energy. The evolution of
the state (7, r) over time ¢ is determined by Hamilton’s equations:
dn oH ) dr oH
E_E_M r, E__W__VU(U) (4)
In practice, these continuous dynamics are discretized using the
Leapfrog Integrator, a volume-preserving and reversible numerical
scheme. A single Leapfrog step with step size € is defined as:

€
Ttve/2 =Tt — EVU(’h) (5
Nive =Mt + 6M717‘t+e/2 (6)
€
Ttve = Vtve/2 — 5VU(UZ+E) (7)

By alternating these coherent trajectories with a Metropolis
acceptance step, HMC can perform long-distance moves in the
parameter space while maintaining a high acceptance probabil-
ity, significantly outperforming random walk methods in complex,
high-dimensional posteriors [1, 12].

2.3 Sequential and Particle-Based Methods

Other approaches to Bayesian inference on privatized data include
sequential and particle-based methods. Parallel to MCMC develop-
ments, sequential methods have been proposed to handle private
data. [8] provides a theoretical foundation for exact inference on
privatized data by framing the differential privacy mechanism as
a stochastic perturbation of the underlying data. This approach
demonstrates that by treating the privacy noise as a part of the
hierarchical model, one can achieve exact posterior distributions
despite the “approximate” nature of the sanitized measurements.
[3] introduced a Particle Filter approach for private Bayesian infer-
ence, which uses importance sampling and tempering to navigate
the privacy-constrained landscape. While effective for sequential
tasks, particle filters often suffer from weight degeneracy in high-
dimensional parameter spaces—a limitation that gradient-based
HMC methods are specifically designed to overcome by leveraging
the geometry of the log-posterior.

3 Methodology

In this work, we adapt HMC to the specific setting of targetting the
joint distribution p(6, X | spp). We require the densities of the prior,
likelihood, and privacy mechanism to all be able to be evaluated ef-
ficiently, as well as the gradient and hessian. Algorithm 1 describes



the HMC methodology in detail. As part of our methodology, we
set the mass matrix to be the negative hessian of the log-likelihood,
evaluated at an estimate of the mode of the distribution. This is a
simple way to automatically select the mass matrix hyperparame-
ter that takes into account the correlation structure between the
data and parameter, effectively standardizing the differently-scaled
dimensions of the joint posterior.

Algorithm 1 Hamiltonian Monte Carlo for Private Bayesian Infer-
ence

1: Input: Privatized statistic s4,, prior s}, likelihood sZ, step size
1, leapfrog steps L, clamping threshold C.

2. Initial State: ©(©) = (§(9) x(0)).

3: Metric Construction:

4 Compute Hessian H = V2 log (6, Xlsap)-

5. Set Mass Matrix M = —H

6: fort =1to T do

7. Sample momentum p(*) ~ N (0, M).

&  Setgy=0U"1 and py = p®).

9:  Leapfrog Integration:

10 p e po+ 2Vlogm(qolsap)

11: fori=1toL—-1do

12: q < q + nM™!p {Preconditioned position update}
13: p < p+nVliogr(qlsap)

14:  end for

15 qeq+nM'p

16 p e p+2Viogm(qlsap)

172 Metropolis-Hastings Acceptance:

18:  Calculate Hamiltonian H (g, p) = —log 7(qlsap) + %pTM_lp.

19:  a =min(, exp(H(qo, po) — H(q, p))).
20 O =g with probability a, else ©() = @(*~1),
21: end for

3.1 Complexity Analysis

To evaluate the computational efficiency of our methodology, we
analyze the scaling of the per-iteration cost with respect to the
number of latent variables n. Each iteration involves L leapfrog
steps. Each step requires evaluating the gradient of the log-posterior
V log 7, which is a summation over n likelihood terms. While matrix
inversion of the Hessian H € R("*D*("+1) i5 generally O(n?), it can
be precomputed only once in the entire algorithm. Thus, the cost
per HMC iteration is O(L - n). This is the same scaling in n as the
Gibbs sampler; moreover, we do not require record-additivity [10].
We also note that while one iteration of HMC is more expensive
than Gibbs, the additional overhead pays off through better mixing.

4 Simulation Results

We give simulation results and show HMC is robust to decreas-

ing values of € compared to the Gibbs sampler. In our simulation

setup, we consider a simple Gaussian model where 6 ~ N(0, ag),
n

xi ~ N(0,02), and spp = £ 3’ clamp(x;,C) + Z for Z ~ N(0, inp
i=1

iz
where clamp(x, C) = max(—C, min(C, x)). The privacy noise scale
is 0gp = fl—‘efvz In(1.25/6). For our parameter settings, we set C =

1.0, 09 = 1.0, and we vary € in {0.1,0.3, 1,3, 10}, n in {100, 500, 1000}
and the ratio of 02 /0¢ in {0.01,0.1,0.5,1, 2,5,10}. We choose the
negative Hessian evaluated at estimates of the log-joint likelihood
mode for the mass matrix M, step size of 0.03 and leapfrog step
L = 20. We perform 10 MCMC runs for each such parameter setting
combination for 5000 iterations per run and record the average Ef-
fective Sample Size (ESS)/second for each setting [11]. We track the
ESS/Second because it is an estimate of the number of independent
samples produced per second of wall-clock time.

For this model, the log-joint density for the parameters (6, x)
given the observation sy, is:

0 & (xi-0)2  (sap— = X clamp(x;))?
log p(0.X[sap) o —— — ’ - .
? 20% ; 202 20'517
®)
. The gradient with respect to x; depends on an indicator function
L‘ = H(|Xl| < C)

al X —
) o
90 op o
ologp _ _x—0  Sip~ n Zlxile I (10)
ax; o2 na
P

. The hessian is calculated similarly. In both the gradient and hessian,
the terms with respect to x; have a component due to the data
likelihood and a component due to the likelihood of the observed
private statistic sy,. Thus, when evaluated outside the clamped
region C, only the component due to the data likelihood will be
active.

We can see in Figure 2 that the Gibbs sampler struggles to mix as
€ and s2/s? decreases, while HMC signficantly outperforms Gibbs
in this regime and maintains robust performance across all differ-
ent settings. We also note that while for Gibbs the top left region
corresponding to small € and s2/sZ is difficult, it is easiest for HMC.

While choosing the step size hyperparameter for HMC, we en-
countered some numerical stability issues in the bottom right corner
of the plots, which made it so that we chose a slightly smaller step
size than what would have worked better for values in the top left.
We highlight that despite the hyperparameter selection here not
being necessarily optimal, HMC still achieves robust mixing across
all settings.

5 Limitations of HMC

Although HMC gives good mixing performance in this simple sim-
ulation study and appears to resolve the coupling between x and
0 that the Gibbs sampler suffered from, we encountered some nu-
merical stability issues as s2/s? increased while performing these
experiments. In particular, for the settings corresponding to the
bottom right of the plots with € = 10 and s2/x2 larger than 1, we
saw that they were much more susceptible to poor step size tuning
than the top left corner and required smaller step sizes. We can
understand this based on the fact that as s2 /s increases, the propor-
tion of data generated by the likelihood that lie outside the clamped
region increases, thus making it more likley for the gradient and
mass matrix M = —H to be evaluated outside the clamped region.
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Figure 2: ESS/second for HMC sampler compared to Gibbs under the Gaussian data model, with varying e, s2/sZ, and n.

6 Ongoing and Future Work

In our current ongoing work, we are actively working to address
the above limitation. In addition, we plan to handle settings where
the data are discrete valued by re-parameterization or surrogate

model as well as expand to more substantial simulation settings.

We also plan to study principled ways of choosing the step size
and leap frog steps hyperparameters for HMC. We also note that
our method directly applies to the Metropolis Adjusted Langevin
Algorithm (MALA) [13] preconditioned with the negative hessian
and we are actively working to understand how MALA behaves in
the same simulation settings as well.

We also aim to theoretically quantify how HMC interacts with
privacy. In [7], they find that in a simple Gaussian toy model, the
Bayesian fraction of missing information for the Gibbs sampler
goes to 1 as € — 0, indicating that the chain mixing worsens with
more privacy. We are working on analyzing a similar quantity for
HMC with the goal of ultimately showing how the convergence
rate is more robust to privacy parameter € than Gibbs, as well as
how privacy noise can help HMC in certain settings like in the top
left region of Figure 2.
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