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Abstract

We show that an “old dog,” the classical discrete Laplace (aka. geometric) mecha-
nism, can “perform new tricks”:

1. It can be post-processed to yield a simple, unbiased estimator of any subexpo-
nential function f of the original data, giving a simple, discrete, multivariate
version of the recent unbiasing result for the Laplace mechanism by Calmon
et al. (FORC ’25).

2. It can be post-processed to output the same distribution as the Laplace mecha-
nism or the Staircase mechanism with identical privacy parameters.

Thus, the discrete Laplace mechanism is a versatile mechanism that should be
preferred over the Laplace and Staircase mechanisms whenever the data is discrete
(or can be made discrete while controlling ¢; -sensitivity).

We show bounds on the variance of our estimator, compared to the mean square
error of the biased estimator that simply evaluates the f on the output of the
mechanism. Though our unbiased estimator has exponential running time for
worst-case functions, we show that it can often be computed in linear or polynomial
time for some common functions exhibiting structure. We showcase the properties
of our methods empirically with several use cases including profile and entropy
estimation, as well as distributed/federated data analysis applications in which
unbiasedness is key to accuracy.

1 Introduction

Differential privacy has a powerful post-processing property: For any differentially private mecha-
nism M and any function f, we can release f(M(x)) while preserving the privacy guarantees of
M. As a consequence, we can release all values f; (M (x)) for any family of functions ( f;);cr with
no loss of privacy. In this paper, we consider additive noise mechanisms where E [M(z)] = x. For
non-linear functions f, the expected function value E [f(M (z))], assuming it exists, is in general
different from f(z). Such bias can be a problem in some applications, which led Hillebrand, Suppak-
itpaisarn, and Shibuya| [2023]] and later|Calmon, Du, Dwork, Finley, and Franguridi [2025] to study
methods for debiasing via post-processing of the Laplace mechanism. First, Hillebrand et al.|[2023]]
showed how to construct unbiased estimators for multivariate polynomials. Later, |Calmon et al.
[2025]] gave estimators in the univariate setting for a wide class of twice differentiable functions f.

Debiasing in Post-Processing. In this paper, we propose a new post-processing method for the
discrete Laplace mechanism Mpy,, : Z™ — Z", first proposed and studied by (Ghosh, Roughgarden.
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and Sundararajan [2009]. For convenience we will use the notation z = MDLap(x), that is, 7; =
x; + n; where n; is sampled i.i.d. from the discrete Laplace distribution with parameter p = e~°.
This mechanism is a canonical way of releasing histograms, and more generally integer-valued data
with sensitivity 1, with an e-differential privacy guarantee. Given Z, our post-processing method
returns an unbiased estimator of f(z) for any univariate or multivariate function f where E [f(Z)]
exists and is finite. A sufficient condition for this is that f is subexponential (or exponential with low
enough rate). Our method thus supports a class of functions f much wider than that of Calmon et al.
[2025]], Hillebrand et al.|[2023]], both of which can only handle functions that are twice differentiable.
Previously, unbiased postprocessing of the discrete Laplace distribution had only been described in
the special case of univariate threshold functions, by |Ghazi, Kamath, Kumar, and Manurangsi| [2022].

We show that our post-processing method is unique in the sense that it is the only deterministic
method that constructs unbiased estimates in the discrete setting. From this, it follows that it has the
smallest variance of all unbiased estimators. Though our estimator takes exponential time to compute
for worst-case functions, we show that for functions which exhibit structure (e.g. decomposable
functions such as entropy and order statistics), it is often possible to design linear or polynomial time
algorithms for computing the unbiased estimation.

Transformations to other Additive Noise Mechanisms. We show how to post-process Z so that
the resulting distribution is identical to that of the classical (real-valued) Laplace mechanism [Dwork.
McSherry, Nissim, and Smith| [2006] or the Staircase mechanism [|Geng and Viswanath} 2014} 2015]
on input z with the same privacy parameter €. This means the Discrete Laplace Mechanism is a
versatile mechanism that should be preferred over the Laplace and Staircase Mechanisms whenever
the data is discrete or can be made discrete while still controlling the ¢;-sensitivity. Everything that
can be done with these mechanisms can also be based on the Discrete Laplace Mechanism, and the
latter may lead to better utility, especially for medium to large values of .

Applications to Federated/ Distributed Settings. Unbiased estimators are particularly useful in
settings where the statistic of interest can be obtained by summing or averaging many individual
contributions. For example, suppose that each of k parties (e.g. hospitals) holds a distribution given
by a histogram, that each histogram has been released with the Discrete Laplace mechanism, and we
wish to compute the entropy of the joint distribution over all parties. Assuming independence, the
joint entropy is the sum of the entropy of each distribution, a non-linear function of the histogram.
Summing an unbiased estimator for the entropy of each distribution we get an estimator for the total
entropy whose error scales with O(v/k). In contrast, summing biased estimators will result in error
proportional to k, which will be worse for sufficiently large k. As another example, suppose we wish
to gather statistics across histograms, for example the minimum, maximum, mean and variance of
each column in the histograms. We can avoid bias in these estimates by using our estimator on the
“transposed” histograms formed by combining information on each column across histograms.

1.1 Overview of Our Contributions.

In Section 2] we first show (Theorem[I)) that in the univariate case (n = 1) a linear combination of
f(@—1), f(Z),and f(Z + 1) is an unbiased estimator of f(z) for any function f and input x where
E [f(&)] exists. This estimator can be interpreted as the discrete second derivative of f evaluated
in Z, analogous to the approach by |Calmon et al.| [2025]] for univariate functions. We then show
(Theorem [2)) that our method extends naturally to the multivariate case x € Z™ where the estimator is
a linear combination of the function values f(Z + &) for £ € {—1,0,+1}"™.

Section [3] investigates properties of our unbiased estimator. We first show (Theorem [4) that it is
unique among deterministic estimators and has minimum variance among all unbiased estimators. In
particular, for a black-box function f, any deterministic estimator requires 3" function evaluations.
Then we consider the mean square error (MSE) and show (Theorem E]) that it is at most a factor
O(1 4 1/e*)™ worse than the MSE of the naive estimator f(&). This bound is tight: Proposition [6]
shows that there are functions for which our estimator exhibits this rate of exponential variance
growth, but for other functions we instead see that the unbiased estimator is exponentially better.

Section 4] shows that it is possible to post-process the Discrete Laplace Mechanism to be identical to
either the classical Laplace Mechanism (Theorem[I0) or to the Staircase mechanism (Theorem[17)
while preserving the same privacy level €. The insight is that it is possible to choose random variables



X, and Y, . (independently of x), such that T + X, and & + Y,, . have the same distribution as the
classical Laplace mechanism and the Staircase Mechanism with privacy parameter €, respectively.

Section 5] studies functions and classes of functions for which our estimator can be computed much
faster than by direct summation of its 3" terms. The key idea is to group terms with the same
contribution, and compute how many terms are in each group. This allows us to compute order
statistics (such as the minimum, median, and maximum), inference for decision trees, as well as
entropy and KL divergence in polynomial time.

In Section[6] we present four case studies showcasing settings in which our estimator has an advantage
over alternatives. We consider polynomials, for a use case in graph counting, for which we emphasize
the advantage of the discrete Laplace mechanism over the classical Laplace mechanism for high
values of e. For empirical entropy, where we see a significantly improved mean square error for low-
and medium values of ¢ for sparse histograms. For estimating partition functions, a setting in which
the naive estimator has considerable bias, we also see improved behavior near the convergence radius.
Finally, we give the first practical demonstration of profile estimation by post-processing.

Societal Impact of Unbiasedness. So far, we have considered unbiasedness from the technical
perspective of statistical bias. From a societal perspective, one can ask how unbiased estimation
relates to algorithmic bias and fairness. There are many distinct and incompatible notions of
algorithmic fairness (e.g. [Kleinberg, Mullainathan, and Raghavan| [2017]). A potential benefit
of pointwise unbiased estimators is that they avoid directional statistical bias so that no group of
points is systematically underestimated or overestimated in expectation. However, an unbiased
estimator might have a high variance and over- or underestimate the function value most of the time,
reducing its fairness in practice. For example, the estimator may overestimate the target value with
high probability while remaining unbiased, because it occasionally produces underestimates that
compensate in expectation. Another concern is that the estimator’s variance may differ substantially
across groups of input points. This raises the question of whether one can design unbiased estimators
with uniform or controlled variance for all points, and what trade-offs such constraints would impose.
To sum up, one should be careful not to conflate unbiasedness and fairness.

1.2 Related Work

Debiasing Functions of the Laplace Mechanism. [Hillebrand et al.|[2023]] showed how to debias
functions of the classical Laplace mechanism (an additive noise mechanism that yields privacy
guarantees also for non-integer data) when f is a multivariate polynomial. |Calmon et al.| [2025]]
considered a much more general class of functions in the univariate case (n = 1). They showed that
there is an essentially unique way of computing such unbiased estimators: for a suitable constant c.
and any twice-differentiable, so-called tempered function f, the estimator

fM(z)) = f(M()) = ce f"(M(2))

satisfies E [ f (M(x))} = f(x). The result is derived via a deconvolution perspective in the Fourier

domain and yields closed-form unbiased estimators for broad classes of nonlinear functions. It is
not immediately clear from their results how to extend the result to the multivariate setting. For our
estimator these strong assumptions on f are not necessary, so it is applicable to a wider class of
functions for which the naive estimator has a well-defined, finite expectation.

Mechanisms based on Postprocessing the Discrete Laplace Mechanism. |Ghazi et al.| [2022]]
considered a related distributed setting in which a cryptographic primitive, a shuffler (Cheu, Smith.
Ullman, Zeber, and Zhilyaev| [2019], Erlingsson, Feldman, Mironov, Raghunathan, Talwar, and
Thakurtal [2019], is used to collect and noise histogram data. Similar to our results they consider
Discrete Laplace noise, and in the univariate case they show how to debias a threshold indicator
function applied to the output of the Discrete Laplace mechanism. This result is used as a stepping
stone to estimate any symmetric function of the histogram. For comparison we provide a method
that can be used without shuffling and supports a wider class of functions that are not necessarily
symmetric.

‘Wu and Pagh|[2024] studied profile estimation which boils down to estimating for various &k a sum of
indicator function values f(z) where f(z) = 1if z = k and f(z) = 0 otherwise. They present a way



of “inverting” the noise added by the Discrete Laplace mechanism and show that it is asymptotically
near-optimal. Our estimator gives a much simpler solution to this problem.

Privately Estimating Black-Box Statistics. Related to supporting privacy on a broad class of
functions, |[Linder, Raskhodnikova, Smith, and Steinke| [2025] designed a so-called down-local
algorithm for estimating a function f with exponentially many evaluations of f on noisy data. Despite
the superficial similarity, their setting is rather different from ours. Their method provides accurate
estimations for well-behaved (finite-domain or c-Lipschitz) functions on the dataset and its subset. For
monotone functions, the bias is always downwards, and for more general functions with finite range,
they provided a guaranteed interval. |Steinke and Steinke| [2025]] presents a method for interpolating
between computational efficiency and statistical accuracy when estimating a black box function f.
Formally, they interpolate between high statistical accuracy and an exponential number of evaluations,
and low statistical accuracy, where the number of evaluations depends only on the privacy parameters
and the domain size.

1.3 Definitions

Definition 1 (Differential Privacy (DP) [Dwork et al., 2006]). For ¢ > 0 an algorithm M with
domain D and range S satisfies e-differential privacy (¢-DP) if, for every S C S and any D), D) ¢
D that differ by only one element, we have

Pr[M(DW) es| <esPrm (D) es] .

In this paper we consider datasets that have been transformed to integer-valued vectors in Z™. A
canonical example of such a dataset is a histogram of counts of elements in a discrete domain of
size n. We consider two datasets x, ' to be neighboring if ||z — 2’||; < 1, i.e., at most one count can
be changed by 1. For discrete-valued data, the canonical DP mechanism is based on adding noise
drawn from the discrete Laplace distribution:

Definition 2 (Discrete Laplace distribution). For p € (0, 1), DLap(p) denotes the discrete Laplace
distribution whose probability mass at ¢ € Z is % -plil,

We consider the setting where x has been published as a noisy histogram & = x 4 DLap(p)™ by
adding independent noise drawn from DLap(p) to each coordinate. This is an example of the Discrete
Laplace Mechanism, and it is known that if p = e ™, it satisfies e-DP [Ghosh et al.,[2009]]. We are
interested in estimating a function f(z) of the sensitive dataset, where f : Z™ — R, while only
having access to Z. To do so, we will use an estimator g(Z). We measure the accuracy of an estimator
using the mean square error.

Definition 3 (Mean Square Error). The mean square error (MSE) of an estimator g on input x is
MSE,(z) = E [(g(Z) — f(=))?]. If the expected value does not exist the MSE is undefined.

Note that this definition includes the dataset x as a parameter, rather than considering a maximum
over all z. This pointwise definition will be useful when computing our error bounds later.

2 Debiasing the Discrete Laplace Mechanism

We now study how to design an unbiased estimator g that, given access to the dataset « published
with Discrete Laplace Noise, has expected value f(x) for a given function f.

Univariate Case. We first consider a single dimension n = 1. The basic idea is to “invert” the
equation E [¢(Z)] = f(z), which is generally possible because, when expanded out, expectation is a
linear operator. In general, such an estimator would not have a closed form, but the Discrete Laplace
Distribution has tails with a simple exponential shape, which enables cancellation. This makes it
possible to debias f(Z) by considering only f(Z + 1), f(Z), and f(Z — 1). We show:

Theorem 1. For [ : Z — R, p € (0,1), x € Z, and y € Z define:
9W) =fW) = otz (fly+ 1D =2f() + fly—1). (1

Given T = x + DLap(p) if E || f(Z)|] exists and is finite then g(Z) is an unbiased estimator of f(x),
e, B [g(7)] = [(2).



The proof of Theorem [I|is a straightforward computation of the expected value of g(Z) and is
omitted to Appendix [Al The condition that E [f(Z)] exists and is finite is satisfied for every function
whose growth rate is subexponential or, more generally, dominated by a certain exponential function
depending on p, see Lemma [I8]for details.

Comment. The value f(y+1) =2f(y) + f(y —1) isequal to (f(y+1) = f(y)) = (f(y) = f(y—1))
and can be interpreted as a discrete second derivative. This makes our estimator analogous to the

unbiased estimator for real-valued functions f(Z) — c. f”(Z) derived in|Calmon et al.| [2023].

The special case where f is a threshold function, i.e., where for some value k, f(z) = 1if z > k
and f(z) = 0 for < k, was studied previously in|Ghazi et al.|[2022, Lemma 10]. The unbiased
estimator given in their paper coincides with ours in this case. In the univariate case, our estimator
in Equation (1)) can in fact be recovered via indicator functions fi(x) = 1[z = k|, combining the
resulting linear estimators. Our approach operates directly at the level of the function f and extends
naturally to arbitrary multivariate functions via tensorization as we discuss below.

Multivariate Case. We next discuss how to extend Theorem [I] to multivariate functions.
Theorem 2. For f : Z" — R, p € (0,1), y € Z™, define:

d 14 2, foré =0
g(y) = Z f(y+§)j1;[1a£j where o, :{ | (1-p) forés € {—1,+1} (2

p G
ge{-1,0,1}" (1-p)*’

Foralli € [n] let &; = x; + DLap(p). IfE [| f(Z)|] exists and is finite, g(Z1, ..., Ty) is an unbiased
estimator of f, i.e., B [g(Z1,...,Tn)] = f(21,...,2p

The proof of Theorem [2} which can be found in Appendix [A] essentially applies the reasoning of
Theorem I]to one variable at a time. A direct implementation of the estimator (2) sums 3" terms,
making it impractical for large n. The sum can be estimated by sampling, but that results in a
larger variance. In Section [5|we show how to compute unbiased estimators for specific multivariate
functions with much better computational complexity.

3 Properties of the Unbiased Estimator

In this section we show some basic properties of our estimator. First, we show that it is the unique
deterministic, unbiased estimator (Section @ Second, we study the mean square error (MSE)
of our estimator. We show an upper bound in terms of MSE¢(x), the MSE of the naive estimator
(Section[3.2), and give examples of functions for which the upper bound is essentially tight, and well
as examples of functions where our estimator is much better than the naive estimator (Section[3.3)).

3.1 Uniqueness of the Unbiased Estimator

We show that the estimator (2)) is the only such unbiased, deterministic estimator for discrete Laplace
noise. Moreover, if there exists another (potentially randomized) estimator, then its variance cannot
be smaller than the one of ours. To obtain those results, we use the Rao-Blackwell Theorem:
Theorem 3 (Rao-Blackwell Theorem (Lehmann and Casellal [[1998]], Theorem 7.8)). LetY be an
observed random variable and let U be auxiliary randomness. Let (Y, U) be an estimator with finite
variance, and define §(Y) :=E [6(Y,U) | Y]. Then

E[6(Y)] =E[§(Y,U)] and Var(§(Y)) < Var (§(Y,U)).

We are now ready to state the main claim of the section:

Theorem 4. Letn € N*, f : Z" — R, p € (0,1), and g the unbiased estimator of Equation (2).
Assuming all expectations are well defined, g is the only deterministic unbiased estimator of f(x)
from & = x 4+ DLap(p). Moreover, if g has a finite variance, then it has minimum variance among all
unbiased estimators, including randomized estimators.

To prove uniqueness, observe that any two unbiased estimators g1, g for f produce an unbiased
estimator g; — g2 for 0. We show that g = 0 is the only deterministic, unbiased estimator for f = 0
using cancellation properties. Optimality of g follows directly from Theorem 3] Details can be found

in Appendix



3.2 Bounding MSE of the Unbiased Estimator

For a general function f, we bound MSE,(z) as follows:

Theorem 5. For f : Z" — R, p € (0,1), (z1,...,zy) € Z", and foralli € [n], ; = x; +DLap(p),
and g as in Equation . Assuming f (&) has well defined expectation and variance,

1+p2)%+2p \ "
MSE,(x1,...,1,) < (3W> MSEf(z1,. .., n).

To prove the theorem above, we start by showing a lemma that bounds f((K + &) — f(K))? in terms
of the MSE of f, and then applying the lemma. The details of the proof are included in Appendix
This result affirms that MSE,(z) can be bounded MSE (), though the factor O(1 + 1/&*)™ is
exponential in terms of n, and can also be high with low €. In the next section, we derive an example
where this is asymptotically tight, but also show it is possible for the other direction to hold—i.e. for
MSE,(z) to be exponentially lower than MSE ().

3.3 Exponential MSE Gaps Between Estimators

In this section, we first study a family of functions for which the debiasing operator has an especially
simple closed form. Let £, (y) = v5®), with S(y) = 3", yi- These functions are useful test cases
because their unbiased estimator is obtained by multiplying the naive estimator by a scalar factor
A(7y)™. This makes the dependence on the dimension n explicit and shows that the exponential factor
in the general multivariate bound is unavoidable.

Proposition 6. For p € (0,1), v € (=1/p,—p) U (p,1/p), € Z™, and T = x + DLap(p), f
has a well defined expected value E [| f.,(Z)|| and the unbiased estimator defined in Equation (2)) is
9+(y) = A(Y)" [+ (y) with

1—~)2
Al) =1 - e U5

If additionally \/p < || < 1//p, then both variances exist and Var (g,(Z)) = A(v)*" Var (f,(%)).

This result follows by simple computation. The full proof can be found in Appendix [B.3]

Note that for v < 0 we have A(y) > 1, and for v > 0 we have 0 < A(y) < 1. This means that
unbiasing can both increase or reduce the variance of the estimator depending on the function:

Corollary 7. For every p € (0,1), there are functions for which debiasing increases the MSE
exponentially in n, and functions for which it decreases the MSE exponentially in n.

Proof. First we notice that the MSE is equal to the variance for the unbiased estimator, but larger for
the naive estimator. Proposition@with 7 such that \/p < v < 1/,/p, v # 1 gives an exponential
decrease in variance for the unbiased estimator, and thus at least an exponential decrease in the MSE.

For the exponential increase, we set  to —1. In this case, Proposition [6] proves that the variance of
the unbiased estimator is exponentially larger than the one of the naive estimator. Additionally, the
value of the naive estimator is in {—1, 1} and thus its bias is bounded by 2. This proves that the MSE
of the unbiased estimator is also exponentially larger than the one of the naive estimator. O

A Monotone Function with Exponential Variance Growth. As a second example we show that
exponential variance growth can occur even for a monotone indicator function where the naive
estimator has constant MSE. To simplify calculations we focus on the regime ¢ < 1.

Proposition 8. Let n be even and f(x) = 1{>_, x; > 0}. Let g be from TheoremE] If p=e ¢ with
e < 1, then for every x with ), x; = 0, Var (g(&)) = exp(2(n)).

The proof of Proposition [§can be found in Appendix[B.4] The idea is to show that for an all-zeros
input the variance is lower bounded by the event that zero-sum noise is added by the Discrete
Laplace mechanism, which happens with probability £2(1/+/n), in which case the estimator has value

exp(2n)).



4 Postprocessing Discrete Laplace Noise into Laplace or Staircase Noise

We show that discrete Laplace noise can be converted, by input-independent postprocessing, into
either continuous Laplace noise or staircase noise at the same privacy level. The constructions are
local to each unit interval and work by adding an independent random variable supported on [—1, 1].
It suffices to consider the univariate setting, since the multivariate setting just repeats the same method
to each coordinate.

Fix ¢ > 0 and write p = e~ ¢. Let n ~ DLap(p), so that £ = x + n is the discrete Laplace mechanism
at privacy level ¢ for unit sensitivity. Since all transformations below are postprocessings of 7, they
preserve e-DP automatically. Both our results use the following lemma.

Lemma 9. Let q be a probability distribution with support contained in [—1, 1], symmetric around
zero, and let Y ~ q be independent of 1. For z € R, write |z| = n+uwithn € Z>q and u € [0, 1).
Then n + Y has density function

f71+Y(Z) = L;g pn (Q(u) + pQ(u - 1)) .
Proof. First suppose z > 0. Since g is supported on [—1, 1], only the atoms n and n+ 1 can contribute
to z = n + u. Thus
Josy (n+u) = Prln = n] g(u) + Prln = n+ 1 g(u— 1) = 52 p" (g(u) + pqlu— 1)) .

Here we use that ¢(u — 1) = ¢(1 — u) since ¢ is symmetric around zero. For z < 0, by symmetry
the same formula with —z = n + u determines the density.

Now we show a method for post-processing from the discrete Laplace mechanism to the continuous
Laplace mechanism while preserving the same privacy level ¢ = In(1/p).

Theorem 10. Let Y be independent of n with density

In _
qLap(y) = e (p\m_pz lyl) forlyl <1
0 otherwise

Then n+Y has the Laplace density f(z) = %p‘z‘.

Proof. Itis easy to verify that gr,ap, is a density function, is symmetric around zero, and has support
[—1,1]. Fix z and write |z] = n + u withn > 0 and u € [0, 1). We have

GLap (1) + P qrap(1 — v) = 558, ((p“ - ") + ' *p”“)) = (pal/el gu

By Lemmal9)and using qrap(u — 1) = qrap(1 — u):

Py (2) = 320" (quap (u) + P arap(u — 1)) = f5Ep" - R pt = RGO

Figure [2| illustrates the transformation. We defer the method and the accompanying proofs for
post-processing to the Staircase mechanism to Appendix [C.2}

Discussion. We have shown in this section that both the continuous Laplace mechanism and
the Staircase mechanism can be simulated by post-processing a draw from the discrete Laplace
mechanism. Consequently, any unbiased estimator for either of these mechanisms induces an
unbiased estimator based on discrete Laplace output. For example, if g is an unbiased estimator for
the continuous Laplace mechanism and Y is independent post-processing noise from Theorem
then y — g(y +Y), evaluated on discrete Laplace output, has the same distribution as g evaluated on
continuous Laplace output. The same argument applies to the Staircase mechanism. By Theorem 4}
the discrete Laplace unbiased estimator has minimum variance among all unbiased estimators,
including randomized ones. Hence, no unbiased estimator based on the continuous Laplace or
Staircase mechanism can have smaller variance than the corresponding unbiased estimator based
directly on the discrete Laplace mechanism. This fact, along with the possibility to transform the
output into a continuous Laplace or Staircase distribution if necessary, means that the discrete Laplace
mechanism should be preferred over the Laplace and Staircase mechanisms whenever possible.



S Unbiased Estimators for Specific Multivariate Functions

The computational bottleneck of Theoreml is due to the exponential size of the set B, = {y + & :
¢ €{-1,0,1}"} on which f needs to be evaluated. Fortunately, many common functions of interest
exhibit structure which makes it tractable to compute g(y). In this section, we give polynomial time
algorithms for unbiasing the min, max, general order statistics, a decision tree evaluation, the entropy
function, and multivariate polynomials. These functions all satisfy the condition of Theorem [2]
because they exhibit polynomial growth (formalized in Lemma [I8). These results are unified by
a general technique which can give efficient unbiased estimators for any function f that is locally
decomposable as a sum of polynomially many “easy” functions on the domain B,, for any y € Z".
Easy functions refer to a basis class of functions where it is possible to evaluate (2) efficiently. Due
to space constraints, we provide the details of this in Appendix

Remarks on Running Time and Error. We measure running time in the real-RAM arithmetic
model; specifically, we assume that the input y is given as a sequence of n integers, we can evaluate
f at any point in constant time (producing a real number), and we can do real-valued arithmetic in
constant time in addition to the standard operations of a Turing machine. In preliminary experiments,
we observed that the unbiased estimators in this section can have high error that is possibly much
higher than that of the naive estimator (consistent with the gap in Theorem 3)). Thus, the results in
this section are primarily of theoretical interest, and further work is necessary to demonstrate their
practical performance.

Order Statistics For an integer 1 < ¢ < n, the ¢th order statistic of an input =1, .. ., z, is the ith
element in the sorted input. This encapsulates the minimum, median, and maximum. The unbiased
estimators for order statistics have the following running times:

Theorem 11. (Informal statement of Theorems[20}[21). The estimator (2)) for min and max can be
computed in O(n) time. For the ith order statistic (e.g., median) it can be computed in O(n?) time.

Decision Tree Evaluation A decision tree evaluation function can be described by a tree 7'. Each
internal node of the tree is labeled with a predicate of the form x; < ¢ with ¢ a real-valued constant.
Internal nodes have two children corresponding to YES and NO. Finally, the leaves are labeled with
real-valued constants. The function is evaluated at x1, ..., x, by following the valid path from root
to leaf, and then outputting the value at the leaf. We show:

Theorem 12. (Informal statement of Theorem[I9) The unbiased estimator of a decision tree evaluation
Sfunction with s internal nodes can be computed in O(ns) time.

Entropy and KL Divergence If zy,...,x, isinterpreted as a vector of counts over a domain of
size n, then it 1s natural to consider the entropy of the empirical probablhty distribution p1, ..., p,
where p; = E . The entropy takes the form H (z1,...,z,) = >, h( Egj -), where h(z) =

—zlog,(2). The estlmator for the entropy has the following runtime:

Theorem 13. ( Informal statement of Theorem[23) The unbiased estimator for the entropy can be
computed in O(n?) time.

In Section @} we extend these results to KL divergence and obtain an unbiased estimator with
O(n?) running time.

Multivariate Polynomials A multivariate monomial of the form z{* ... %" does not fit easily into
the local decomposition framework. Nonetheless, it is possible to compute the unbiased estimator
efficiently because the variables in the monomial interact through a product, and this allows one to
factor (2)) directly. Specifically, products of functions can be unbiased as the product of the unbiased
estimators as follows:

Theorem 14. Suppose f(y1,...,yn) = f1(Y1)f2(Y2) for two functions f1 : 2" — R and fs :
7™ — R, where Y1 U Y3 is a partition of the variables y1,...,yn. Let g1(Y1),g2(Y2) be the
unbiased estimators given in Theorem Then the unbiased estimator g(y1, . .., yn) for [ is equal to
91(Y1)g2(Y2).

Thus, a multivariate monomial can be unbiased by multiplying the unbiased estimators for z;*
separately (which are given in Theorem|[T)). A general multivariate polynomial can be unbiased by
adding the estimators for each monomial.



6 Empirical Results

Here we briefly discuss our empirical validatiorﬂ for which further details can be found in Appendix@
Section considers polynomials, for a use case in graph counting (k-star counting), where we
emphasize the advantage of the discrete Laplace mechanism over the classical Laplace mechanism for
high values of €. The k-stars experiments suggest that both the use of the discrete Laplace mechanism
and the debiasing matter.

Section [E.Z] concerns empirical entropy, where we see a significantly improved root mean square
error for low- and medium values of €. The entropy experiment, whose results are shown in Figure[Ta]
highlights that when the naive estimator consists of a sum of biased terms, debiasing yields a
significant improvement when applied to a sparse bag-of-words dataset.

Other functions, such as partition functions, also fall into the category of functions written as a sum
over disjoint variables. We consider empirical results on estimating partition functions in Section[E.3]
for a setting in which the naive estimator has considerable bias.

Finally, Section provides the first practical demonstration of post-processing-based profile
estimation. One of the results is shown in Figure [Ib] These results show that debiasing can help
prevent the smoothing effect of the noise addition. Overall, debiasing is most compelling when bias
would otherwise accumulate. Our empirical results show that even in non-distributed settings, there
are functions for which our unbiased estimator leads to lower error than the naive plug-in estimator.
In particular, they confirm the theoretical contributions and the applicability of the proposed method.

Entropy of NIPS Bag of Words Dataset 06 Profile estimation for exac, epsilon=1

2
0 —+— Naive Estimator Median naive 5-95%
— Naive Estimator 10th-90th Percentile £05 unbiased 5-95%
.
\.\‘ —+— Unbiased Estimator Median 2oa central 5-95%
. —— Unbiased Estimator 10th-90th Percentile 2 —— true profile
10 \'\‘\ 503 naive mean
> +- unbiased mean
w &
8 \'\ — £02 —— central mean
= S 8
B 10 \- =01
5 == o
£ \\
5
= — L 0.00
1071 = g
e © —0.05
\. c
£-0.10
1022 £ o015
c
§ 020 naive mean error
10 10 H unbiased mean error
Epsilon -0.25 —— central mean error

2 3 6 8 10
frequency k

(a) Root mean square error of the entropy estimation
on the bag of words of NIPS articles. Quantiles are (b) Profile estimation on EXAC histogram. Quantiles
shown over about 30,000 runs for each € (20 repeti-  are shown for ¢ = 1 and for over 200 noise realiza-
tions over 1491 histograms). tions for each value of k.

Figure 1: Examples where our estimator compares favorably to the naive estimator on real datasets.

7 Discussion and Limitations

Our proposed method is general and imposes minimal assumptions on the properties of f. Compared
with previous work, this generality allows unbiased estimators to be constructed for a much wider
class of functions. One cost of this generality is computational: in general computing our estimator
requires exponential time. For many natural functions we show, however, that the estimator can be
computed in polynomial time. A natural open problem of characterizing the classes of functions that
admit polynomial-time unbiased estimation algorithms.

A second limitation of our estimator is that it sometimes has substantially higher variance than the
naive estimator. This is the case for some of the functions we have studied, such as order statistics.
However, as we have seen in our theoretical and empirical results there are other cases of interest
where the mean square error of our estimator is small or even significantly better than that of the
naive estimator. Characterizing the functions and inputs for which such an improvement occurs is
another interesting avenue for future work. Finally, unbiased estimators sometimes have worse error
than estimators with a small, controlled bias — it would be interesting to understand if such biased
estimators can lead to better estimation of sums in distributed/federated settings.

'The code used for those experiments is available in the following repository: https://github.com/Gericko/
Postprocessing-Discrete-Laplace


https://github.com/Gericko/Postprocessing-Discrete-Laplace
https://github.com/Gericko/Postprocessing-Discrete-Laplace
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A Omitted Proofs for Section

A.1 Proof of Theorem[Il

Proof. Let f:Z —R,p e (0,1),z € Z, ¥ = x + DLap(p), and g as defined in Equation (1).

E [9(2)] Z:Zj)o Pr(i —a=1g(z+1i)
1+pl_z_:oop g(z +1)
:m:i;p“(f(gc—l—z’)—(1pp)2(f(:c+z’+1)—2f(:c+i)+f(:v+i—1)))
=W§mpﬁm+i> ML_ZWW tit1)
+§pif(:c+i+1)+li p—if(a:+i—1)+§p"f(x+z’—1)
G 2 P )

0 I . ~—
l S+ Y P @)+ Y p T i)+ Y p T )

i—— o0 i=1 i=—o00 =0
1+p li| p
E pfla+1) — ————
TAt+p)(-p) - (1+p)(1-p)

+oo ) 1 +oo _ 1
[p_z p'”f(17+i)+pf(ﬂf)+;)_z p“'f(ff”)-};f(x)
=f(z)

A.2 Proof of Theorem

Proof. Let f : Z™ — R, p € (0,1), (z1,...,2,) € Z™, forall i € [n], &; = x; + DLap(p), and ¢ as
defined in Equation (2).

11



=Ez,,..2. Z f(@ +§1a~'~7i’n+§n)Ha€j
(£1,---,6n)€{-1,0,1}" Jj=1
:Eilvuyi‘nfl ]Ein Z f(i'l +€17"~ajn+§n)Ha§j
i (€1,mEn) E{-1,0,1}" =1
_ n—1
=Ez . 50 Z Hafj Ez, [_(l—j:))?f(iql +&y e T + 1, T — 1)
(€10 1)E{—1,0,1}n-1 j=1

2p . - . P . . N
+ (14‘(1_]))2) f@1+&, . T+ &1, Tn) — Wf@l"‘flww»xnfl +fn17$n+1)H
n—1
=Ez,. 3., Z f@1+8&, . T+ &1, T0) Hag_j
_(517"':En71)e{715071}n71 ]:1

= f(z1,...,2n)

The second equality is derived using the independence of the random variables z;. For the fourth
equality, we apply Theoremto the functions g(z) = f(Z1 + &1, .., Zn—1 + &u—1, ) for each
assignment of (&1, ...,&,—1). Finally the last equality is obtained by induction on n by considering
this time the function g(z1,...,Zn—1) = f(21,..., Tn-1,%n). O

B Omitted Proofs for Section

B.1 Proof of Theorem [d

For y € Z™ we will prove that if g is an unbiased estimator of the function y +— 0, then for all
y € Z"™,g(y) = 0. From there, we can easily prove the theorem by noticing that if g; and g, are
unbiased estimators of the same function f, then g; — g- is an unbiased estimator of the constant
function y — 0. Letp € (0,1), z € Z", £ = x + DLap(p), and h be a deterministic unbiased
estimator for y — 0. By the definition of the unbiased estimator, we have

n .
En@)] = (152) > ol =o.
7/€Zﬂ
To obtain a cancellation in the sum, we will use the following equality.
z=0

_1
Pl g plo il Bl P .
0, otherwise

For any fixed z € Z", by applying the unbiased estimator to £ — e1, Z + €1, and Z, we have that the
following linear combination is also equal to O:

E [h(Z — e1)] + E [h(@ + e1)] — L [(3)]
+oo

— (};i) S prielmsl 3¢ [pm—xl—ll 4 pli—mtdl PQ;rlplh—ml} h(3)
(2, .sin )EL™ 1 11=—00
n n A . . .
- (1;5) (p_ %) Z pE]zz‘lj wylh(thQw"aln)

(i200yin)EZM 1

= i;g (p— l) E [h(z1, Za,...,Zn)]

p
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This shows that the zero expectation is preserved when replacing the random variable Z; by x;. By
performing the same cancellation for each coordinate j, we obtain h(x) = 0. This is true for every
x € Z™ and concludes the proof of the uniqueness of the deterministic estimator.

Concerning the optimality, let U be auxiliary randomness and 6(Z,U) an unbiased estimator of
f(z). Using Theorem [3| we have that §(Z) is a deterministic unbiased estimator of f(x) with smaller
variance than 0(Z, U'). However, by the uniqueness of the deterministic unbiased estimator, 0 is g. [

B.2 Proof of Theorem 3

For simplicity, we first consider the n = 1 case: First, we state and prove the following lemma:
Lemma15. For f : Z — X, p € (0,1), z € Z, = x + DLap(p), and £ € {—1,+1},

E [(f(7+€) - f(2))?] < }j . MSE;(z)
Proof.
+o00

E[(7a+O - f@)F] =152 3 pfari+e) - f@)?
_1-p li—¢| , 2
—m.;p (flx+74) — f(z))
<2 P - pw)?
ST 2= J
= — . MSE;(z) O

Then, we prove the theorem for n = 1 by applying the lemma above:

Proof.

MSE,(z) = E (f(oz) - pr (fE+1) = 2f(&) + f(@—1) - f(x))Q]
e - it (1407 (F@) = F@) = p(F@E+1) = f@) = p(F@ 1) = f(2))’]
<@ f’p)ﬁ (14 2)° (@) = f@) +9* (@ + 1) = f@) 402 (f(E = 1) — f(@))’]
ST=p ((1+p?)* MSE; (x) + p - MSE; (x) + p - MSE;(2))
= 3m - MSE(z). O

(1-p)*

Now we consider the general case. Before proving the main theorem, we state and prove the following
lemma (similar to the n = 1 case):

Lemma 16. For f : Z" — X, p € (0,1), (x1,...,2y) € Z"™, and foralli € [n|, &; = x; +DLap(p),
and (517 s 7£n) € {_1707 1}”’
1

E[(f(@14+ &1, &0+ &) — fla1,...,m0))°] < > MSE (21, ..., xy).
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Proof.
E[(f(@1+&,. . @n+ &) — flzr,...,20))?]

= <1 p) pz‘?zl |Z]|(f(wl +€1 +i17"'7xn+£n+in)7f(x17"'71’n))2
+p
(llv ,zn)EZ"
_(1=p S li =] ~ L 2
(2) PTI (fy iremi) — Fane )
+p
(llv ,zn)EZ"
1-p Ll : : 2
g( ) PE WG (f )+, 4 in) — ey 0)
1+p
(llv ,zn)EZ"
1 - -
ZWE[(f(.Il,7$n)—f($17,$n))2] D

p

Then, we prove Theorem [5| by applying the lemma above:

Proof.
MSEy (21, ..., 2x)
2
:E Z f(531+§1,...7:in+§n)Ha5j—f(xl,...,xn)
(€1,..56n)€E{—1,0,1}" j=1

<3" > E[(f(@1+&, @0+ &) = f@n,. )] [ o

(1) E{—1,0,1}7 j=1
n a?;
< 3" > MSE (21, ..., za) [ | e
(€1,e€n)E{—1,0,1}" =P
1+p2)°+2p)
= (3 A=pn MSE(z1,...,Zp). O

B.3 Proof of Proposition [6]

Proof. Letp € (0,1),~v € (—=1/p,—p)U(p,1/p), xz € Z", and & = = + DLap(p). In one dimension,

+o0 7 —+o00
B[] =2 32 phlpftt = e Z(p) 3wk )
vl —~

i=—00 =1

As || € (p,1/p), both p/|y] < 1 and p|y| < 1. Thus the expected value is finite. This carries
to the multidimensional case as the noise added to each component are independent and thus

E(Ify@))] = TT= B [lv™]] -
We use the same independence property to get the unbiased estimator. It is useful to express this
using the operator form of the estimator. Let

Aif(y) = fly+e)—2f(y) + fly —e)

denote the discrete second derivative in coordinate 4, and write T; = I — c/\;, ¢ = ﬁ. Then
Theorem [2] can be written compactly as

g=1][T.t
=1

where the operators commute because they act on different coordinates. As A;( f,y(y)) =
— 2 . . n
B2 7, (y), this gives g-,(y) = ()" f(y).
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Last, whenever the variance of f(Z) exists, it follows immediately that the variance of g (Z) exists
as well and that Var (g, (2)) = A(7)?" Var (f,(Z)). The existence of that variance is given by the
previous claim on expected value by noticing that Var ( f,(Z)) converges exactly when E [ f,2(Z)]
converges.

B.4 Proof of Proposition ]
Proof. Write g = 1+ 2¢, a1 = oy = —c¢, where ¢ = p/(1 — p)?. Fory with ), y; = 0,

o) = >, J]ee.

£3,6>0 i

Let e = Yes ¢mn 1i 0ei- Then B = By and 35, B = 1,50 g(y) = 32550 Bk = .
Since all terms in the sum defining 3y are non-negative we can lower bound 3y using vectors £ with
n/2 entries +1 and n/2 entries —1:

n n (26)”
Bo = (n/2>0 2T

For e <1 we have p > ¢! and thus ¢ = p/(1 — p)? > 0.92. Consider the event F that }_, & = 0.
By standard concentration bounds, Pr[E] = ©(n~1/2). Conditioned on E, we have >, #; = 0, so

l9(2)] = B52 > Q((2¢)" /n).

Since E [¢(Z)] = 0,

Var (¢(2)) > Pr[E] - Q((20)2”/n2) = Q((ZC)Q"/n5/2),
which is exponential since 2¢ > 1. O
C Details on Transformations to Other Mechanisms

C.1 Illustration of the Conversion to the Laplace Mechanism

11 —_ Laplace density
—— components Pr[n = k] qrap(z — k)

-3 -2 -1 0 1 2 3
z

Figure 2: Illustration of Theorem for e = 2 (so p = e~2). Each red curve is one translated
component Pr[n = k| gLap(z — k) corresponding to an atom of the discrete Laplace distribution

n ~ DLap(e™¢). Summing all components yields exactly the continuous Laplace density %e—slzl
shown in black.
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C.2 Conversion to the Staircase Mechanism

We next treat the Staircase noise distribution|Geng and Viswanath| [2014} 2015] in the standard form
used in the differential privacy literature. Like for the Laplace mechanisms we use the parameter
p = e~ ¢ and further introduce a shape parameter v € [0, 1/2]. Define the symmetric density f., by

f (l’) _ avpk for |Jf| S U{?,k’—F’}/), ke ZZO
! a, p"tt for fz| € [k + v,k + 1), k € Zxg

where a, = m. Additive noise using this density function is the staircase mechanism with
shape parameter -, satisfying e-differential privacy|Geng and Viswanath| [2014} [2015].

Theorem 17. Fix v € [0,1/2]. Let n be sampled from the discrete Laplace distribution with
parameter p, and let Y, be independent of 1) with density
1+
ey oyl <
W) =\ semamyy forv<lyl<1l-v
0 otherwise
Then 1 + Y., has density f..

Proof. The function g, is symmetric and nonnegative. Its total mass (the integral over all reals) is

L 14p _ P
2y sy T2 =27 sy = L

so it is indeed a density. For any z we write |z| = n + u withn > 0 and w € [0,1), and apply
Lemma (9 If u < v, then ¢, (u) = 57 14p and ¢,(u — 1) = 0, because |u — 1| > 1 —~.

20(v+p(1-7))
Therefore . N
Fxw, (2) = TP" - sty = 4P
Ify<u<1l—+,thengy(u)=gy,(u—1)= m, and hence

_1- A+p) +1
fxiv, (2) = 580" - sihaticayy = @P"

If 1 — v <wu,theng,(u) =0and ¢y (uv — 1) = s0 again

1+p
2(v+p(1-7))’
1— 14+ 1
v, (2) = T95P"  Parrpiy = 0P

This matches exactly the definition of f.,. O

The transformation is illustrated in Figure

D Omitted Details from Section 3

In Section we describe the general framework for obtaining faster unbiased formula. In the
remaining sections, we use this framework to obtain faster estimators for various functions.

The functions in this section satisfy the condition of Theorem@, and thus have unbiased estimators,
because they all exhibit subexponential growth which ensures their expectation exists and is finite.
We formalize this in the following lemma.

Lemma 18. For p € (0,1), suppose |f(y)| < r(||yll1), where r(k) : R — R is an increasing
function such that limy, _, o, 7(k)p*/* = 0. For a given x € 7%, let # = x+DLap(p)®. Then, E [f(%)]
exists and is finite.

Proof. We will show that the expectation converges to a finite value. To do so, observe the expectation
can be written as a limit of the following partial sums:

d
E[f@)] =Y fw+2) Gj) Sl

2€Z4 p
1—p d
— i Ll A
Jim |Z|<kf<x+Z><1+p) P
z:|z||1 <
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—_ Staircase density
0.6 | components Pr[n = k] ¢, (z — k)
204
0
=
3
=)
0.2 + ‘
0 - - " - : : : :
-3 —2 -1 0 1 2 3

Figure 3: Illustration of Theorem|l7|fore = 1 and v = i (so p = e~ 1). Each red dashed curve is
one translated component Pr[n =%| ¢, (z — k) corresponding to an atom of the discrete Laplace
distribution  ~ DLap(e™¢). Summing all components yields exactly the Staircase density shown in
black.

Define the partial sum P(k) = >__ ., <x f(z + 2)pl#llt. We will show that for any a > 0, there
exists kg such that for all ky, ks > ko such that ky < ko, we have |P(k2) — P(k1)| < «, and thus
the above limit exists.

To do this, we bound

i: > S+

k=k1 z:||z||1=k

ka
o> e+

k=k1 z:||z||1 =k

ko
YooY Ptz

k=ki1 z:||z||1=k

ko
SO el + )

k=k1 z:||z|l1=k

k2
=Y > el +k

k=k1 z:||z|l1 =k

|P(k2) — P(k1)]

IN

IN

IN

ka
<> (k)" (lzl + k),
k=k,

where the last step follows because |[{z : ||z|1 = k}|| = (":ﬁ;l) < (n+ k)™ ko can be made large
enough so that (n 4 k)"p*/* < 1 for all k > ko. By the property of r, ko can be made large enough
so that 7(||z||1 4 k)p*/? < r(2k)p*/? < B forall k > k. This means the above sum can be bounded

as Y2y, pF/AB < 1_:%, and the proof is finished by taking 3 < a(1 — p*/%). O

D.1 A General Debiasing Technique Via Local Decompositions

The unbiased estimator of Theorem [2| depends only on the values of f in the set y + {—1,0,1}".
Suppose that f takes a constant value C' on a region y + R where R C {—1,0, 1}%. Then, the total

17



contribution of the region y + R to the unbiased estimator g is C' times

Z H ae, £ vol(R),
¢ERj=1
which can be interpreted as a type of volume of R. Thus, if f can be decomposed into a polynomial

number of regions on the entire space y + {—1,0, 1}" and each region has an efficiently computable
volume, then ¢(y) can be efficiently computed. The precise notion of decomposability we need is:
Definition 4. Let 55 denote a set of subsets of {—1,0, 1}™. We will refer to such a BB as a basis. We
say a function f : Z™ — R is m-locally decomposable under a basis B if for any point y € Z", there
exist sets S1,. .., Sy, € Band coefficients c1, ..., ¢, € Rsuchthat f(y + &) = > 1" ¢;1[ € )]
forall { € {—1,0,1}™.

Observe that the decomposition may be different for each point y and only needs to hold in a local
neighborhood y + {—1,0, 1}"™. We say that f is efficiently decomposable under B if the volume
of each S € B is efficiently computable, f is m-locally decomposable with m = poly(n), and the
decomposition Sy, ..., Sy, c1,. ..,y can be efficiently computed for any y.

By combining Equation (I)) with Definition[4] the unbiased estimator of f can be written as
m
g(y) = civol(S;), 3)
i=1

and this equation is efficiently computable as f is efficiently decomposable under 5.

A particularly nice basis is the set R,, of n-dimensional rectangles. A rectangle in {—1,0,1}" is
a Cartesian product R = Ry X --- R, where each R; C {—1,0,1}. We can compute the volume
of rectangles easily: the volume of each R; is vol(R;) = _ g, O, and volume of R is given
by vol(R) = [\, vol(R;). Equation (3) gives an efficient method for computing the unbiased
estimator of any efficiently decomposable function under R,,. The next three sections will use this
technique, with different choices of bases, to give efficient unbiased estimators for specific functions.

D.2 Decision Tree Regression

It is easy to see that a decision tree regression function with s internal nodes partitions the input
space Z™ into s + 1 rectangles. This means it can be written as f(z) = Zfill ¢illz € R;] for
rectangles R1, Ra, ..., R, C Z". This global property is enough to imply local decomposability
under rectangles, and allow us to obtain an efficient estimator:

Theorem 19. A decision tree regression function f with s internal nodes is s + 1-decomposable
under R, and its corresponding estimator is

s+1

g(x) = Z ¢;ivol((R; —xz) N {—=1,0,1}").

Since the volume of a rectangle may be computed in O(n) time, we can compute the unbiased
estimator in O(ns) time.

Proof. For & € {—1,0,1}", the decision tree regression is given by f(z + &) = Z:ill cllx+€€

R = Zf;l ¢i1[€ € R; — x]. As each R; — x is not necessarily a subset of {—1,0,1}", we express
the function equivalently as Zf;l ¢i1[¢ € (R; — ) N {—1,0,1}"]. The unbiased estimator then
follows from (3). O

D.3 Order Statistics

The minima and maxima of  also admit efficient local decompositions under R,,. This is because,
for the points in « + {—1,0, 1}", the max or min can take on three values, which can be written
as a disjunction (sum) of three cases, each of which is a conjunction (rectangle). For example, in
the case where min(z + £) = min(z) + 1, it holds that {; = +1 for all ¢ where x; = min(x) and
& € {0,1} for all ¢ such that 2; = min(z) + 1. The other cases can be expressed similarly. This
yields the following:

18



Theorem 20. The minimum and maximum functions are 3-locally decomposable under R.,, and the
corresponding estimator is min(z) — 1 + (oo + a1)20 + (a1)20 (g + a1)21 for the minimum and
max(z) + 1 — (g +a_1)™ — (a_1)™ (g + a_1)™, for the maximum, where n (resp. Tio) is the
number of times in x that min(x) (resp. max(x)) appears, and n, (resp. Ty ) is the number of times
in x that min(z) + 1 (resp. max(x) — 1) appears.

The above estimators can be computed in O(n) time.

Proof. First, we will start with the minimum. Let & = min(z). Observe that min(x + &) is
equal to either Kk + 1, kor k — 1 when { € {—1,0,1}". Let A = {i € [n] : =; = k} and
B ={i€n]:xz =k+1}. Wehave min(x + &) = k — 1 if and only if at least one index
of in A satisfies &, = —1. This set can be written as a difference of rectangles R; \ Ro, where
Ry = {-1,0,1}" and Ry = {0,1}# x {—1,0,1}["\4,

Next, min(z 4+ §) = k if § > 0 for all indices in A, and &; = 0 for at least one index in A, or §; = 1
for all indices in A and & = —1 for at least one index in B. The first set of indices can be written as
Ry \ Rs, where Rg = {1} x {—1,0,1}["\, The second set of indices can be written as R3 \ Ry,
where Ry = {134 x {0,1}7 x {~1,0, 1}["\\B_ Finally, min(x + £) = k + 1 precisely when
¢ € Ry. This establishes that min can be written as

min(z + &) = (k— 1)1[§ € Ry] — (k — 1)1[§ € Ro] + k1[§ € Ro] — k1[€ € R3]
+ k1[€ € R3] — k1[€ € Ry + (k+ 1)1[€ € Ry]
= (k—1)1[§ € R1] +1[¢ € Ra] + 1[£ € Ry].
Therefore, min is 3-decomposable. Thus, by @, the unbiased estimator is
(k‘ — 1)V01(R1) + VOI(RQ) + VOI(R4) =k—-1+ (Oéo + Oél)‘A‘ + (Oél)‘Al(Oéo + 061)‘3|.
We take a similar approach for the maximum. Let £’ = max(x), A’ = {i € [n] : z; = k'},
B={ien]:a; =k —1}, Ry = {=1,0}* x {=1,0,1}"\Y" Rl = {—1}4 x {—1,0,1}["]\4,

and R}, = {—1}4x{—1,0}% x{—1,0, 1}["\\B_We can show that max is 3-locally decomposable
as

max(z + &) = (K’ + 1)1[¢ € R1] — (K +1)1[¢ € Ry + K'1[¢ € R}] — k'1[¢ € Rj)
+k'1[¢ € Ry — K'1[¢€ € R} + (K — 1)1[§ € R)]
— (K + 1)1[¢ € Ry] - 1[¢ € R}] — 1[¢ € R}).
The unbiased formula is given by
E+1— (g + a )T = ()4 ag + a_q) P O
General order statistics, which return element of rank ¢ in = for a given 4, can also be computed

efficiently. To do so, we require a more complex basis. For a given set A C [n] and an integer
1 < a < | A, define the set

Sg,a = {6 € {_1707 1}A : Z?:l 1[& = _1] = CL}
Sjﬂr,a = {5 € {_1707 1}A : Z?:l 1[51 = +1] = a‘}v

or the vectors where exactly a of n coordinates are equal to 1. The volume of these sets are given by

A
vol(S, ) = (|a|)a‘il(ao + aq)lAl-e
A
vol(S} ) = <|a|>aa+1(a_1 + ag)l4—e,

Our basis will be the following collection of sets
§={8%0 %S5, x {~1,0,1"N\F: A BC [, ANB=0,0<a<]4,0<b<|B}.

These are sets with both rectangular and symmetric structure, and their volume can be computed by
multiplying the above volume formulae.

We now derive an efficient unbiased estimator for the ¢th order statistic using S as the basis.
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Theorem 21. The ith order statistic is O(n?)-locally decomposable under S, and the corresponding
unbiased estimate is computable in O(n?) time.

Proof. Define k = z(;), or the element in z of rank i. Observe that f will return either & — 1, k,
or k + 1 in the set  + {—1,0,1}". Define the sets of indices A = {j € [n] : z; = k — 1},

={jen]:z; =k}, and C = {j € [n] : ®j = k + 1}. Let {1, {5 denote the maximum index
w1th rank k — 1, k;ie. 1 = Zz 11z <k—1]and 4y = Z?zl 1[z; < k]. Define dy = i — ¢ and
do =0y — i+ 1 These are the “distances” that the rank 7 element is from being equal to k¥ — 1 or
k+1.

We will begin by decomposing the set where f(z +&) = k— 1. For £ € {—1,0,+1}", let a™* denote
the number of indices j € A such that {; = +1. Similarly, let b~ denote the number of indices
J € Bsuch that {; = —1. Thus, the element of rank 7 will be £ — 1 if and only if b~ — a™ > d;.
This means the & where f(z + &) = k — 1 can be decomposed as the following disjoint union of sets

|B| b—dy

L[] Skax S5, x {1,015,

b=0 a=0

Denote the above region as 12, ;, = S:{’a X Spp % {~1,0,1}"\\B_ The volumes of the regions are
Vol(Rgp) = vol(SX )VOl(Sg )
A B
_ (| > (|b|> ( 1+ Qo )\A\ a b (Ozo+0[1)|B|7b.

a

Similarly, let b* denote the number of indices j € B such that 2; = 1, and ¢~ denote the number
of indices j € C such that ; = —1. This means f(z + §) = k + 1 if and only if b — ¢™ > da,
corresponding to the region

‘B| b—do

|_| |_| Shy % Sg. x {=1,0,1}PABAC,
b=0 c=0

Denote the above regions as R;),c Their volumes are
vol(Ry;, .) = vol(SF ,)vol(Sg )
B C e
_ <b|> (|c> ( +ao)|B\ b af (a0+a1)\0| )

Finally, let R = {—1,0,41}". We can represent f(z + &) on the whole domain by starting with
k1[¢ € R], and then using the two unions above to either add +1 or —1. Formally, the representation
is

|B| b—dy [B| b—d2
fla+€) =k1[¢ € R - ZZ €€ Rap)+ Y Y 1R,
b=0 a=0 b=0 c¢=0

showing that f is O(n?)-decomposable among symmetric rectangles. Using the volume formulae,
the corresponding unbiased estimator is

=k- zBljbzdf (|A|)( )alll(a—l—FOé WAI=ab (ag + aq)BI70
b=0 a=0
+|2B:bf (B)( )a?(a_l—s—a JBI50e (ap + ay)IO1e,

b=0 c=0

To prove the running time guarantee, we can precompute the binomial coefficients up to n in O(n?)
time, as well as the exponents i, (a_; + a)® up to n. Then, the above estimator is a sum of O(n?)

terms, resulting in a total time of O(n?). O
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D.4 Entropy

The entropy takes the form H(z1,...,2,) = > 0, h(z‘”—z), where h(z) = —zlogy(z). As our
V)

results apply to the entire domain Z™, we need to extend the domain of the entropy function. To do

so, we use an extension of the form

h _ 0 z<0ory<0
y) = h(min{7,1}) otherwise

and write H (x1,...,2n) = >y h(@i, > ; @;). There are many possible extensions of entropy to
negative counts, and as noted in |Calmon et al.| [2025]], different extensions can produce different
MSEs. We use the above extension because it is simple and bounded, which is sufficient for our
purposes.

The structure of this function is particularly appealing for Definition ] because, on the domain
z+{-1,0,1}", each h(x;, ), ;) depends only on x; + &; and >, x; + £;. This means that for
each 4, h(z;, )_; x;) is constant on the set Pl,={¢e{-1,0,1}": & = a,> ;& = b}. This
suggests the following basis:

={P.,:1<i<nac{-1,0,1},be{-n,—n+1,...,n}}.
Furthermore, each P! 18 @ highly symmetric set, and its volume can be computed efficiently using

trinomial coefﬁc1ents as follows:
Lemma 22. The volume of each PZ  satisfies

n—1
vol( Z op "o —atr— lal— .
7’L—1—T+|(LL|, b a+2r |a|, r \a\2b+a)

0<r<n
b+ is even

In the above formula, (az c) with integers a + b + ¢ = n denotes the trinomial coefficient given by

#,'C, If any of a, b, c are negative, we extend the notation to evaluate to 0.

Proof. The product Hn_l ag, simplifies to a” 1 ag"al , Where n_1, ng, ny is the number of —1, Os,

and 1sin &, respectively. Since v_1 = a1, this simplifies to ag®a} ™", or equivalently o el !5”1.

Letli(r) ={¢ € {-1,0,1}": ||§||1 = r} denote the [y shell of radius 7. We have

vol( ab Z an Hfl\l \5H1
ger,

— n—r_nmTr
D D SRt

r=0¢ePi Nii(r)

= Za“ of|PL, N (7).

Each vector & € P, , N 1i(r) satisfies § = a, >, §; = b—a,and 3, ;| = 7 —[a|. An
equivalent property for membership in P! »Nh (r) is that £, = a and for coordinates i # j, there

aren — 1 — 7+ |al equal to 0, Lr_ll equal to +1, and w equal to —1. Note that if 7, b
have different parity, then P} , N ll( ) = 0. Thus,
n—1 .
. —a+r—|a| —btatr—|a b
P2y ()] = 4 Gnmtrtlog toepolal shermia) b Tiseven
’ 0 otherwise
and the result is shown. O

Having computed the volumes of each set in P,,, we are able to give an efficient unbiased estimator
for H(x1,...,x,).
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Theorem 23. The entropy function is O(n?)-locally decomposable under P,,, and its corresponding
unbiased estimator is given by

g(z1,...,x Z Z Zvol W |z + a, b—l—Z:rj

i=1 ae{-1,0,1} b=—n j=1

Using memoization, the O(n?) trinomial coefficients ahead of time requires O(n?) time. Having
access to each coefficient, each vol(P, ;) can be computed in O(n) time. Since vol(F, ;) does not

depend on 4, the volumes for each possible a, b can all be computed in O(n?) time. The estimator in
Theorem[23|is a sum over O(n?) terms, and thus the total running time is O(n?).

Proof. Forall § € Py, h(x + &, >, xj + &;) takes the value h(z; +a,b+ >, ;). Furthermore,
the entire space {—1,0,1}" is partitioned by P} , fora € {~1,0,1} and b € {—n,...,n}. Thus,
we can write

h xﬁ&,ixﬁ&j = ) Z €€ Piylh xl+ab+2x] :
j=1

a€{-1,0,1} b=—n j=1
and this gives the decomposition

n

H(z1+ &1, 2 + &) :Z Z Zl bh T; +a, b—i—ZmJ

=1 ae{-1,0,1} b=—n j=1

The unbiased estimator follows by applying (3). O

D.5 KL Divergence

Assuming a domain of size n, one can compute the KL divergence between the empirical dis-
tributions of two different counts z1,...,z, and y1,...,y,. This has the following formula:

KL(x1,...,xolly1,- - Un) = Do kl(z ol 23” ), where ki(z,y) = xlog(f). Again, be-

cause our results apply to arbitrary x,y € Z<, we must extend kl(x,y) to the entire integral domain.
We do so by defining

kl( )7 0 m1§07x2§0aylgo> OryQSO
F1,%2, 41, 42) = kl(min{1, 7L}, min{1, })

which satisfies KL(x1,...,2n||Y1,--- Yn) = E? L kl(s, E T, Vi, Z yj). Each term
kl(z;, Zj xj, Vi, Zj y;) is actually constant on the set Pz by X Pl ,.by TOrany ai, by, az, ba. Thus,
we will use the following basis:

P2 ={P! by ><P;2’b2 :1<i<mjai,az € {-1,0,1};b1,b0 € {—n,...,n}}.

1

Furthermore, because vol(A x B) = vol(A)vol(B), we have that vol(P;hb x Pl ) =
vol(P! )VOI(Péz,Zn) and thus can be computed efficiently by Lemma Using similar tech-

ai, b1
niques as the entropy, we can obtain an unbiased estimator:

Theorem 24. The KL divergence is O(n?)-locally decomposable under P2, and its corresponding
unbiased formula is

(@15 Ty Y15 Yn)

:Z Z Z Z vol(P;, ,, )vol( P, bz)kl $z+a1,b1+Z$J,yz+a2,b2+2y]

=1 aj,a2€{—1,0,1} by=—nba=-n j=1 j=1

By memoizing Vol(P(; ») for each possible a, b (taking O(n?) time) and then computing the final sum
over O(n?) terms, the above estimator has running time O(n?).
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Proof. For convenience, write &] = ;. Forall§ € P. | x P. . the value of kl(z;+&;, Y, =+

&, Yi 60, 20 yi+E;) is kl(zi4-a1,bi+32; 25, yi+az, b+ y;). The entire space {—1,0, 1}*"
is partitioned by the P, , x P , forai,az € {—1,0,1} and by, by € {—n,...,n}. Thus, we can
write

K@i+ &> o+ 8,0 +8, )2
J J

n n
= > S L€ Py xPL Ikl [ @i+ ax, b+ > wpyi+azbe+ >y |

a1,a2€{—1,0,1} by=—nbs=—n J J
and the the KL divergence can be written as

KL(xl +&1,.,, "’gnHyl +517 <o Yn "’5;)
:Z Z Z Z 1€ € Py, 4, ¥ Py, p, ]kl xi‘i'alybl+ijayi+a27b2+zyj )
i=1 a1,a0€{—1,0,1} by=—nba=—n J J

yielding the result. O

D.6 Proof of Theorem [14]

Proof. Rearranging the definition of g,

91, yn) = > Fr+&s oy +&) [ ee

(51;-~7§n)€{_170;1}n J=1

= > A+ LT +62) T ae [T e

(€15--€n)€{—-1,0,1}" Ecgm £ce®

where €1 £(2) is the partitioning of (&1,. .., &y) into the coordinates corresponding to Y7, Yo. We
can also partition the sum this way—observe that the sum over (&1,...,&,) € {—1,0,1}" is the

same as a sum of (£;,&) € {—1,0,1}¥" x {—1,0,1}¥2. Thus, the above sum becomes

3 A +EN LY +€9) TT ae ] ae

M e{-1,0,1}"1,6®e{-1,0,1}*2 geg  geg®

> AV +ED) T ae Yoo L +®) T e

EWe{-1,0,1}" gee® £e{—1,0,1}2 tec®
91(Y1)92(Y2)~ O

E Empirical Results

In this appendix we present details of our empirical validation of our estimator Equation (2). We
study four different types of non-linear functions:

* Polynomials, for which we emphasize the advantage of the discrete Laplace mechanism
over the classical Laplace mechanism for high values of .

* Empirical entropy, where we see a significantly improved mean square error for low- and
medium values of e.

* The partition function, for which we see improved estimation near the convergence radius
boundary.

* Profiles, for which we give the first empirical results showing that accurate estimation is
feasible in practice.
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0 Algorithm Comparison
—+— LocallapKStart

Algorithm Comparison
s —— LocallapKStart
Naive DLap Naive DLap
10-6 —— Unbiased Lap —— Unbiased Lap
—+— Unbiased DLap —+— Unbiased DLap
107 — Line: Median —— Line: Median
Band: 10%-90% Quantiles Band: 10%-90% Quantiles

Normalized RI
= =
Normalized RMSE

1072 107t 10° 10! 1072 107t 10° 10!
Epsilon Epsilon

Figure 4: Root mean square error the number of k-stars (normalized) under varying privacy budgets.

E.1 Estimation of Polynomials

For the first application, we consider publishing the number of k-stars in a graph. A k-star is a
subgraph consisting of a central node connected to k£ neighbors. As such, it can be expressed as
> ((2’) with d; the degree of node ¢ and (Z) a polynomial in y. We address the problem in the edge
local differential privacy setting, where two adjacency vectors are considered neighbors if they have a
Hamming distance of one. This enables us to publish each degree with Laplace or discrete Laplace
with parameter 1 /. Note that this is the same setting as the one considered in|Hillebrand et al.{[2023]]
and Imola, Murakami, and Chaudhuri| [2021]].

We evaluate this task on the Facebook dataset from [Leskovec and McAuley| [2012]. This graph,
where each node represents a user and edges represent friendships, contains 4039 nodes and 88,234
edges.

We compare four algorithms:

* Unbiased DLap: the number of k-stars is computed using our algorithm by post-processing
the degrees published with discrete Laplace.

* Naive DLap: the number of k-stars is naively computed on the degrees published with
discrete Laplace.

* Unbiased Lap: the number of k-stars is computed using the algorithm from |Hillebrand et al.
[2023]] by post-processing the degrees published with continuous Laplace.

* LocalLapKStars: the method described in [Imola et al.|[2021]] that does not rely on post-
processing.

The results, presented on Figure [l show that our method outperforms the three other methods
across all privacy budgets. We see that the gap with LocalLapKStars is large (at least two orders
of magnitude) for all budgets. Naive DLap has a larger error with a sharper slope than Unbiased
DLap until a threshold around € = 1 after which the two methods have similar performances. When
compared to Unbiased Lap, the MSE follows the one of Unbiased DLap until € = 1 after which the
error of Unbiased DLap shifts downward with an exponential decay.

These results show that our method obtains the best performance across all budgets with the biggest
improvement over Unbiased Lap being in the low privacy regime, and the one over Naive DLap being
in the high privacy regime. This shows that both the Discrete Laplace distribution and the unbiasing
are necessary to obtain optimal performances.

E.2 Estimation of Entropy

In the second application, we study the estimation of the entropy of the distribution given by a
histogram. We focus on the bounded setting, i.e., we assume that the sum of all columns s is a
publicly known value and that two histograms are neighbors if they have a ¢;-sensitivity of 2. The
data consists of a histogram with n € N* columns, where the number of elements x; in column
i € [n] gets published with discrete Laplace calibrated with sensitivity 2. The goal is to estimate,
from the published counts, the value of the entropy
i €T S
Z — log —.
s T;

i=1 v
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Figure 5: Mean square error of the entropy estimation on the bag of words of NIPS articles. Quantiles
are shown over about 30,000 runs for each ¢ (20 repetitions over 1491 histograms).

We evaluate both the naive and the unbiased estimator on the NIPS Bag of Words dataset [Newman,
2008]. To make the entropy function defined on Z", as required for our estimator we replace the
term “* log +- by zero when z; is not positive. This dataset consists of a collection of 1,500 research
papers available as a count histogram of words on a dictionary of 12,419 words. We excluded 9
documents that contained at most 5 words. The results are presented in Figure[5] We can see that the
unbiased method always outperforms the naive estimator, with the greatest improvement being for
the low ¢ regime.

E.3 Estimation of Partition Functions

We evaluate the estimators on the task of computing the partition function Z(t) = >, exp(tz;) from
a privatized histogram & = x 4+ DLap(e¢). Partition functions are ubiquitous in machine learning:
they normalize exponential-family models, energy-based models, and Gibbs distributions, and their
logarithms encode quantities such as likelihoods, free energies, and cumulant-generating functions.
Estimating Z(t) from a private histogram therefore provides a simple test case for nonlinear post-
processing of privatized data, while retaining the essential difficulty that exponentiation amplifies the
bias introduced by additive noise.

To make estimation feasible we limit # to an interval in which the naive estimator Z(t) = 3_, exp(ti;)

has a well-defined expectation. We compare Z(t) to the unbiased estimator derived in Section
choosing parameter € small enough that the former has a visible bias. To see how close the unbiased
estimator is to what we might hope for, we also compare to a central model baseline that has access
to the true histogram x and needs to output a single value of the partition function.

Datasets and results. Experiments are conducted on both synthetic and real datasets, varying the
parameter ¢ and observing the distribution of estimates over 200 noise realizations. The datasets
cover two synthetic frequency tables and two real histograms. The synthetic uniform table has
approximately equal frequencies across the domain, while the synthetic Zipf table has a heavy-tailed
frequency profile. The EXAC histogram records low allele-count genetic variants, restricted to non-
TCGA variants with allele count at most 10. The Shakespeare dataset is an expanded word-frequency
profile derived from Shakespeare text, giving a real heavy-tailed distribution with a much larger
dynamic range.

Figure [6a) (synthetic uniform data) shows that the naive estimator exhibits a clear positive bias that
grows rapidly with ¢, leading to large relative error for moderate values of ¢. In contrast, the unbiased
estimator closely tracks the true partition function across the entire range, with substantially reduced
bias. The variance, visualized by the 5-95% bands, is moderately larger for the unbiased estimator but
remains well-controlled. This demonstrates that for smooth distributions, debiasing can effectively
remove systematic error without introducing prohibitive variance.

For heavy-tailed data (synthetic Zipf, Figure[6b)), the qualitative picture is similar but more pronounced.
The naive estimator significantly overestimates Z(t) even for small ¢, while the unbiased estimator
remains centered around the true value. However, the spread of the unbiased estimator increases for
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Figure 6: Partition function estimation on synthetic datasets.
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Figure 7: Partition function estimation on real datasets.

larger ¢, reflecting the sensitivity of the exponential function to noise in high-magnitude coordinates.
This highlights the expected bias—variance trade-off: removing bias incurs increased variance,
especially for skewed distributions.

Results on real datasets further confirm these trends. On the EXAC histogram (Figure [7a), the
unbiased estimator achieves near-zero relative error across all tested values of ¢, while the naive
estimator accumulates a steadily increasing bias. Similarly, on the Shakespeare dataset (Figure [7b)),
which has large dynamic range, the unbiased estimator remains accurate even when Z(¢) spans many
orders of magnitude, whereas the naive estimator again shows systematic overestimation.

Overall, the experiments validate the theoretical claims: the unbiased estimator successfully elim-
inates bias for nonlinear functions, and although it may incur higher variance, its mean accuracy
is consistently superior across distributions. In regimes where multiple independent estimates are
aggregated, as for the partition function, this unbiasedness is particularly important, as it prevents the
linear accumulation of error inherent to biased estimators.

E.4 Profile Estimation

We next evaluate the estimators on profile estimation. Given a histogram z, the profile records, for
each frequency k, the fraction of domain elements with count exactly k. Equivalently, for each k£ we
estimate
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Figure 8: Profile estimation on synthetic datasets.

This is a natural discrete analogue of estimating the shape of a distribution from privatized counts,
and it is also a basic primitive in distribution testing, species estimation, and frequency-statistics
tasks. Since each coordinate contribution is an indicator function, profile estimation is a direct test of
the local debiasing formula for nonsmooth functions.

Private profile estimation has been studied theoretically in several settings, including the sketch
post-processing approach of [Wu and Pagh| [2024]] and the shuffle model anonymized histogram
estimators of |(Ghazi, Kamath, Kumar, and Manurangsi|[2022]. An unbiased estimator for this setting
can easily be obtained from the threshold estimator of [[Ghazi et al., 2022]], so our estimator is not
algorithmically novel in this setting, but we include empirical results for completeness. (Prior works
on private profile estimation did not, to our knowledge include empirical results.)

We compare the naive plug-in estimator, which computes the profile of the privatized histogram
Z = x + DLap(e™¢), to the unbiased estimator obtained by applying the univariate debiasing operator
to each indicator 1[z; = k] and then averaging over coordinates. As in the partition-function
experiments, we include a central model baseline that has access to the true histogram and outputs a
single profile estimate. Since the algorithms in [Wu and Paghl 2024} |Ghazi et al.,[2022] are complex
with unspecified implementation details we do not include them in the comparison. All experiments
use ¢ = 1 and observe the distribution of estimates over 200 noise realizations.

Datasets and results. We use the same four datasets described in Section [E.3] In the profile-
estimation task, these datasets induce profiles with different shapes: the synthetic uniform table
concentrates all mass at frequency 1, the synthetic Zipf and ExAC datasets have decreasing profiles
over small frequencies, and the Shakespeare profile is more irregular and extends over a much wider
range of frequencies.

Figure [§] shows the results on synthetic data. On the uniform table, the naive estimator spreads
mass away from the true frequency, severely underestimating the dominant profile entry and creating
artificial mass at neighboring frequencies. The unbiased estimator removes this smoothing bias and
closely follows the true profile. On the Zipf table, the naive estimator again underestimates the mass
at frequency 1 and overestimates several larger frequencies, whereas the unbiased estimator remains
centered near the true profile.

Figure [0 shows the corresponding real-data experiments. On EXAC, the naive estimator has a large
negative bias at frequency 1 and a positive bias at nearby frequencies, while the unbiased estimator is
nearly indistinguishable from the true and central profiles. On Shakespeare, both estimators track the
broad shape of the profile, but the naive estimator shows oscillatory bias across frequencies, whereas
the unbiased estimator remains centered with smaller mean error.

Overall, our empirical investigation of profile estimation demonstrate that our post-processing method
can be effective for discontinuous statistics such as profiles. The improvement is most visible at low
frequencies, where discrete Laplace noise tends to move counts between adjacent bins and therefore
introduces systematic smoothing in the naive profile.
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Figure 9: Profile estimation on real datasets.
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