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Abstract

We study high-dimensional differentially private (DP) covariance estimation in the operator
norm, and principal component analysis (PCA), under k-row-column sparsity (k-RCS) of the
covariance matrix. In the non-private setting, it is known that poly(k, log d) samples suffice to
solve both of these problems. However, the only comparable result known under DP [WX21]
requires Ω(d) samples under standard parameterizations of the problem. We investigate when
this curse of dimensionality is inherent for sparse covariance estimation tasks under DP.

On the upper bound front, we show that a poly(k, log d) sample complexity for PCA is
possible under DP, if we also posit sparsity of the leading eigenvector. We complement this
result with poly(d) lower bounds under DP for both sparse covariance estimation and PCA,
establishing an exponential gap between the private and non-private variants of these problems
when k = polylog(d). To our knowledge, no such separation has previously been demonstrated
for any sparse estimation problems in private high-dimensional statistics. Our techniques are
flexible enough that they imply stronger lower bounds even for the well-studied problem of
standard DP PCA, without sparsity assumptions.
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1 Introduction

We study covariance estimation and principal component analysis (PCA) in regimes where the
ambient dimension d is comparable to or much larger than the sample size n.1 In this setting,
classical estimators such as the sample covariance matrix and standard PCA are no longer reliable
and can be provably inconsistent [JL09, BBAP05, Pau07]. Thus in high dimensions, meaningful
inference requires additional structural assumptions on the covariance matrix, such as row sparsity,
sparsity of the principal eigenspace, or a combination thereof [BL09, CZZ10]. These assumptions
have motivated a rich literature on sparse high-dimensional covariance estimation and sparse PCA,
yielding procedures with strong statistical estimation guarantees in settings where classical methods
break down [JL09, VL13, BR13, WBS16, AW08, Ma13, DM16, KS24, QLR23].

At the same time, many applications involving sensitive data require rigorous differential privacy
(DP) guarantees. Compared to the vast literature on differentially private PCA [CSS13, DTTZ14,
LKJO22], there have been surprisingly few works that have investigated private sparse PCA. De-
signing differentially private algorithms for high-dimensional covariance estimation and sparse PCA
is particularly challenging, as these tasks inherently induce large sensitivities: when few samples
are taken, each contributes more heavily to empirical statistics.

Several recent works [GWWL18, WX21, LW23] have studied differentially private sparse PCA and
covariance estimation, under a non-standard parameterization that each data point is uniformly
bounded in ℓ2 norm. This condition enables worst-case sensitivity control and leads naturally to
mechanisms that add noise to the empirical covariance matrix, followed by truncation-based post-
processing. However, such boundedness assumptions can be overly restrictive in high dimensions.
For instance, if xi ∼ N (0, Id), then ∥xi∥2 concentrates on the order of

√
d, so enforcing a unit-norm

bound effectively obscures the dependence on d. Under a natural scale-invariant guarantee that
factors in the sub-Gaussian parameter (see Model 1), the best prior result by [WX21] has a sample
complexity of Ω(dk2),2 substantially larger than the best poly(k, log(d)) sample complexities for
solving the same task without privacy.

This state of affairs suggest that there may be a curse of dimensionality that is specific to requiring
DP in sparse covariance estimation tasks. Our motivation is precisely to understand whether this
gap is inherent under DP, and whether there are additional natural structural assumptions that,
when imposed, alleviate the curse of dimensionality. Our main questions are thus as follows.

Can we prove Ω(poly(d)) lower bounds for sparse covariance estimation tasks under DP?
Conversely, can we achieve poly(k, log(d)) sample complexities under additional structure?

1.1 Our results

We develop a suite of new DP algorithms and lower bounds for sparse covariance estimation and
sparse PCA, two canonical problems in high-dimensional statistics, under the following models. We
refer the reader to Section 2.2 for preliminaries on differential privacy and matrix concentration.

1Throughout, PCA refers to 1-PCA, i.e., the problem of recovering the leading (rank-1) principal component.
2Under the scaling discussed near Eq. (2) of [WX21], their distribution is σ2 = O( 1

d
)-sub-Gaussian, so achieving

error as in Model 1 inflates their sample complexity as stated in their Theorem 2 by a 1
σ2 = Ω(d) factor.
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Table 1: DP Sparse Covariance Estimation (Problem 1). Logarithmic factors omitted, bounds
stated for ϵ = α = β = Θ(1). All results hold under approximate ((ϵ, δ)) DP.

Non-Private Our Results Prior Results

Upper Bound k2 [BL09] k2 +
√
d · k1.5 (Thm. 1) d · k2 [WX21]

Lower Bound k2 [CZ12] k2 +
√
d · k (Thm. 2) None

First, our general Model 1 requires a k-RCS (i.e., with k-sparse rows and columns, see Definition 1)
covariance structure without any particular assumptions on the top eigenvector.

Model 1 (k-sparse covariance model). Fix (k, d, n) ∈ N3 with k ∈ [d], γ ∈ [0, 12), and σ > 0. In
the k-sparse covariance model, there is an unknown k-RCS covariance matrix Σ ∈ Sd×d

⪰0 , with a
leading eigenvector v1 ∈ Rd, and eigenvalues satisfying λ2(Σ) ≤ (1 − γ)λ1(Σ). We obtain samples
{xi}i∈[n]

iid∼ D, a σ-sub-Gaussian distribution with covariance Σ.

Note that under Model 1, the top eigenvector v1 is well-defined iff the gap parameter satisfies γ > 0.
Our next model, Model 2, additionally enforces sparsity of the top eigenvector v1.

Model 2 (k-sparse PCA model). Instantiate Model 1 where γ > 0, and let nnz(v1) ≤ k.

Model 2 is a natural form of additional structure to impose under a k-RCS covariance assumption:
indeed, many existing works on sparse PCA phrase the problem with this additional requirement.
Given samples from Model 1 or Model 2, we study two different estimation problems regarding Σ.

Problem 1 (Sparse covariance estimation). Let (ϵ, δ, α, β) ∈ (0, 1)4. Given σ-sub-Gaussian samples
{xi}i∈[n], the goal is to return an (ϵ, δ)-DP matrix Σ̂ ∈ Sd×d satisfying, with probability at least 1−β,∥∥∥Σ̂−Σ

∥∥∥
op
≤ ασ2.

We note that the normalization by σ2 in Problem 1 is to maintain scale-invariance of our bounds.

Problem 2 (Sparse PCA). Let (ϵ, δ,∆, β) ∈ (0, 1)4. Given samples {xi}i∈[n], the goal is to return
an (ϵ, δ)-DP unit vector v̂ ∈ Rd satisfying, with probability at least 1− β,

sin2∠(v̂,v1) ≤ ∆.

Private sparse covariance estimation. In Appendix B, we study Problem 1, where we give
new upper and lower bounds that agree in their dependence on d. We summarize our results in
Table 1. Note that the assumption in Model 2 does not affect the problem statement, and all of our
bounds apply to the more general Model 1, so we do not differentiate the model for these results.

Our upper bound (Theorem 1) uses a simple thresholding algorithm, a standard strategy for Prob-
lem 1 in the non-private setting. Intuitively, the

√
d factor appears from advanced composition,

because we need to privately perform a top-k selection step on each of d rows. Interestingly, our
lower bound (Theorem 2) shows that this

√
d dependence is tight, even under approximate DP. Our
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Table 2: DP Sparse PCA (Problem 2), logarithmic factors omitted, bounds stated for ϵ = ∆ = β =
γ = Θ(1). Upper bounds hold under (ϵ, δ) DP; lower bounds hold under (ϵ, 0) DP.

Non-Private Our Results Prior Results

Upper Bound (Model 2) k2 [BL09]3 k4 (Thm. 3) d · k2 [WX21]
Lower Bound (Model 1) k [VL13] d (Thm. 4) None

bound is proven by adapting the fingerprinting techniques of [Nar24] for DP covariance estimation,
and extending them to sparse models via a graph-based construction (Model 3). Our results again
establish that for small k, there is an exponential separation between the private and non-private
variants of Problem 1, highlighting a curse of dimensionality specific to DP.

Private sparse PCA. In Sections 4 and 5, we respectively give new upper and lower bounds
for Problem 2, both with and without the eigenvector sparsity assumption in Model 2. Our results
summarized in Table 2.

Our main upper bound (Theorem 3) demonstrates that under Model 2, poly(k, log d) samples suffices
to solve Problem 2 subject to approximate DP (omitting dependences on other parameters). Our
algorithm uses the FriendlyCore primitive of [TCK+22] to construct a covariance estimate with
d-independent sensitivity in the Frobenius norm. This allows us to add bounded noise entrywise via
the Gaussian mechanism to our stable estimate, which negligibly affects the truncation typical in
sparse covariance algorithms. By further leveraging the sparsity assumption in Model 2, we estimate
the top eigenvector via a private support estimation step, concluding our result.

In light of our Theorem 3, a natural question is to ask whether a similar poly(k, log d) sample com-
plexity is attainable without the extra sparsity assumption in Model 2. Indeed, in the non-private
setting, no sparsity assumption on v1 is needed at all, beyond arising from a k-RCS covariance,
for ≈ k2 samples to solve Problem 2 (say, when γ = Θ(1)). Our next result, Theorem 4, dashes
these hopes at least with regards to pure DP (δ = 0), by showing that under this restriction, ≳ d
samples are necessary. Our lower bound is based on a packing argument (Lemma 6.2, [KSU20]) and
a coding-theoretic construction of exp(Ω(d)) covariance matrices that are simultaneously k-RCS
and have dense leading eigenvectors. For small values of k (e.g., k = polylog(d)), our lower bound
shows an exponential gap between the sample complexity of the non-private and (pure) DP versions
of this problem.

Previously, exponential separations have been established for several other problems in private
statistics, e.g., ℓ∞ mean estimation and hypothesis selection [BUV14, SU17].4 However, Theorem 4
is the first such exponential separation for a natural sparse estimation task in high dimensions. Our
result thus has an important qualitative message: indeed, arguably the central question in sparse
estimation is whether a poly(d) sample complexity is avoidable (when, say, k = O(polylog(d)).
Our Theorems 3 and 4 demonstrate that the modeling assumptions can provably shift the sample
complexity landscape for DP problems in sparse covariance estimation.

3This result holds even under Model 1.
4We also mention conceptually-related results by [KLN+11, CU21, NY22], which showed similar exponential gaps

under variants of DP, particularly, the local or shuffle DP models.
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One notable caveat is that the privacy guarantees in Theorems 3 and 4 do not precisely match, in
the sense that our upper bound holds under approximate DP, whereas our lower bound is for pure
DP. This potentially creates an opportunity for approximate DP algorithms to solve the general
variant of Problem 2 (i.e., under Model 1) using only poly(k, log d) samples.

Towards investigating this possibility, in Theorem 5 we give another lower bound, this time under
approximate DP. Our bound applies to PCA in a family of k-RCS covariance matrices Σ, such
that the resulting distribution yields samples with norms ≈

√
d times ∥Σ∥op. We demonstrate

that ≳ d
ϵ samples are required to solve the problem even under approximate DP, by adapting the

private Assouad’s method of [ASZ21]. Unfortunately, the resulting sample distribution is O(
√
d)-

sub-Gaussian in the sense of Model 1, as enforcing sparsity induces certain spiky directions. Thus,
this parameterization does not match our upper bound in Theorem 3. Nonetheless, our results
broaden our understanding on the achievability of poly(k, log d) sample complexities under different
models. We leave proving a poly(d) lower bound, or excitingly, a poly(k, log d) upper bound, under
the approximate DP variant of Model 1 as an interesting open problem.

En route to proving our results for Problem 2, we also give a stronger lower bound for DP PCA (in
the standard, non-sparse, setting) than prior works. Specifically, Theorem 7 demonstrates that ≳ d
samples are needed under approximate DP, for a much broader parameter range than previously
known: e.g., Section 4.2, [CXZ24] and Theorem 5.4, [LKJO22] only result in comparable bounds
in the restrictive setting δ = exp(−Ω(d)). We believe this result is of independent interest, as it
improves our understanding of the tractability of an extremely well-studied problem.

1.2 Related work

High-dimensional covariance estimation and sparse PCA (non-private). Classical PCA
can be statistically inconsistent in modern high-dimensional regimes, motivating structural assump-
tions such as sparsity of the covariance or of leading eigenvectors. For sparse covariance estima-
tion, a large line of work studies thresholding and related regularization procedures that achieve
dimension-free (or near dimension-free) rates under suitable sparsity/regularity conditions, includ-
ing early thresholding estimators and their refinements [BL09, RLZ09, CL11, DM16]. In parallel,
sparse PCA has been extensively studied via optimization-based formulations and algorithmic re-
laxations, including ℓ1-penalized or regression-style approaches [ZHT06], semidefinite relaxations
[dGJL04, AW08], and iterative schemes such as truncated power methods [YZ13]. A complemen-
tary thread establishes statistical limits and computational barriers in sparse PCA, clarifying when
polynomial-time methods can (or cannot) attain minimax-optimal rates [BR13, WBS16].

Differential privacy for subspace estimation when d ≤ n. Differential privacy (DP) pro-
vides a rigorous framework for protecting individuals’ contributions in statistical analyses [DR14].
A core challenge in private high-dimensional problems is to control sensitivity while preserving
spectral structure. For private PCA and related spectral tasks, foundational results include tight
privacy-utility analyses for PCA via Gaussian perturbations [DTTZ14, CXZ24] and private iter-
ative methods for dominant subspaces [HP14, LKJO22, DS25]. More broadly, private low-rank
approximation and private linear-algebraic primitives have been developed as building blocks for
downstream tasks [KT13]. On the distribution-learning side, general-purpose private learners for
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high-dimensional structured families illuminate what is achievable when the ambient dimension is
large, and boundedness assumptions are undesirable [KLSU19].

Private sparse/structured estimation and selection primitives. The intersection of privacy
with sparsity brings additional algorithmic and information-theoretic constraints: even identifying
the relevant support (or approximate support) can dominate the privacy budget. For sparse covari-
ance estimation under DP, prior work gives algorithms and rates under high-dimensional sparsity
assumptions [GWWL18, WX21, LW23] with O(1) norm bounded assumptions, which may be dif-
ficult to satisfy with high-dimensional data. At the level of primitives, differentially private top-k
and sparse selection mechanisms—often used to locate large coordinates/entries before estimating
magnitudes—have been studied extensively [DR19, QSZ21]. These tools are particularly relevant
for sparse PCA pipelines that must privately localize the support of a sparse leading eigenvector (or
its projector) prior to accurate recovery. Our results fit into this gap by giving end-to-end private
procedures tailored to k-RCS structure (for covariance estimation) and sparse leading components
(for PCA), combining structured truncation/thresholding with carefully calibrated noise so that the
final guarantees scale primarily with the sparsity level rather than the ambient dimension.

Lower bounds: geometry, private minimax tools, and fingerprinting. On the impossibil-
ity side, DP lower bounds for high-dimensional estimation draw on geometric characterizations
and packing arguments [HT10], as well as DP analogues of classical minimax techniques (As-
souad/Fano/Le Cam) [ASZ21]. Fingerprinting codes and their descendants provide sharp lower
bounds for answering many queries and for private statistical estimation, highlighting fundamental
gaps between non-private and approximate-DP sample complexity [HT10, BUV14, SU15]. Re-
cent work streamlines and strengthens the fingerprinting approach for modern estimation problems
[Nar24]. Our lower bounds build on and adapt these techniques to the covariance/PCA setting
under the structural regimes considered here, yielding near-matching (up to logarithmic factors)
separations that explain when sparsity-aware private procedures are necessary and when they are
sufficient.

2 Preliminaries

2.1 Notation

We use ≲, ≂, and ≳ respectively as shorthand for O(·), Θ(·), Ω(·), i.e., to hide universal constants.
For n ∈ N we let [n] := {i ∈ N | i ≤ n}. For a, b ∈ N, a|b denotes a is divisible by b. We denote
vectors in lowercase boldface letters and matrices in capital boldface letters. We denote the ith

canonical basis vector in Rd by ei. For p ∈ [1,∞] we let ∥v∥p to denote the ℓp norm of v. We use
nnz to denote the number of nonzero entries in a vector or matrix, and supp to denote the support
(i.e., indices of the nonzero entries). We use 0d to denote the all-zeroes vector and 1d to denote
the all-ones vector in Rd, and for an event E , we use 1(E) to denote the corresponding 0-1 indicator
random variable. For random variables x,y, we denote statistical independence by x ⊥⊥ y.

For M ∈ Rm×n and S ⊆ [m], T ⊆ [n], we use MS×T to denote the submatrix indexed by S, T . For
matrices A,B with the same number of rows, we let

(
A B

)
denote their horizontal concatenation.
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We use Ai,:,A:,i denote the ith row and column of matrix A. We let Id be the d×d identity and 0m×n

be the all-zeroes m × n matrix and let 1 (E) denote the indicator random variable corresponding
to the event E . We let Sd×d be the set of real symmetric d × d matrices, which we equip with the
Loewner partial ordering ⪯ and the Frobenius inner product ⟨M,N⟩ = Tr(MN). We let Sd×d

⪰0 and
Sd×d
≻0 respectively denote the positive semidefinite and positive definite subsets of Sd×d.

For matrix M ∈ Rd×d, we define ∥M∥op :=
√
λ1(MM⊤), ∥M∥F :=

√∑
i,j∈[d]M

2
ij , ∥M∥∞,∞ :=

supi,j∈[d] |Mij |. Denote by B∞ (M, τ) the set of matrices M′ satisfying ∥M−M′∥∞,∞ ≤ τ .

Our models consider estimation of covariance matrices satisfying the following definition.

Definition 1 (k-RCS). Let k ∈ [min(m,n)]. We say that a matrix M ∈ Rm×n is k-RCS (k-row-
column sparse) if for all i ∈ [m], nnz(Mi,:) ≤ k and for all j ∈ [n], nnz(M:,j) ≤ k.

We also denote the bounded Laplace distribution with parameters λ, τ ≥ 0 by BoundedLaplace(λ, τ),
which is the distribution of X ∼ Lap(λ) conditioned on |X| ≤ τ .

We finally provide notation for procedures often used in the paper. For a vector v ∈ Rd and k ∈ [d],
we use topk(v) to denote the vector in Rd that zeroes out all but the top-k entries of v by magnitude
(breaking ties arbitrarily). For a vector or matrix argument, and a threshold τ > 0, we use Tτ (·) to
be the vector or matrix that applies the following thresholding operation entrywise:

Tτ (c) :=

{
c |c| ≥ τ

0 else
. (1)

For two unit vectors u,v ∈ Rd, we define the sin2 error between them as

sin2∠(u,v) := 1− ⟨u,v⟩2

∥u∥22 ∥v∥
2
2

. (2)

Differential privacy. Let X be some domain, and let D ∈ X n be a dataset consisting of n
elements. We say that two datasets D, D′ ∈ X n are neighboring if their symmetric difference has
size 1, i.e., they differ in a single element. We use the following definition of differential privacy.

Definition 2 (Differential privacy). Let (ϵ, δ) ∈ [0, 1]2.5 We say that a randomized algorithm
A : X n → Ω satisfies (ϵ, δ)-differential privacy (or, is (ϵ, δ)-DP) if for all events E ⊆ Ω, and for all
neighboring datasets D,D′ ∈ X n, we have

Pr [A(D) ∈ E ] ≤ exp(ϵ) Pr
[
A(D′) ∈ E

]
+ δ.

Differentially private algorithms obey basic composition (Theorem B.1, [DR14]): if A1 : X n → Ω1

is (ϵ1, δ1)-DP and A2 : X n × Ω1 → Ω2 is (ϵ2, δ2)-DP, then the procedure that runs A1 on D and
subsequently runs A2 on (D,A1(D)) is (ϵ1 + ϵ2, δ1 + δ2)-DP. We will also invoke the following
advanced composition guarantee for DP algorithms.

5In principle, the privacy parameter ϵ can be larger than 1. However, for any ϵ ≥ 1, our sample-complexity bounds
are unaffected up to constant factors if we instead guarantee (1, δ)-DP (which is weaker than (ϵ, δ)-DP). Therefore,
for convenience and to simplify several bounds, we state all results for ϵ ∈ [0, 1].
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Lemma 1 (Advanced composition, Theorem 3.20 [DR14]). Fix k ∈ N and privacy parameters
ϵ, δ, δ0 ∈ [0, 1]. For each i ∈ [k], let

Ai : X n × Ω1 × · · · × Ωi−1 → Ωi

be a (possibly randomized) algorithm such that for every fixed transcript y<i ∈ Ω1 × · · · × Ωi−1, the
map D 7→ Ai(D; y<i) is (ϵ, δ)-DP in the sense of Definition 2. Define the adaptive k-fold composition
A1:k(D) := (Y1, . . . , Yk), Yi ∼ Ai(D;Y<i). Then A1:k is (ϵ⋆, kδ + δ0)-DP, where

ϵ⋆ :=
√

2k log(1/δ0) · ϵ + kϵ (eϵ − 1).

In particular, if ϵ ∈ [0, 1] then eϵ − 1 ≤ 2ϵ, and hence ϵ⋆ ≤
√
2k log(1/δ0) · ϵ + 2kϵ2.

We next state the Gaussian mechanism. Recall that if v : X n → Rk is a vector-valued function of a
dataset, we say v has sensitivity ∆ if for all neighboring D,D′ ∈ X n, we have ∥v(D)− v(D′)∥ ≤ ∆.

Fact 1 (Theorem A.1, [DR14]). Let v : X n → Rk have sensitivity ∆, and let (ϵ, δ) ∈ [0, 1]2. Then,

drawing a sample from N (v(D), σ2Ik) is (ϵ, δ)-DP, for any σ ≥ 2∆
ϵ ·
√

log(2δ ).

We also require the bounded Laplace mechanism, which is known to give the following guarantee.

Fact 2 (Lemma 9, [ALT24]). Let s : X n → R have sensitivity ∆, and let (ϵ, δ) ∈ [0, 1]2. Then,
drawing ξ ∼ BoundedLaplace(∆ϵ , τ) and outputting s(D) + ξ is (ϵ, δ)-DP for any τ ≥ ∆

ϵ log(4δ ).

Fact 2 is established in [ALT24] via a coupling argument, leveraging the observation that BoundedLaplace(λ)
and Lap(λ) produce identical samples except with some probability.

2.2 Technical preliminaries

We start by defining sub-Gaussianity for multivariate distributions.

Definition 3 (σ-sub-Gaussianity). A mean-zero random vector x ∈ Rd is said to be σ-sub-Gaussian
for proxy σ > 0 if, for any vector u ∈ Rd,

E
[
exp

(
u⊤x

)]
≤ exp

(
σ2 ∥u∥22

2

)

Matrix concentration and Linear Algebra. We require the following standard facts to bound
the approximation error of random sampling, under our Models 1 and 2.

Fact 3 (Lemma B.3, [ZL16]). For some µ > 0 and τ > 0, let orthonormal U have columns spanning
the eigenspace of A ∈ Sd×d

⪰0 corresponding to eigenvalues ≤ µ, and let orthonormal V have columns
spanning the eigenspace of B ∈ Sd×d

⪰0 corresponding to eigenvalues ≥ µ+ τ . Then,

∥∥∥U⊤V
∥∥∥

op
≤
∥A−B∥op

τ
.
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Fact 4 (Lemma 6.26, [Wai19]). Let D be a σ-sub-Gaussian distribution with covariance Σ ∈ Sd×d
⪰0 ,

let {xi}i∈[n]
iid∼ D, and let Σ̂ := 1

n

∑
i∈[n] xix

⊤
i . There exists a universal constant C > 0 such that

for all δ ∈ (0, 1),

Pr

 max
(i,j)∈[d]×[d]

∣∣∣Σ̂ij −Σij

∣∣∣ ≥ Cσ2

√ log(dδ )

n
+

log(dδ )

n

 ≤ δ.

Fact 5 (Exercise 4.7.3, [Ver18]). Let D be a σ-sub-Gaussian distribution with covariance Σ ∈ Sd×d
⪰0 ,

let {xi}i∈[n]
iid∼ D, and let Σ̂ := 1

n

∑
i∈[n] xix

⊤
i . There exists a universal constant C > 0 such that

for all δ ∈ (0, 1),

Pr

∥∥∥Σ̂−Σ
∥∥∥

op
≥ Cσ2

√d+ log(1δ )

n
+

d+ log(1δ )

n

 ≤ δ.

As a simple corollary of Fact 5, we derive a concentration bound for all submatrices.

Corollary 1. In the setting of Fact 5, let s ∈ [d]. There exists a universal constant C > 0 such
that for all δ ∈ (0, 1),

Pr

max
S⊆[d]
|S|≤s

∥∥∥Σ̂S×S −ΣS×S

∥∥∥
op
≥ Cσ2

√s log(d) + log(1δ )

n
+

s log(d) + log(1δ )

n


 ≤ δ.

Proof. Observe that there are
(
d
s

)
≤ ds such submatrices. Thus, it is enough to apply Fact 5 to

each submatrix with failure probability set to δ ← δ/ds and dimension replaced by d← s, and then
conclude by a union bound.

Fact 6. Let A,B ∈ Sd×d satisfying ∀i, j ∈ [d]2, 0 ≤ [B]ij ≤ [A]ij. Then ∥B∥op ≤ ∥A∥op.

Fact 7 (Theorem 6.2.3, [Wai19]). Let {xi}ni=1 be an i.i.d. sequence of zero-mean σ-sub-Gaussian
random vectors with covariance matrix Σ with adjacency pattern [A]ij = I (Σij ̸= 0). Let Σ̂ :=
1
n

∑
i∈[n] xix

⊤
i . If n > log d, then for any δ > 0, the thresholded sample covariance matrix Tλn(Σ̂)

with λn
σ2 = 8

√
log d
n + δ satisfies∥∥∥Σ̂−Σ

∥∥∥
∞,∞

≤ 2λn, Tλn(Σ̂) is k-RCS, and
∥∥∥Tλn(Σ̂)−Σ

∥∥∥
op
≤ 2 ∥A∥op λn (3)

with probability at least 1− 8 exp
(
− n

16 min{δ, δ2}
)
.

3 Private Sparse Covariance Estimation

In this section, we describe our algorithm to obtain a differentially private covariance estimate
under Model 1. Prior work [WX21] has studied this problem under the additional assumption

8



Algorithm 1 Row-wise one-shot Top-k private covariance estimation : PrivCov(D, k, ϵ, δ, σ2, β)

Input: Dataset D = {xt}t∈[n] ⊆ Rd, sparsity k ∈ [d], privacy (ϵ, δ) ∈ (0, 1]2, failure β ∈ (0, 1),
sub-Gaussian proxy σ > 0.
1: Set truncation level R← σ

√
2 log(6nd/β).

2: For all t ∈ [n], yt ← TruncR(xt), i.e. (yt)j := sign((xt)j) ·min{|(xt)j |, R} for each j ∈ [d].
3: Σ̂← (1/n)

∑n
t=1 yty

⊤
t .

4: Set δ0 ← δ/2, δrow ← δ/(2d), ϵrow ← ϵ/4
√
2d log(1/δ0).

5: Set entrywise sensitivity proxy ∆← 2R2/n and noise scale b← (2∆/ϵrow) ·
√
k log(d/δrow).

6: for i = 1 to d do
7: Sample zseli ∈ Rd as (zseli )j

i.i.d∼ Lap(b), Σ̃sel
i,: ← Σ̂i,: + (zseli )⊤.

8: Si ← supp(topk(Σ̃
sel
i,: )).

9: Sample zvali ∈ Rd with (zvali )j
i.i.d∼ Lap(b), Σ̃val

i,: ← Σ̂i,: + (zvali )⊤.
10: end for
11: Initialize M← 0d×d.
12: for 1 ≤ i < j ≤ d do
13: if j ∈ Si and i ∈ Sj then
14: Mij ←Mji ← 1

2(Σ̃
val
ij + Σ̃val

ji ).
15: end if
16: end for
17: return M.

that datapoints {xi}i∈[n]
iid∼ D additionally satisfy the constraint ∥xi∥2 ≤ 1. Scaling their result in

Theorem 2 appropriately to transfer to Model 1 yields a sample complexity of Ω(dk2 log(d/δ)/α2ϵ2)
to achieve an (ϵ, δ)-DP estimate with operator norm at most α. Their algorithm first adds noise to
make the sample covariance Σ̂ := 1

n

∑
i∈[n] xix

⊤
i private and then analyzes the utility by exploiting

the k-RCS property of the population covariance Σ. However, making the entire covariance matrix
private leads to a suboptimal dimension dependence.

In Section 3.1, we propose Algorithm 1 and show that it improves the dimension dependence from
d to

√
d in Theorem 1, and subsequently in Section 3.2 we show that this dependence is tight via a

matching lower bound in Theorem 2.

3.1 Upper bound

Theorem 1 (Private k-sparse Covariance Estimation). Under Model 1, for Problem 1, there is an
algorithm (Algorithm 1) which, on input {xi}i∈[n]

iid∼ D, outputs an (ϵ, δ)-DP matrix M ∈ Sd×d such
that for n satisfying,

n ≥ Ω

(
k2

α2
log

(
d

β

)
+

k
√
dk

αϵ
log

(
d

β

)
log

(
d

δ

)
log

(
nd

β

))

we have, ∥M−Σ∥op ≤ ασ2 with probability at least 1− β.

9



Proof. We work with the notation in Algorithm 1. In particular, recall the definitions,

R := σ

√
2 log

(
6nd

β

)
, ∆ :=

2R2

n
, ϵrow :=

ϵ

4
√

2d log(1/δ0)
and b :=

2∆

ϵrow

√
k log

(
d

δrow

)
.

For the universal constant C > 0 from Fact 4, we further define,

λsamp := Cσ2

(√
log(6d/β)

n
+

log(6d/β)

n

)
, λpriv := b · log

(
12d2

β

)
, λn := λsamp + λpriv,

Privacy. We first note that Σ̂ has entrywise sensitivity at most ∆ = 2R2/n; for adjacent datasets
D ∼ D′, ∣∣∣Σ̂ij(D)− Σ̂ij(D′)

∣∣∣ = 1

n

∣∣(yt)i(yt)j − (y′
t)i(y

′
t)j
∣∣ ≤ 2R2

n
= ∆.

Fix a row i. The row mechanism uses Σ̃sel
i,: = Σ̂i,:+(zseli )⊤ only to compute the set Si of Top-k largest

entries in magnitude, and then releases values using fresh independent noise Σ̃val
i,: = Σ̂i,: + (zvali )⊤.

By Theorem 2.2 of [QSZ21], the row release is (ϵrow, δrow)-DP. The final output M is obtained by
post-processing the row releases, so it remains (ϵrow, δrow)-DP per row. Composing the d rows via
Lemma 1 with parameter δ0 = δ/2 yields overall (ϵ⋆, dδrow + δ0)-DP with

ϵ⋆ ≤
√
2d log(1/δ0) ϵrow + 2dϵ2row ≤ ϵ, dδrow + δ0 = δ.

Hence M is (ϵ, δ)-DP.

Utility. Define the events

Eclip :=
{
max
t∈[n]

max
j∈[d]
|(xt)j | ≤ R

}
, Esamp :=

{
max
i,j∈[d]

∣∣∣Σ̂ij −Σij

∣∣∣ ≤ λsamp

}
,

Enoise :=
{
max
i,j∈[d]

∣∣∣(zsel)ij∣∣∣ ≤ λpriv

⋂
max
i,j∈[d]

∣∣∣(zval)ij∣∣∣ ≤ λpriv

}
,

and set E := Eclip∩Esamp∩Enoise, i.e E denotes the event that (i) no truncation occurs, (ii) the sample
covariance concentrates entrywise, and (iii) both Laplace noise matrices are uniformly bounded. Let
Σ̂untr := 1

n

∑n
t=1 xtx

⊤
t . On Eclip we have Σ̂ = Σ̂untr, hence on E ,

max
i,j

∣∣∣Σ̂ij −Σij

∣∣∣ ≤ λsamp, max
i,j

∣∣∣Σ̃sel
ij −Σij

∣∣∣ ≤ λsamp+λpriv, max
i,j

∣∣∣Σ̃val
ij −Σij

∣∣∣ ≤ λsamp+λpriv.

Therefore for λn := λsamp + λpriv,{
max
i,j

∣∣∣Σ̃sel
ij −Σij

∣∣∣ > λn

}
∪
{
max
i,j

∣∣∣Σ̃val
ij −Σij

∣∣∣ > λn

}
⊆ Ec.

By a union-bound, Pr(Ec) ≤ Pr(Ecclip) + Pr(Ecsamp) + Pr(Ecnoise). Using Fact 4 with failure β/3, we

have Pr(Ecsamp) ≤
β
3 . Next, with R = σ

√
2 log

(
6nd
β

)
, using sub-Gaussianity of {xi}i∈[n],

Pr(Ecclip) ≤
n∑

t=1

d∑
j=1

Pr
(
|(xt)j | > R

)
≤ nd · 2 exp

(
− R2

2σ2

)
= nd · 2 exp

(
− log

(
6nd

β

))
=

β

3
.

10



And finally, for λpriv := b log
(
12d2

β

)
and Z ∼ Lap(b),

Pr(Ecnoise) ≤ 2d2 Pr(|Z| > λpriv) = 2d2e−λpriv/b = 2d2 · β

12d2
=

β

6
≤ β

3
.

Thus Pr(E) ≥ 1− β. On E , for all i, j ∈ [d] we have the two uniform bounds∣∣∣Σ̃sel
ij −Σij

∣∣∣ ≤ λn and
∣∣∣Σ̃val

ij −Σij

∣∣∣ ≤ λn. (4)

Fix a row i and work on E . If Σij = 0, then
∣∣∣Σ̃sel

ij

∣∣∣ = ∣∣∣Σ̃sel
ij −Σij

∣∣∣ ≤ λn. Hence any index j

satisfying
∣∣∣Σ̃sel

ij

∣∣∣ > λn must have Σij ̸= 0. Since Σ is k-RCS, row i has at most k nonzero entries,

so there are at most k indices with
∣∣∣Σ̃sel

ij

∣∣∣ > λn. Therefore Top-k must include all such indices, i.e.

{j ∈ [d] :
∣∣∣Σ̃sel

ij

∣∣∣ > λn} ⊆ Si. Equivalently, if j /∈ Si then
∣∣∣Σ̃sel

ij

∣∣∣ ≤ λn, and thus

|Σij | ≤
∣∣∣Σ̃sel

ij

∣∣∣+ ∣∣∣Σ̃sel
ij −Σij

∣∣∣ ≤ λn + λn = 2λn, (5)

Fix j ̸= i. We then divide our analysis into two cases:

(i) Mutually selected entries. If j ∈ Si and i ∈ Sj , then Mij = Mji = 1
2(Σ̃

val
ij + Σ̃val

ji ). Using

symmetry Σij = Σji and (4), |Mij −Σij | ≤ 1
2

∣∣∣Σ̃val
ij −Σij

∣∣∣+ 1
2

∣∣∣Σ̃val
ji −Σji

∣∣∣ ≤ λn.

(ii) Not mutually selected. In this case, Mij = 0. We further have,

1. If Σij = 0, then |Mij −Σij | = 0

2. If Σij ̸= 0, then either j /∈ Si or i /∈ Sj ; by (5) and symmetry, |Σij | ≤ 2λn, hence |Mij −Σij | =
|Σij | ≤ 2λn.

Let E := M −Σ. Consider an adjacency matrix A such that Ai,j = I ({Mi,j ̸= 0} ∪ {Σi,j ̸= 0}).
Consider the matrix B := |M−Σ|, where the |.| operator is applied entrywise. Then, by the above
two cases, we have,

Bi,j ≤ 2λnAi,j

Then, since both B and 2λnA have non-negative entries, using Fact 6, we have

∥M−Σ∥op ≤ ∥B∥op ≤ 2λn ∥A∥op

Since each row of A has at most 2k non-zero entries, we have ∥A∥op ≤ 2k. Finally, substituting
the definitions of λsamp and λpriv (and using ∆ = 2R2/n = Õ(σ2 log(nd/β)/n) together with
ϵ−1
row = Õ(

√
d log(1/δ)/ϵ)) gives,

∥M−Σ∥op ≤ O

(
σ2 k

√
log(d/β)

n
+

σ2 k
√
dk

nϵ
log

(
nd

β

)
log

(
d

β

)
log

(
d

δ

))
.

The result then follows the setting the RHS smaller than α and rearranging the inequality.
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3.2 Lower bound

In this section, we provide our lower bound in Theorem 2 for private sparse covariance estimation,
complementing the upper bound proved in Theorem 1 and showing a

√
d factor is necessary in the

sample complexity.

Theorem 2. Let c ∈ (0, 1) be a universal constant. Let α ≤ c, ϵ ≤ 1 and δ ≤ ϵ2

d2
. Let X :=

{xi}i∈[n]
iid∼ D with any covariance matrix Σ satisfying Model 1 with γ = 0, k ≥ Ω(log(d)) and

d ≥ 10. Let M : X → Sd×d be any (ϵ, δ)-DP mechanism that takes X as input and satisfies,
∥M(X )−Σ∥op ≤ ασ2 with probability at least 2/3. Then, we must have

n ≥ Ω̃

(
min

{
k2

α2
+

k
√
d

αϵ
,

d exp (k)

ϵ

})

where Ω̃ hides poly-logarithmic factors in (d, 1
α).

Our proof follows the fingerprinting-based strategy proposed in [Nar24], adapted to k-RCS matrices.
We will require the following useful facts about the Inverse Wishart distribution and its posterior
estimation properties.

Fact 8. Let Σ ∼ InvWishart (Ψ0, ν0) for Ψ0 ∈ Rd×d and X := {xi}i∈[n]
iid∼ N (0,Σ) then letting p

be the density of Σ, the following hold.

1. p (Σ) ∝ det (Σ)−(ν0+d+1)/2 exp
(
−Tr

(
Ψ0Σ

−1
)
/2
)

2. For ν0 ≥ d+ 2, E [Σ] = Ψ0/ (ν0 − d− 1)

3. For Σ̂ := (1/n)
∑

i∈[n] xix
⊤
i , E [Σ|X ] = wnΣ̂+(1− wn)E [Σ] where wn := n/ (ν0 + n− d− 1)

We also define the following graph projection operation, useful for defining the fingerprining scores
subsequently. Let G := (V,E) be a fixed graph on d nodes. We define a linear projection operator
PG := Sd×d → Sd×d as, for all i, j ∈ [d]2,

[PG (M)]i,j :=

{
[M]i,j , if i = j or (i, j) ∈ E

0 otherwise
(6)

We now define a particular graph G over [d] nodes along with an associated prior distribution that
will be used in our lower bound instance. We assume d is a multiple of k for simplicity.

Model 3 (Fingerprinting Graph Prior). Fix (d, k) ∈ N2 with d divisible by k and k ≥ Ω(log(d/k)).
Take d vertices, and partition them into B := d/k disjoint blocks of size k with V :=

⋃B
b=1Cb, |Cb| =

k. Let G be the graph whose connected components are cliques on each Cb and no edges between
components. Let r := 2k. For each block b ∈ [B], draw an independent covariance block

∀b ∈ [B], Σb ∼ InvWishart ((r − k − 1)Ik, r) , (7)

and define the full covariance matrix Σ := diag (Σ1,Σ2, · · ·ΣB) ∈ Rd×d as the block diagonal matrix
formed by arranging Σ1,Σ2, · · ·ΣB on the diagonals. We obtain samples {xi}i∈[n]

iid∼ N (0,Σ).
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Since the Gaussian distribution N (0,Σ) satisfies Definition 3 with σ2 := ∥Σ∥op, and the graph
G defined in Model 3 has, by definition, a k-RCS adjacency matrix, then Model 3 generates a
covariance matrix Σ satisfying Model 1 with σ2 := ∥Σ∥op. We now provide some useful properties
for Σ sampled from Model 3, with the proof deferred to Appendix B.

Lemma 2 (Properties of Σ from Model 3). Let Σ and {xi}i∈[n]
iid∼ N (0,Σ) be generated from

Model 3 with associated graph G. Let for all i ∈ [n], xi,b ∈ R|Cb| denotes the ith vector with coordi-
nates in the block Cb. Let a := r−k+1

2 and PG denote the graph projection operator in Definition 6,
then the following properties hold.

1. PG(Σ̂) = diag
(
Σ̂1, Σ̂2, · · · , Σ̂B

)
for Σ̂b :=

1
n

∑
i∈[n] xi,bx

⊤
i,b.

2. ∀ i ∈ [n], b ∈ [B], xi,b ∼ N (0,Σb), and ∀ b1 ̸= b2 ∈ [B], xi,b1 ⊥⊥ xi,b2.

3. ∀t > 0, P(∥Σ∥op > t) ≤ d
k (

e2

t )
a and if q ≤ a

2 , then E[∥Σ∥qop] ≤ 2 exp(4q).

4. ∀b ∈ [B], g1
k2

n ≤ E
[
∥Σ̂b −Σb∥2F

]
≤ g2

k2

n .

5. g2 · dk/n ≤ E[∥PG(Σ̂)−Σ∥2F] ≤ g3 · dk/n.

Here g1 > 0, 0 < g2 < g3 are universal constants.

We now establish a posterior concentration result, following the proof of Lemma 6 in [Nar24].

Lemma 3. Let Σ,X := {xi}i∈[n] ∼ N (0,Σ) be generated from Model 3 and Σ̂ :=
∑

i∈[n] xix
⊤
i /n.

Then,

EX

[∥∥∥E [Σ|X]− PG(Σ̂)
∥∥∥2

F

]
≤ O

(
dk2

n2
+

dk3

n3

)

Proof. Let for all i ∈ [n], xi,b ∈ R|Cb| denotes the ith vector with coordinates in the block Cb

and define Xb := {xi,b}i∈[n]. Note that the prior is independent over the blocks {Cb}b∈[B], i.e
p (Σ) :=

∏
b∈[B] p (Σb). Furthermore, given a particular draw, Σ, from the prior, the likelihood

of the data also factorises over the blocks, i.e p (X|Σ) ∝
∏B

b=1 p (Xb|Σb). Therefore, the posterior
factorises as

p (Σ|X) ∝ p (Σ) .p (X|Σ) =

(
B∏
b=1

p (Σb)

)
.

(
B∏
b=1

p (Xb|Σb)

)
∝

B∏
b=1

p (Σb|Xb)

13



Now consider E [Σb|X]. We have

E [Σb|X] =

∫
Σ1,···Σb

Σbp (Σ|X) dΣ1dΣ2 · · · dΣb

=

∫
Σ1

· · ·
∫
Σb

Σb

B∏
b=1

p (Σb|Xb) dΣ1dΣ2 · · · dΣb

=

(∫
Σb

Σbp (Σb|Xb) dΣb

)∏
j ̸=b

∫
Σj

p (Σj |X.,j) dΣj


=

∫
Σb

Σbp (Σb|Xb) dΣb = E [Σb|Xb] (8)

Then, since the partitions are disjoint, we have using Items 1, 2 from Lemma 2,

EX

[
∥E [Σ|X ]− PG(Σ̂)∥2F

]
=

B∑
b=1

EX

[
∥E [Σb|X ]− Σ̂b∥2F

]
=

B∑
b=1

EXb

[
∥E [Σb|Xb]− Σ̂b∥2F

]
(9)

Note that Σb ∼ InvWishart ((r − k − 1)Ik, r), Xb
iid∼ N (0,Σb). Using Fact 8 and Item 4 from

Lemma 2,

EXb

[∥∥∥E [Σb|Xb]− Σ̂b

∥∥∥2
F

]
= EXb

[∥∥∥E [Σb|Xb]− Σ̂b

∥∥∥2
F

]
= (1− wn)

2EXb

[∥∥∥Σ̂b − E [Σb]
∥∥∥2

F

]
, for wn :=

n

r + n− k − 1

≤ 3(1− wn)
2EXb

[∥∥∥Σ̂b −Σb

∥∥∥2
F
+ ∥Σb∥2F + ∥E [Σb]∥2F

]
≤
(

r − k − 1

n+ r − k − 1

)2

O

(
k2

n
+ k

)
≤ O

(
r2k2

n2
+

r2k

n3

)
= O

(
k3

n2
+

k4

n3

)
Substituting in (9), we have,

EX

[∥∥∥E [Σ|X]− PG(Σ̂)
∥∥∥2

F

]
≤ O

(
d

k
·
(
k3

n2
+

k4

n3

))
= O

(
dk2

n2
+

dk3

n3

)

Following the arguments in the proof of Lemma 7 of [Nar24], we first establish a non-private error
lower bound in Lemma 4.

Lemma 4. Let ρ < c1
√
d for a sufficiently small absolute constant c1. Let Σ,X := {xi}i∈[n]

iid∼
N (0,Σ) be generated using Model 3. Then any (possibly randomized) estimator f : (Rd)n → Sd×d

satisfying EΣ,X [∥f(X )−Σ∥2F] ≤ ρ2 must have

n ≥ Ω

(
dk

ρ2

)
.
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Proof. Fix any deterministic f (randomized follows by conditioning on its coins). For any random
matrix V with mean U, E∥V∥2F ≥ E∥V−U∥2F . Applying this to V = f(X )−Σ conditional on X
gives

E
[
∥f(X )−Σ∥2F | X

]
≥ E

[
∥E[Σ|X ]−Σ∥2F | X

]
.

Removing conditioning,
E[∥f(X )−Σ∥2F] ≥ E[∥E[Σ|X ]−Σ∥2F].

Next use ∥A−B∥2F ≤ 2∥A−C∥2F + 2∥C−B∥2F with A = PG(Σ̂), B = Σ, C = E[Σ|X]:

E
∥∥∥PG(Σ̂)−Σ

∥∥∥2
F
≤ 2E ∥E[Σ|X ]−Σ∥2F + 2E

∥∥∥E[Σ|X ]− PG(Σ̂)
∥∥∥2

F
.

Rearranging and using Lemma 2, Item 5, and Lemma 3 yields, for absolute constants g2, g4 > 0

E[∥f(X )−Σ∥2F] ≥ g2
dk

n
− g4

(dk2
n2

+
dk3

n3

)
.

Let n := g2
3 ·

dk
ρ2

, then for ρ ≤ c1
√
d with sufficiently small c1, we have n ≥ max{1, g2

3c21
}k. Then,

g4

(
dk2

n2 + dk3

n3

)
≤ 2g4

dk2

n2 . Then again for sufficiently small c1,

E[∥f(X )−Σ∥2F] ≥ g2
dk

n
− 2g4

dk2

n2
≥ g2

2

dk

n
=

3ρ

2

Thus, the RHS can be forced to exceed 3ρ/2 unless the stated lower bound on n holds.

Let X := {xi}i∈[n]
iid∼ D drawn from Model 3 and further draw iid samples X ′ := {x′

i}i∈[n]
iid∼ D.

Let X∼i be formed by replacing xi from X by x′
i. For any (ϵ, δ)-DP mechanism M : X → Sd×d, we

define, ∀i ∈ [n],

Zi :=
〈
M (X )−Σ, PG

(
xix

⊤
i

)
− PG (Σ)

〉
, Z ′

i :=
〈
M (X∼i)−Σ, PG

(
xix

⊤
i

)
− PG (Σ)

〉
(10)

Our next result provides upper bounds on these fingerprinting scores, following Lemma 4, [Nar24].

Lemma 5. Let c1 < 1 < c3 be a universal constants. Under Model 3, consider the fingerprinting
scores defined in (10). Let EΣ,X ,M [∥M(X ) −Σ∥4F ] ≤ ρ4 for ρ < c1

√
d. Let ϵ ∈ (0, 1), δ < ϵ2

d2
and

d > c3. Then, for some consant C > 0, E[
∑

i∈[n] Zi] ≤ C ρ ϵ n.

Proof. The proof is immediate from the proof of Lemma 4 and Corollary 1 in [Nar24], by noting
that ∥PG(xix

⊤
i )∥F ≤ ∥xix

⊤
i ∥F ≤ ∥xi∥22 and using Lemma 2, Item 3 for the moment bounds on

∥Σ∥op.

We next establish the following lower bound on the average score,

Lemma 6. Let Σ,X := {xi}i∈[n]
iid∼ N (0,Σ) be generated using Model 3. Let M : X → Sd×d take

X as input with randomness independent of Σ conditioned on X . Then for Σ̂ :=
∑

i∈[n] xixi/n, we
have

E
[〈

M (X )−Σ, PG

(
Σ̂
)
−Σ

〉]
≥ E

[∥∥∥PG

(
Σ̂
)
−Σ

∥∥∥2
F

]
−

√
E

[∥∥∥M (X )− PG(Σ̂)
∥∥∥2

F

]
· E
[∥∥∥E [Σ|X]− PG

(
Σ̂
)∥∥∥2

F

]
.
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Proof. The proof follows directly from Lemma 5 of [Nar24] with Σ̂← PG(Σ̂).

Lemma 7. Let c1, c2 < 1 < c3 be constants such that d > c3, ρ < c1
√
d, ϵ < 1, and δ < ϵ2

d2
. Let

Σ, X := {xi}i∈[n]
iid∼ D be generated from Model 3. Let M : X → Sd×d be any (ϵ, δ)-DP mechanism

that takes X as input and satisfies EΣ,X ,M

[
∥M (X )−Σ∥4F

]
≤ ρ4, then we must have,

n ≥ c2.max

{
dk

ρ2
,
dk

ρϵ

}
Proof. We start with the non-private error term. By the Cauchy-Schwarz inequality,

E ∥M(X )−Σ∥2F ≤
√

E ∥M(X )−Σ∥4F ≤ ρ2.

Applying Lemma 4 to the estimator f = M yields

n ≥ Ω

(
dk

ρ2

)
. (11)

Recall Zi =
〈
M(X )−Σ, PG(xix

⊤
i )−Σ

〉
from (10). Since Σ is block-diagonal on G, we have

PG(Σ) = Σ, and therefore

n∑
i=1

Zi =

〈
M(X )−Σ,

n∑
i=1

(PG(xix
⊤
i )−Σ)

〉
= n

〈
M(X )−Σ, PG(Σ̂)−Σ

〉
.

Taking expectations,

E

[
n∑

i=1

Zi

]
= nE

[〈
M(X )−Σ, PG(Σ̂)−Σ

〉]
. (12)

By Lemma 6 and Lemma 2, Item 5,

E
[〈

M(X )−Σ, PG(Σ̂)−Σ
〉]
≥ g2

dk

n
−
√

E
∥∥∥M(X )− PG(Σ̂)

∥∥∥2
F
· E
∥∥∥E[Σ | X ]− PG(Σ̂)

∥∥∥2
F
.

Also, ∥M(X ) − PG(Σ̂)∥2F ≤ 2∥M(X ) − Σ∥2F + 2∥PG(Σ̂) − Σ∥2F, so taking expectations and using
E∥M(X )−Σ∥2F ≤ ρ2 and Lemma 2, Item 5,

A := E

[∥∥∥M(X )− PG(Σ̂)
∥∥∥2

F

]
≤ 2ρ2 + 2g3

dk

n
. (13)

Moreover, by Lemma 3,

B := E

[∥∥∥E[Σ | X ]− PG(Σ̂)
∥∥∥2

F

]
≤ O

(
dk2

n2
+

dk3

n3

)
. (14)

Assume now from (11), n ≥ C0 · dkρ2 for a sufficiently large universal C0. Then dk/n ≤ ρ2/C0, and
(13) gives A ≤ O(ρ2). Also, n ≳ k automatically, so (14) simplifies to B ≤ O(dk2/n2). Hence

n
√
AB ≤ n ·O(ρ) ·

√
O

(
dk2

n2

)
= O(ρ k

√
d).
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Plugging back into (12) yields E [
∑n

i=1 Zi] ≥ n · g2 dkn − O(ρk
√
d) = g2 dk − O(ρk

√
d). Since

ρ < c1
√
d, choosing c1 sufficiently small (absorbing constants) gives

E

[
n∑

i=1

Zi

]
≥ g2

2
dk. (15)

On the other hand, by Lemma 5,

E

[
n∑

i=1

Zi

]
≤ C ρ ϵ n. (16)

Combining (15) and (16) yields n ≥ Ω(dkρϵ ). Together with (11), this gives the claim with an
appropriate constant c2.

We are now ready to present the proof of Theorem 2.

Proof of Theorem 2. We note that for the non-private component of the sample complexity, existing
lower bounds (Theorem 1 [CZ12]) already demonstrate a lower bound of the form n = Ω( k

2

α2 ) for
k-RCS covariance matrices satisfying Model 1.

Now, fix any (ϵ, δ)-DP mechanism M0 : (Rd)n → Sd×d satisfying the theorem’s guarantee: for every
covariance matrix Σ satisfying Model 1 with γ = 0, if X iid∼ N (0,Σ) then

P
(
∥M0(X )−Σ∥op ≤ ασ2

)
≥ 2

3
, σ2 := ∥Σ∥op. (17)

Consider Σ drawn from the block prior in Model 3, and then X iid∼ N (0,Σ). Since (17) holds for
every valid Σ, it also holds after drawing Σ from this prior.

Let E0 := {∥Σ∥op ≤ 10} as in Lemma 30. By Lemma 30, P(E0) ≥ 1− exp(−Ω(k)). On E0, we have
σ2 = ∥Σ∥op ≤ 10. Therefore (17) implies the Frobenius error bound

∥M0(X )−Σ∥F ≤
√
d ∥M0(X )−Σ∥op ≤

√
dα ∥Σ∥op ≤ ρ,

with probability at least 2/3, where we set

ρ := 10
√
dα. (18)

Thus, conditional on any fixed Σ with ∥Σ∥op ≤ 10, the mechanism M0 satisfies

P
(
∥M0(X )−Σ∥F ≤ ρ

)
≥ 2

3
. (19)

By Lemma 11 from [Nar24], with the moment bounds in Lemma 2, the tail bound in Lemma 30
for the event E0, and the lower bound on d ≥ 10 assumed in the theorem, if for universal constants
b1, b2 > 0,

exp (−b1k) ≤ ρ ≤ b2
√
d (20)
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there exists a mechanism M that is (ϵ, δ)-DP, uses nL samples where L = Θ(log(d/ρ)), and satisfies

E
[
∥M(X )−Σ∥4F

]
≤ O(ρ4). (21)

Applying Lemma 7 to M , this implies

nL ≥ c2 ·max

{
dk

ρ2
,
dk

ρϵ

}
, or equivalently n ≥ Ω̃

(
max

{
dk

ρ2
,
dk

ρϵ

})
Substituting ρ = 10

√
dα from (18) gives

n ≥ Ω̃

(
max

{
dk

dα2
,

dk√
dα ϵ

})
= Ω̃

(
k

α2
+

k
√
d

αϵ

)
. (22)

This completes the proof under the parameter regime (20). We now argue for ρ outside the domain
of (20) and smaller than exp(−b1k). Indeed if (20) does not hold, then,

1

10
√
dα
≥ 1

ρ
≥ exp (b1k) (23)

Now from existing lower bounds for d = k = 1 (e.g., Theorem 5 in [KLSU19]), as highlighted in
[Nar24], we already have a lower bound of Ω

(
1
α2 + 1

αϵ

)
, which is trivially valid for higher dimensions.

Using this lower bound for α← α0 := exp(−b1k)/10
√
d, we have

n ≥ Ω

(
d exp (k)

ϵ

)
(24)

The result then follows by noting that (24) is a valid lower bound for all α ≤ α0.

4 Private Sparse PCA: Algorithms

In this section, we provide algorithms and resulting upper bounds for Problem 2 under Model 2
with positive eigengap γ in Theorem 3.

A key obstacle in designing a differentially private sparse PCA algorithm in this setting is control-
ling the sensitivity of the output vector. In low dimensions this is often handled via boundedness
assumptions of the form ∥xi∥2 = O(1), yielding O(1/n) sensitivity for the sample covariance in
frobenius norm; in high dimensions, where ∥xi∥2 ≍

√
d, the same reasoning leads to O(d/n) sensi-

tivity. While thresholding the empirical covariance can give O(k/
√
n) operator norm error with high

probability to the population (see Theorem 1 [BL09], Theorem 6.23 [Wai19]), this does not suffice for
privacy, which requires worst-case guarantees. We address this via a new algorithm (Algorithm 2),
building on the FriendlyCore primitive [TCK+22], used in recent work [LLA24, KLTY25].

To exploit the sparsity inherent in the model and avoid dimension factors, we approach this prob-
lem by trying to control the entrywise sensitivity of the estimator, Σ̃, between adjacent datasets,
while maintaining the k-RCS property to convert entrywise bounds to operator norm bounds. In
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Algorithm 2 Sparse PCA for k-RCS covariance matrices : PrivPCA(D, λ̂, γ, k, σ2, ϵ, δ, τ, β,m)

Require: Samples x1, . . .xn ∈ Rd, operator norm estimate λ̂, gap parameter γ > 0, sparsity k,
sub-Gaussian proxy σ2, privacy (ϵ, δ), threshold τ , failure β, number of batches m.

1: Partition the samples into m blocks of size b := n/m and compute covariances Σ̂1, . . . , Σ̂m on
disjoint blocks.

2: For γi := 1− λ2(Tτ (Σ̂i))/λ1(Tτ (Σ̂i)), define the certified set

C ←
{
i ∈ [m] : Tτ (Σ̂i) is k-RCS, λ1(Tτ (Σ̂i)) ≥

(
1− γ

2

)
λ̂, γi ≥

γ

2

}
.

3: Sample L ∼ BoundedLap
(
3
ϵ ,

3
ϵ log

(
12
δ

))
.

4: if |C|+ L− 3
ϵ log

(
12
δ

)
< 0.8m then

5: return ⊥
6: end if
7: for i← 1 : m do
8: fi ←

∑
j∈[m] I

{
∥Σ̂j − Σ̂i∥∞,∞ ≤ 4τ

}
9: pi ← min

{
max

{
fi−m/2

2m/3−m/2 , 0
}
, 1
}

10: end for
11: Z ←

∑
i∈[m] pi

12: Sample ξ ∼ BoundedLap
(
21
ϵ ,

21
ϵ log

(
12
δ

))
.

13: if Z + ξ − 21
ϵ log

(
12
δ

)
≤ 0.8m then

14: return ⊥
15: end if
16: Σ̄← 1

Z

∑
i∈[m] pi Σ̂i

17: v̂← v1

(
T17τ (Σ̄)

)
, P̂← v̂ v̂⊤

18: Set ∆P ← 68
√
2kτ

γ λ̂

19: Set σpriv ← 6∆P
ϵ

√
log
(
6
δ

)
20: Sample W with i.i.d. entries Wij ∼ N (0, σ2

priv).

21: P̃← topk2

(
P̂+W

)
, symmetrize P̃← (P̃+ P̃⊤)/2

22: return v̂priv := v1(P̃)

particular, classical concentration results (Fact 4) show that for subgaussian distributions, given b
samples from a σ-sub-Gaussian distribution (Definition 3), we have with probability atleast 1− β,∥∥∥Σ̂−Σ

∥∥∥
∞,∞

≲ σ2

√
log(d/β)

b
=: τ (25)

Since this is true with high probability for all datapoints via a union-bound, it then seems natural
to use this fact directly with the FriendlyCore algorithm to weigh each point by the number of
their neighbours within an ∥.∥∞,∞ ball (Line 9). To this effect, we first partition the data into m
disjoint blocks and form blockwise covariance estimates. We then aggregate the block covariances
using weights derived from these agreement counts to obtain a weighted estimator Σ̄.

This however poses another challenge in analyzing the final sensitivity. For Σ̄, Σ̄′ on adjacent

19



datasets, we would like to control the sensitivity of their leading eigenvectors after thresholding at
O(τ). However, for analyzing the sensitivity, we cannot assume concentration to the population Σ,
and must provide a worst case bound. Entrywise concentration as in (25) does not by itself guarantee
that each of the blockwise covariances {Σ̂i}i∈[b] satisfy the k-RCS property after thresholding, but
it does guarantee that a large fraction of them would satisfy such a property (see Fact 7).

This motivates us to add this property as check in Line 4, ensuring that if the check passes, then we
have a large fraction of {Σ̂i}i∈[n] satisfying the k-RCS property after thresholding. We note that
the certified set, C, in Algorithm 2 includes other checks, which are also true with high probability
and required to analyse sensitivity of v1(Tτ (Σ̄)) via an application of Wedin’s theorem (Lemma 28).
The check in Line 13 is required for similar reasons. The key property of this covariance matrix is
its sensitivity is Õ(k

√
m
n ), which does not depend on d.

Note that the two sparsity assumptions play different roles. The k-RCS assumption is used before
eigenvector recovery, to convert entrywise stability into operator-norm control and to keep the
sensitivity of the stabilized covariance estimate dimension-independent. The sparsity of v1 is used
only in the final recovery step: under Model 2, the projector v1v⊤1 is k2-sparse, so top-k2 truncation
after the noisy release preserves the signal. If v1 is dense, this truncation step is no longer aligned
with the target projector.

Theorem 3 (Private k-sparse PCA upper bound). Under Model 2, for Problem 2 there exists an
algorithm (Algorithm 2) which satisfies, for

n ≥ Ω̃

(
k4

γ2∆ϵ3
σ4

λ1(Σ)2

)
with probability at least 1 − β over the samples and the algorithm, sin2∠(v̂priv,v1(Σ)) ≤ ∆. Here
Ω̃ hides polylogarithmic factors in (d, 1/ϵ, 1/δ, 1/β).

Given Lemma 11, the sensitivity of the projector, P̂ then follows by a standard application of
Wedin’s theorem (Lemma 3) and triangle inequality, using the fact that Σ⋆ has a sufficiently large
eigengap. This helps us bound ∥P̂ − P̂′∥F (see Lemma 12 for the detailed proof) for projectors
on adjacent datasets D,D′. To formally analyze privacy, Algorithm 2 follows a propose-test-release
framework. The two tests (Lines 4-10 and Lines 13-15) are differentially private by the bounded
Laplace mechanism (Fact 2) and hence the event of exiting is itself (ϵ, δ)-DP (up to constants).
All subsequent releases are performed only after passing these private tests, and on this certified
branch, we prove uniform sensitivity bounds (Lemmas 11 and 12), allowing us to invoke the Gaussian
mechanism (Fact 1).

We next establish the utility guarantee. Utility is proved by showing that under Model 2 with the
stated sample complexity in Theorem 1, the tests in Line 4 and Line 13 pass (Lemmas 14 and 15).
This however requires the number of batches m = Ω(1ϵ ), leading to an extra 1

ϵ factor in our sample
complexity. The key difference with the privacy analysis is that now we show Σ̄ is in fact close to
the population Σ, instead of Σ⋆. Once this is established, P̃ can be shown to be close to the true
eigenprojector P := v1(Σ)v1(Σ)⊤, which is sparse (see Model 2). We show that the topk2 operation
retains the large values of P, which controls the distance from P in frobenius norm and hence the
operator norm, while again using the sparsity to avoid a d dependence.
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We set

τ := cτ σ
2

√
m log(d)

n

(
equivalently τ = cτ σ

2

√
log(d)

b

)
, (26)

for a sufficiently large absolute constant cτ > 0. This choice matches entrywise concentration at
scale σ2 under σ-sub-Gaussianity.

We use PrivNorm, a private operator norm estimator algorithm for k-RCS covariance matrices
defined in Algorithm 3 in Appendix C as a subroutine in Algorithm 2. Theorem 6 shows that under
the sample complexity bound in Theorem 3 with Algorithm 3 (PrivNorm), which is a slight variation
of Algorithm 2, we have with probability 1− β, an (ϵ, δ)-DP estimator λ̂ satisfying∣∣∣λ̂− λ1(Σ)

∣∣∣ ≤ γλ1(Σ)

16
, which provides λ̂ ≥ 0.9λ1(Σ)

The design and proof technique of Algorithm 3 largely follows Algorithm 2, differing in the definition
of the certified set, C (Line 4), and the final output.

We also note that the block decomposition is not used as a privacy-amplifying subsampling step.
The final private release is applied after the FriendlyCore aggregation, which depends on all
block covariances through the agreement scores and private tests. Thus standard amplification-by-
subsampling does not directly apply to this analysis. Moreover, the utility proof requires m = Ω(1/ε)
blocks so that the propose-test-release checks pass with high probability under bounded Laplace
noise, while each block must remain large enough for entrywise covariance concentration. This
interaction leads to the current ε−3 dependence; improving this dependence remains open.

4.1 Privacy analysis

Lemma 8. Let c̃ := |C|+L, L ∼ BoundedLap
(
3
ϵ ,

3
ϵ log

(
12
δ

))
and z̃ := Z+ξ, ξ ∼ BoundedLap

(
21
ϵ ,

21
ϵ log

(
12
δ

))
.

Then, c̃, z̃ are (ϵ/3, δ/3)-DP.

Proof. Consider neighboring datasets D′ = D \ {Σ̂m} ∪ {Σ̂′
m}. For C, only one block covariance

can change, so ||C| − |C′|| ≤ 1. For Z, considering the modified datapoint and the rest of the data
separately,

Z − Z ′ =
∑
i∈[m]

pi − p′i ≤ 1 + (m− 1)× 1

m/6
≤ 7. (27)

The claims then follows from Fact 2.

Lemma 9 (Common center for surviving points). Let τ be as in (26). If |C| > 0.6m, then there
exists a matrix Σ̃ such that

A := {Σ̂i : pi > 0} ⊆ B∞(Σ̃, 8τ), Σ̃ = Σ̂ℓ for some ℓ ∈ C,

and therefore Tτ (Σ̃) is k-RCS, λ1(Tτ (Σ̃)) ≥ λ̂, and γ(Tτ (Σ̃)) := 1− λ2(Tτ (Σ̃))/λ1(Tτ (Σ̃)) ≥ γ/2.

Proof. Any i with pi > 0 satisfies |B∞(Σ̂i, 4τ)| > fi > m/2. Since |C| > 0.6m, there exists
ℓ ∈ B∞(Σ̂i, 4τ) ∩ C; set Σ̃ := Σ̂ℓ. Then Tτ (Σ̃) is k-RCS, λ1(Tτ (Σ̃)) ≥ λ̂ and γ(Tτ (Σ̃)) ≥ γ/2
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by ℓ ∈ C. For any other j with pj > 0, the balls B∞(Σ̂i, 4τ) and B∞(Σ̂j , 4τ) intersect since
|B∞(Σ̂i, 4τ)|, |B∞(Σ̂j , 4τ)| > m/2, hence by triangle inequality ∥Σ̂j − Σ̃∥∞,∞ ≤ 8τ .

Lemma 10. Consider sets A,B,C,D ⊆ [m + 1] each of size αm for α ≥ 0.8 and m > 30. Then
|A ∩B ∩ C ∩D| > 2.

Proof. Let t := |A ∩B ∩ C ∩D|. Then,

4αm ≤ |A|+ |B|+ |C|+ |D| ≤ 4t+ 3 (m+ 1− t) = 3 (m+ 1) + t.

Therefore, t ≥ m (4α− 3)− 3 > 2.

Lemma 11 (Sensitivity of the weighted average). Let Σ̄ := 1
Z

∑
i∈[m] piΣ̂i and define Σ̄′ analogously

on a neighboring dataset. Condition on the event that both runs reach Line 15 of Algorithm 2. Then,
there exists matrix Σ⋆ ∈ Sd×d

⪰0 such that Tτ (Σ⋆) is k-RCS, γ̂(Tτ (Σ⋆)) ≥ γ/2 and λ1(Tτ (Σ⋆)) ≥ λ̂,
and ∥∥T17τ (Σ̄′)− Tτ (Σ⋆)

∥∥
op ,

∥∥T17τ (Σ̄)− Tτ (Σ⋆)
∥∥

op ≤ 34kτ.

Proof. Let D,D′ be neighboring datasets and denote the two induced collections of block covariances
by {Σ̂i} and {Σ̂′

i} which differ in at most one element. Let D′ = D \ {Σ̂m} ∪ {Σ̂′
m}. Consider

the sets, A : {Σ̂i ∈ D : pi > 0} and A′ : {Σ̂′
i ∈ D′ : p′i > 0}. Given that we reach Line 15,

|A|, |A′|, |C|, |C′| ≥ 0.8m. Then using Lemma 10, there exist at least three elements in A∩A′∩C∩C′,
and consequently have at least one element from D ∩D′. Denote that element by Σ∗.

For all surviving points Σ̂i ∈ D, we have |B(Σ̂i, 4τ)| > m/2 and |B(Σ∗, 4τ)| > m/2, which implies by
triangle inequality, following Lemma 9, B(Σ∗, 8τ) contains all surviving points in D. By expanding
the radius to 16τ , we cover all surviving points in D′ as well, proving the first claim about Σ⋆.

Write Mi := Σ̂i − Σ⋆ and M′
i := Σ̂′

i − Σ⋆; then ∥Mi∥∞,∞ , ∥M′
i∥∞,∞ ≤ 16τ for all indices with

nonzero weight in either run. Then, for Mi := Σ̂i −Σ⋆ and M′
i := Σ̂′

i −Σ⋆, this yields,

∥∥Σ̄−Σ⋆
∥∥
∞,∞ =

∥∥∥∥∥∥ 1Z
∑
i∈[m]

piMi

∥∥∥∥∥∥
∞,∞

≤ 16τ,
∥∥Σ̄′ −Σ⋆

∥∥
∞,∞ =

∥∥∥∥∥∥ 1Z
∑
i∈[m]

piM
′
i

∥∥∥∥∥∥
∞,∞

≤ 16τ.

For the second claim, note that since Σ⋆ ∈ C and Σ⋆ ∈ C′, then Tτ (Σ⋆) is k-RCS and∥∥Σ̄− Tτ (Σ⋆)
∥∥
∞,∞ ≤

∥∥Σ̄−Σ⋆
∥∥
∞,∞ + ∥Tτ (Σ⋆)−Σ⋆∥∞,∞ ≤ 16τ + τ ≤ 17τ.

Similarly,
∥∥Σ̄′ − Tτ (Σ⋆)

∥∥
∞,∞ ≤ 17τ . The proof then follows using Lemma 27.

Lemma 12 (Sensitivity of the principal eigenprojector). Condition on the event that both runs
reach Line 15 of Algorithm 2. Let A := T17τ (Σ̄) and A′ := T17τ (Σ̄′). Let P̂ := v1(A)v1(A)⊤ and
P̂′ := v1(A

′)v1(A
′)⊤. Then, if

34kτ ≤ γ

16
λ̂ , equivalently n ≥ Ω

(
σ4

λ̂2
· k

2m

γ2
log (d)

)
, (28)
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we have, ∥∥∥P̂− P̂′
∥∥∥

F
≤ 68

√
2kτ

γ λ̂
=: ∆P.

Proof. Let Σ⋆ satisfy Lemma 11. Since γ(Tτ (Σ⋆)) := 1− λ2(Tτ (Σ⋆))/λ1(Tτ (Σ⋆)) ≥ γ/2 > 0, then
Tτ (Σ⋆) has a unique leading eigenvector v⋆. Let P⋆ := v⋆(v⋆)⊤. Furthermore, under the bound on
τ in the lemma statement, using the properties of Σ⋆ from Lemma 11,∥∥Tτ (Σ⋆)− T17τ (Σ̄′)

∥∥
op ,

∥∥Tτ (Σ⋆)− T17τ (Σ̄)
∥∥

op ≤ 34kτ ≤ γ

16
λ̂ ≤ 1

16
· 2γ̂(Tτ (Σ⋆)) · λ1(Tτ (Σ⋆)).

Then, using Lemma 28,∥∥∥P̂−P⋆
∥∥∥

op
≤

2
∥∥Tτ (Σ⋆)− T17τ (Σ̄)

∥∥
op

γ(Tτ (Σ⋆)) · λ1(Tτ (Σ⋆))
,
∥∥∥P̂′ −P⋆

∥∥∥
op
≤

2
∥∥Tτ (Σ⋆)− T17τ (Σ̄′)

∥∥
op

γ(Tτ (Σ⋆)) · λ1(Tτ (Σ⋆))
.

Then, since γ(Tτ (Σ⋆)) · λ1(Tτ (Σ⋆)) ≥ γλ̂
2 and

∥∥Tτ (Σ⋆)− T17τ (Σ̄)
∥∥

op ,
∥∥Tτ (Σ⋆)− T17τ (Σ̄′)

∥∥
op ≤

34kτ , we have by triangle inequality, ∥∥∥P̂− P̂′
∥∥∥

op
≤ 68kτ

γλ̂
.

Finally since P̂ and P̂′ are rank one, then
∥∥∥P̂− P̂′

∥∥∥
F
≤
√
2
∥∥∥P̂− P̂′

∥∥∥
op

, completing the proof.

Corollary 2 (Privacy). For the choice of σpriv in Algorithm 2, the final output v̂priv is (ϵ, δ)-DP.

Proof. By Lemma 12, the Frobenius sensitivity of the map D 7→ P̂(D) on the non-abort branch
is at most ∆P ≤ 68

√
2kτ

γλ̂
. The Gaussian mechanism (Fact 1) applied to the vectorization of P̂

yields (ϵ/3, δ/3)-DP for releasing P̂+W when σpriv ≥ 3∆P
ϵ

√
log(6/δ). All subsequent steps (topk2 ,

symmetrization, and computing v1(·)) are post-processing, so using Lemma 8 along with basic
composition, the final output is (ϵ, δ)-DP.

4.2 Utility analysis

Lemma 13 (Relative gap and operator norm are stable). Let Σ ⪰ 0 satisfy λ2(Σ)/λ1(Σ) ≤ 1− γ
for some γ ∈ (0, 1). Let M ⪰ 0 satisfy ∥M−Σ∥op ≤ η with η ≤ γ

8λ1(Σ). Then

λ1(M) ≥
(
1− γ

8

)
λ1(Σ), γ(M) := 1− λ2(M)

λ1(M)
≥ γ/2.

Proof. By Weyl’s inequality,

λ1(M) ≥ λ1(Σ)− η, λ2(M) ≤ λ2(Σ) + η ≤ (1− γ)λ1(Σ) + η.

Hence
λ2(M)

λ1(M)
≤ (1− γ)λ1(Σ) + η

λ1(Σ)− η
.

With η ≤ γ
8λ1(Σ), then 1−γ+γ/8

1−γ/8 ≤ 1− γ/2, and therefore γ(M) = 1− λ2(M)/λ1(M) ≥ γ/2.
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Lemma 14 (Many blocks are certified). Under Model 2 and τ set as in (26). Assume

n ≥ Ω

(
σ4

λ1(Σ)2
· k

2m

γ2
log (d)

)
, and m ≥ 60

ϵ
log

(
12

δβ

)
. (29)

Then with probability at least 1− β/8 we have |C| ≥ 0.9m and the test in Line 4 passes.

Proof. Fix i ∈ [m] and consider the block covariance Σ̂i based on b = n/m samples. By Fact 7
(applied to block size b and failure 1/100), with probability at least 99/100 we have simultaneously:∥∥∥Σ̂i −Σ

∥∥∥
∞,∞

≤ 2τ, Tτ (Σ̂i) is k-RCS,
∥∥∥Tτ (Σ̂i)−Σ

∥∥∥
op
≤ kτ.

On this event, the bound on n in (29) implies ∥Tτ (Σ̂i)−Σ∥op ≤ γ
16λ1(Σ), and therefore Lemma 13

yields γ̂i = γ(Tτ (Σ̂i)) ≥ γ/2 ≥ γ/4 and λ1(Tτ (Σ̂i)) ≥
(
1− γ

8

)
λ1(Σ). Under the stated bounds

on n,m, by Theorem 6, |λ̂ − λ1(Σ)| ≤ γλ1(Σ)
16 , and therefore, λ1(Tτ (Σ̂i)) ≥ (1 − γ/2)λ̂. Thus

Pr(i ∈ C) ≥ 0.99 for each fixed i.

Let χi := I{i ∈ C} and note E[χi] ≥ 0.99. Then by a standard Chernoff bound, for ρ ∈ (0, 1), with
probability at least 1− exp(− ρ2

2+ρ

∑
i∈[m] E [χi]),

(1− ρ)
∑
i∈[m]

E [χi] ≤
∑
i∈[m]

χi.

Then, using E [χi] ≥ 0.99 and ρ = 0.3, we have with probability 1− exp (−m/60),

|C| =
∑
i∈m

χi ≥ 0.9m.

Finally, the choice of m > log( 1β ) leads to a total failure probabibility of β/8. Finally, since
|C| ≥ 0.9m, the bound on m ensures that in the worst case, L = −3

ϵ log
(
12
δ

)
, the check passes.

Lemma 15 (Survivors are close and many). Let τ be as in (26). Then, for

m ≥ 210

ϵ
log

(
12

δβ

)
we have, with probability atleast 1 − β/8, every index i with pi > 0 satisfies ∥Σ̂i − Σ∥∞,∞ ≤ 6τ ,
Z ≥ 0.9m and the test in Line 13 passes.

Proof. Using Fact 7, for any fixed i ∈ [m], with probability atleast 1− 1
d10
≥ 0.99, ∥Σ̂i−Σ∥∞,∞ ≤ 2τ .

Defining indicator random variables θi := I(∥Σ̂i −Σ∥∞,∞ ≤ 2τ) and using the Chernoff argument
as in Lemma 14, with probability atleast 1− exp (−m/60),∑

i∈m
θi ≥ 0.9m.

Therefore, for 0.9 fraction of i ∈ [m], ∥Σ̂i−Σ∥∞,∞ ≤ 2τ with probability atleast 1− exp (−m/60).
We condition on this event for the rest of the proof and denote the set of such points by G.
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Consider some index i such that ∥Σ̂i − Σ∥∞,∞ > 6τ . Then clearly, the balls B∞(Σ̂i, 4τ) and
B∞(Σ, 2τ) are disjoint. However, by our previous argument |B∞(Σ, 2τ)| ≥ |G| ≥ 0.9m. Hence
fi ≤ |B∞(Σ̂i, 4τ)| ≤ 0.1m. Hence, for these indices pi = 0. This establishes the first conclusion.

Conversely, if i ∈ G then for every j ∈ G, ∥Σ̂j − Σ̂i∥∞,∞ ≤ ∥Σ̂j −Σ∥∞,∞ + ∥Σ̂i −Σ∥∞,∞ ≤ 4τ , so
fi ≥ 0.9m and thus pi = 1. Therefore Z =

∑
i pi ≥

∑
i∈G pi ≥ 0.9m.

Finally, the test in Line 4 passes since the bound on m ensures that in the worst case, for ξ =
−21

ϵ log
(
12
δ

)
, the test is successful under the event Z ≥ 0.9m.

Lemma 16 (Top-k2 truncation controls operator norm). Let P := v1(Σ)v1(Σ)⊤ and note P has
at most k2 nonzero entries. Suppose X ∈ Sd×d satisfies ∥X−P∥∞,∞ ≤ η and define P̃ := topk2(X)
(ties broken arbitrarily). Then ∥∥∥P̃−P

∥∥∥
F
≤ 2η

√
2k2 = 2

√
2kη.

Proof. Fix any entry (i, j). If (P)ij = 0, then |Xij | ≤ η. Hence any false positive entry kept by topk2

has magnitude at most η. Conversely, if (P)ij ̸= 0 and |(P)ij | > 2η, then |Xij | ≥ |(P)ij | − η > η,
while every zero entry in P has magnitude at most η in X; since P has at most k2 nonzero entries,
topk2 cannot truncate an element larger in magnitude than 2η. Thus any true entry that is dropped
must satisfy |(P)ij | ≤ 2η. Therefore, the difference P̃−P is supported on at most 2k2 entries and
each such entry has magnitude at most 2η. Hence ∥P̃−P∥F ≤ 2η

√
2k2, and ∥.∥op ≤ ∥.∥F.

Lemma 17 (Entrywise control of the projector). Let A := T17τ (Σ̄), v̂ := v1(A), P̂ := v̂v̂⊤ and
P := v1(Σ)v1(Σ)⊤. Then, for

n ≥ Ω

(
σ4

λ1(Σ)2
· k

2m

γ2
log

(
dm

β

))
, and m ≥ Ω

(
1

ϵ
log

(
1

βδ

))
we have with probability atleast 1− β/2,∥∥∥P̂−P

∥∥∥
∞,∞

≤
∥∥∥P̂−P

∥∥∥
F

=
√
2 sin∠(v̂,v1(Σ)) ≤ 34

√
2kτ

γ λ1(Σ)
.

Proof. Let us first condition on the event, E := {∥A−Σ∥op ≤ 34kτ ≤ γλ1(Σ)/2}. The iden-
tity ∥P̂ − P∥F =

√
2 sin∠(v̂,v1) follows using (2). Then using Lemma 28 gives sin∠(v̂,v1) ≤

2 ∥A−Σ∥op /(λ1(Σ)− λ2(Σ)). Using λ1(Σ)− λ2(Σ) ≥ γλ1(Σ) and ∥A−Σ∥op ≤ 34kτ yields the
claim. Finally we use ∥·∥∞,∞ ≤ ∥·∥F.

Now we show that P (E) ≥ 1−β/2. We first note that via a union bound over the events in Lemma 14
and 15, the stated bounds on n and m ensure that the tests in Lines 4 and 13 pass. Lemma 15 then
shows that all surviving points with pi > 0 satisfy ∥Σ̂i −Σ∥∞,∞ ≤ 6τ and Z > 0.8m. Then

∥∥Σ̄−Σ
∥∥
∞,∞ =

∥∥∥∥∥∥ 1Z
∑
i∈[m]

pi(Σ̂i −Σ)

∥∥∥∥∥∥
∞,∞

≤ 6τ.

Then since Σ is k-RCS, the conclusion on ∥A−Σ∥op follows due to Lemma 27.
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We are finally ready to present the proof of Theorem 3.

Proof of Theorem 3. Run Algorithm 2 as

λ̂← PrivNorm

(
D1, γ, k, σ

2,
ϵ

2
,
δ

2
,
√
2τ,

β

2

)
, v̂priv ← PrivPCA

(
D2, λ̂, γ, k, σ

2,
ϵ

2
,
δ

2
,
√
2τ,

β

2

)
with τ set as (26) with m ≥ Ω(1ϵ log(

1
δβ )) and D1 := {xi}i∈[n/2], D2 := {xi}i∈[n/2+1,n] and PrivNorm

is defined in Algorithm 3.

Define P := v1(Σ)v1(Σ)⊤. Lemma 17 gives, with probability atleast 1− β/2,∥∥∥P̂−P
∥∥∥
∞,∞

≤ 34
√
2kτ

γλ1(Σ)
.

Next, by a standard Gaussian tail bound and union bound over d2 entries,

∥W∥∞,∞ ≤ 2σpriv
√
log(4d/β) with probability at least 1− β/2.

Since X := P̂ + W satisfies ∥X − P∥∞,∞ ≤
∥∥∥P̂−P

∥∥∥
∞,∞

+ ∥W∥∞,∞, Lemma 16 yields with

probability atleast 1− β,∥∥∥P̃−P
∥∥∥

op
≤ 2
√
2k

(
34
√
2kτ

γλ1(Σ)
+ 2σpriv

√
log(4d/β)

)
. (30)

Since P is symmetric, the same bound holds for the symmetrization (P̃+ P̃⊤)/2. Under the sample
complexity bound on n in the theorem statement, the RHS of (30) is smaller than 1/2. Finally, P
has eigenvalues (1, 0, . . . , 0), so its eigengap is 1; Lemma 28 then implies

sin∠
(
v1(P̃),v1(Σ)

)
≤ 4

∥∥∥P̃−P
∥∥∥

op
,

and thus sin2∠(v1(P̃),v1(Σ)) ≤ 16∥P̃ − P∥2op. Substituting σpriv = 6∆P
ϵ

√
log(6/δ) and ∆P ≤

34
√
2kτ

γλ̂
from Lemma 12, we have, with probability atleast 1− β, for

n ≥ Ω

(
k4m

γ2∆

(
σ4

λ1(Σ)2
+

σ4

λ̂2ϵ2
log

(
d

β

))
log (d) log

(
1

δ

))
, and m ≥ Ω

(
1

ϵ
log

(
1

δβ

))
(31)

sin2∠(v1(P̃),v1(Σ)) ≤ ∆ and v1(P̃) satisfies (ϵ, δ)-DP. Combining the two bounds in (31), we have

n ≥ Ω

(
k4

γ2∆ϵ3
σ4

λ1(Σ)2
log

(
d

β

)
log (d) log

(
1

δ

)
log

(
1

δβ

))
Finally, we provide our bound for λ̂. Theorem 6 shows that under the above bound, a slight variation
of Algorithm 2, we have with probability 1− β, an (ϵ, δ)-DP estimator λ̂ satisfying∣∣∣λ̂− λ1(Σ)

∣∣∣ ≤ γλ1(Σ)

16
, which provides λ̂ ≥ 0.9λ1(Σ). (32)

Then, by choosing ϵ, δ, β smaller by a constant factor, and a union bound, the result follows from
(31) and (32).
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5 Private Sparse PCA: Lower Bounds

In this section, we provide our lower bounds for Problem 2 under Model 1 with γ > 0.

5.1 Pure DP lower bound

We start by proving a Ω(d/ϵ) sample complexity lower bound in Theorem 4 for pure differential
privacy for the PCA task (Problem 2) over a natural family of k-RCS covariance matrices satisfying
Model 1. We first have the following DP hypothesis-selection lower bound result due to [KSU20].

Proposition 1 ([KSU20], Lemma 6.2). Let α ∈ (0, 1] and ϵ ≥ 0, and let P = {P1, P2, . . . , Pm} be
a family of distributions such that TV(Pi, Pj) ≤ α for all i, j ∈ [m]. Suppose A : X → [m] is an
ϵ-DP algorithm such that for all i ∈ [m],

P
x1,...,xn

iid∼Pi, A
[A(x1, . . . ,xn) = i] ≥ 2

3
.

Then n = Ω( logmαϵ ).

We require some properties of bipartite expander graphs for our lower bound instance.

Definition 4. A bipartite graph G = (V,E) is said to be (c1, c2)-biregular if its vertex set can be
partitioned as V = L ∪R such that deg(u) = c1 for all u ∈ L and deg(v) = c2 for all v ∈ R.

For biregular bipartite graphs, the top eigenpair has an explicit form.

Lemma 18 (Top eigenpair of a biregular bipartite graph). Let G = (L∪R,E) be a (c1, c2)-biregular
bipartite graph, and let A ∈ R|V |×|V | be its adjacency matrix. Then λ1(A) =

√
c1c2, and the unit

vector

v :=
1√

c1|L|+ c2|R|

(√
c1 1L√
c2 1R

)
satisfies Av = λ1(A)v.

Proof. Write

A =

(
0 B
B⊤ 0

)
,

where B ∈ {0, 1}|L|×|R| is the bipartite incidence matrix. Biregularity implies B1R = c11L and
B⊤1L = c21R. A direct multiplication shows Av =

√
c1c2 v.

For the top eigenvalue, note that A2 = diag(BB⊤,B⊤B) and (BB⊤)1L = B(B⊤1L) = B(c21R) =
c1c2 1L, so c1c2 is an eigenvalue of BB⊤. Since BB⊤ is entrywise nonnegative with every row sum
equal to c1c2, its spectral radius is exactly c1c2, and hence λ1(A

2) = c1c2, i.e. λ1(A) =
√
c1c2.

For our lower bound, we use the following expander existence result of [GM21].

Proposition 2 (Theorem 1.2, [GM21]). For any positive integers g, h, t, there exists a bipartite
graph Gg,h,t = (V,E) with partite sets L and R such that
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• |L| = tg and |R| = g,

• deg(u) = h for all u ∈ L and deg(v) = th for all v ∈ R,

• λ2(A) ≤
√
h− 1 +

√
th− 1, where A is the adjacency matrix of Gg,h,t.

We are now ready to describe the construction of a k-RCS covariance matrix using a bipartite
expander graph.

Lemma 19 (k-RCS covariance construction). Assume 3 | d, and let k ≥ 6 be an even integer
satisfying k ≤ d/3. Then there exists Σ ∈ Sd×d

⪰0 such that:

1. (Sparsity) nnz(Σi,:) ≤ k for all i ∈ [d].

2. (Bounded entries) Σii = 1 for all i, and for i ̸= j, Σij ∈ {0,
√
2/(k − 2)}.

3. (Non-trivial eigengap) λ1(Σ) = 2 and λ2(Σ) ≤ 1 +
√
k−4+

√
2k−6

k−2 < 1.97.

4. (Top eigenvector) writing V = L ∪R with |L| = 2d/3 and |R| = d/3,

v1(Σ) =

√
3

4d

(
1 · 1L√
2 · 1R

)
.

Proof. Let g = d/3, t = 2, and h = (k − 2)/2 in Proposition 2, and let A be the adjacency matrix
of the resulting (h, 2h)-biregular bipartite graph on d vertices with bipartition (L,R). Then A has
maximum degree 2h = k − 2.

Define

Σ := Id +

√
2

k − 2
A.

Then Σ is symmetric with diagonal entries 1 and off-diagonal entries in {0,
√
2/(k− 2)}. Moreover,

each row of A has at most k − 2 nonzeros, so each row of Σ has at most (k − 2) + 1 = k − 1 ≤ k
nonzeros, proving the k-RCS claim.

Since G is (h, 2h)-biregular, Lemma 18 gives λ1(A) =
√
2h = (k − 2)/

√
2 and

λ1(Σ) = 1 +

√
2

k − 2
λ1(A) = 1 +

√
2

k − 2
· k − 2√

2
= 2.

Also A is bipartite so −λ1(A) is an eigenvalue of A, implying λmin(Σ) = 0 and hence Σ ⪰ 0.

For λ2, Proposition 2 yields λ2(A) ≤
√
h− 1 +

√
2h− 1 and hence

λ2(Σ) ≤ 1 +

√
2

k − 2

(√
h− 1 +

√
2h− 1

)
= 1 +

√
k − 4 +

√
2k − 6

k − 2
.

The numerical bound < 1.97 holds for all k ≥ 6.

Finally, Lemma 18 gives the top eigenvector of A proportional to the vector( √
h1L√
2h1R

)
,
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normalizing and using |L| = 2d/3, |R| = d/3 yields the displayed formula for v1(Σ). Since Σ =

I+
√
2

k−2A shares eigenvectors with A, this is also v1(Σ).

We next require a standard result showing the existence of a packing on the hypercube {0, 1}3m
with every pair separated by at least a Hamming distance, dham(x,y) :=

∑
i∈[3m] I(xi ̸= yi) of

m/2. This is classically attributed to Gilbert and Varshamov (see e.g Theorem 7 [GS03]).

Lemma 20. Let m be a positive integer and let S be the set of all binary strings of length 3m
and Hamming weight m. Then, there exists a subset Cm ⊆ S of size exp(Ω(m)) such that for any
distinct x,y ∈ C, dham(x,y) ≥ m/2.

Proof. For any distinct strings x, y ∈ S, with dham(x, y) = 2t, where t is the number of indices i such
that xi = 0 and yi = 1, we have for any x, the number of strings y ̸= x such that dham(x, y) ≤ m/2
is equal to

m/4∑
t=1

(
m

t

)(
2m

t

)
≤ m

4

(
m

m/4

)(
2m

m/4

)
≤ m

4
2mH2(1/4)+2mH2(1/8) ≤ m · 21.9m

4
.

where for p ∈ (0, 1), H2(p) := −p log(p)− (1− p) log(1− p). Since |S| =
(
3m
m

)
, a subset C of size at

least (
3m
m

)
m·21.9m

4

≥ 4

m · 21.9m
· 0.4√

m

(
27

4

)m

≥ 6 · 4m

m3/2
≥ 2× 1.8m

m1.5
,

with the desired Hamming distance property exists.

Theorem 4 (Pure-DP PCA lower bound for k-RCS covariance). Assume 3 | d, and let k ≥ 6 be an
even integer with k ≤ d/3. Fix any ϵ ≥ 0. Suppose there exists an ϵ-DP algorithm A : (Rd)n → Rd

such that for every Σ,X := {xi}i∈[n]
iid∼ N (0,Σ) generated from Model 1,

P

[
sin2∠(A(X1, . . . , Xn), v1(Σ)) ≤ 1

400

]
≥ 2

3
.

Then we must have n = Ω(d/ϵ).

Proof. Let Σ⋆ be the matrix from Lemma 19. Let K be the collection of all covariance matrices
Σ ∈ Sd×d

⪰0 such that nnz(Σi,:) ≤ k for all i ∈ [d] and maxi,j |Σij | ≤ 1. Set m = d/3 and take a code
Cm ⊆ {0, 1}d from Lemma 20, so |Cm| = exp(Ω(d)), every x ∈ Cm has Hamming weight m = d/3,
and for distinct x,y ∈ Cm,

dham(x, y) ≥ m

2
=

d

6
.

For each x ∈ Cm, let Πx be any permutation matrix that maps the coordinates with xi = 1 onto
the R-block (of size d/3) and those with xi = 0 onto the L-block (of size 2d/3), relative to the
bipartition (L,R) in Lemma 19. Define

Σx := ΠxΣ⋆Π
⊤
x , Px := N (0,Σx).

Permutation preserves PSD-ness, entrywise bounds, and row sparsity, so Σx ∈ K for all x ∈ Cm.

Let Dx := N (0,Σx). Then for every x:

29



1. Σx ∈ Sd×d
⪰0 and nnz((Σx)i,:) ≤ k for all i ∈ [d].

2. λ1(Σx) = 2 and
λ2(Σx)

λ1(Σx)
≤ 1

2

(
1 +

√
k − 4 +

√
2k − 6

k − 2

)
≤ 1− γ0,

where

γ0 := 1− 1

2

(
1 +

√
k − 4 +

√
2k − 6

k − 2

)
∈ (0, 1/2).

In particular, for all k ≥ 6 one may take γ = 0.01.

3. Dx is σ-sub-Gaussian in the sense of Definition 3 with σ =
√
2, and has covariance Σx.

Consequently, for any sample size n, i.i.d. samples x1, . . . ,xn
iid∼ Dx satisfy Model 1 with parameters

(k, d, n, γ, σ) = (k, d, n, γ0,
√
2) (or with any γ ≤ γ0, e.g. γ = 0.01).

Let vx := v1(Σx). By Lemma 19, for each coordinate i ∈ [d],

e⊤i vx =


√

3
4d , xi = 0,√
3
2d , xi = 1.

Therefore, for any distinct x,y ∈ Cm,

∥vx − vy∥22 = dham(x,y) ·
(√ 3

2d
−
√

3

4d

)2
≥ d

6
· 3
4d
· (
√
2− 1)2 =

(
√
2− 1)2

8
>

1

50
. (33)

Define the post-processed output v̂ by normalizing A:

v̂ :=


A(x1,...,xn)

∥A(x1,...,xn)∥2
, A(x1, . . . ,xn) ̸= 0d,

e1, otherwise.

This is a deterministic post-processing, hence v̂ remains ϵ-DP. Moreover, sin2∠(v̂,vx) = sin2∠(A(X),vx)
by scale-invariance of (2). Define a decoder B : (Rd)n → Cm by

B(x1, . . . ,xn) := argmin
x∈Cm

min
s∈{±1}

∥v̂ − svx∥2 .

Again B is a post-processing of A, and hence ϵ-DP. Fix any x ∈ Cm and suppose sin2∠(v̂,vx) ≤
1/400. By Corollary 3, this implies

min
s∈{±1}

∥v̂ − svx∥22 ≤ 2 · 1

400
=

1

200
, so min

s∈{±1}
∥v̂ − svx∥2 ≤

√
1

200
.

Let dsign(u,v) := mins∈{±1} ∥u−sv∥2. Then we first note that dsign satisfies the triangle inequality.
Indeed choosing s2 ∈ argmins ∥a − sc∥2 and s1 ∈ argmins ∥c − sb∥2 gives dsign(a,b) ≤ ∥a −
s2s1b∥2 ≤ ∥a− s2c∥2 + ∥s2c− s1s2b∥2 = dsign(a, c) + dsign(c,b). Rearranging yields dsign(a,b) ≥
dsign(c,b)− dsign(a, c).
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In our construction ⟨vx,vy⟩ ≥ 0 so dsign(vx,vy) = ∥vx − vy∥2, giving mins ∥v̂ − svy∥2 ≥ ∥vy −
vy∥2 −mins ∥v̂ − svx∥2. Then using the separation bound in (33),

min
s∈{±1}

∥v̂ − svy∥2 ≥ ∥vx − vy∥2 − min
s∈{±1}

∥v̂ − svx∥2 >

√
1

50
−
√

1

200
=

√
1

200
.

Hence B(x1, . . . ,xn) = x whenever sin2∠(v̂,vx) ≤ 1/400. By the assumed guarantee on A, we
conclude that

P
x1,...,xn

iid∼Px
[B(x1, . . . ,xn) = x] ≥ 2

3
.

We apply Proposition 1 to the family {Px : x ∈ Cm}. We may take α = 1 since TV(Px, Py) ≤ 1
always. With m = |Cm| = exp(Ω(d)), Proposition 1 gives

n = Ω

(
log |Cm|

ϵ

)
= Ω

(
d

ϵ

)
.

This completes the proof.

5.2 Approximate DP lower bound

We now provide our arguments for approximate differential privacy for the PCA task (Problem 2)
over Model 1. We use the following private form of Assouad’s Lemma due to [ASZ21], along with
a proof deferred to Appendix D.

Lemma 21. Let V denote a subset of {±1}d such that each s ∈ V is associated with a distribution
ps ∈ P and parameter θ(ps). Let the loss function ℓ satisfy ∀u,v,w ∈ V,

ℓ (θ (pu) ,θ (pv)) ≥ 2τ.
∑
i∈[d]

I (ui ̸= vi) , and ℓ (θ (pu) ,θ (pv)) ≤ 2 (ℓ (θ (pu) ,θ (pw)) + ℓ (θ (pw) ,θ (pv)))

For each coordinate i ∈ [d], define the mixture distributions

p+i :=
1

|V+i|
∑

s∈V,si=+1

ps, p−i :=
1

|V−i|
∑

s∈V,si=−1

ps

where V+i := {s ∈ V, si = +1} and V−i := {s ∈ V, si = −1}. If for all i ∈ [d], there exists a coupling
(X ,Y) such that X := {xj}j∈[n] ∼ p+i and Y := {yj}j∈[n] ∼ p−i with E

[∑
j∈[n] I (xj ̸= yj)

]
≤ D,

then

R (P, ℓ, ϵ, δ) := min
θ̂ is (ϵ,δ)-DP

max
p∈P

EX∼p

[
ℓ
(
θ̂ (X ) ,θ (p)

)]
≥ τd

2
.
min{|V−i|, |V+i|}

|V|
.
(
0.9e−10ϵD − 10Dδ

)
We start by a graph based construction of a family of k-RCS covariance matrices.

Lemma 22. Assume d is even and fix an even integer k ≥ 6. For each sign vector s ∈ {±1}d,
define the diagonal sign matrix Ds := diag (s) and the covariance

Σs := Id +
1

r
DsADs.

for r := k − 1. Then there exits a matrix A ∈ {0, 1}d×d such that the following hold:
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1. (Row-sparsity) nnz((Σs)i,:) ≤ k for all i ∈ [d], i.e. Σs is k-RCS.

2. (PSD) Σs ⪰ 0 and λ1(Σs) = 2.

3. (Nontrivial eigengap) writing vs := v1(Σs),

λ2(Σs)

λ1(Σs)
≤

1 + 2
√
r−1
r

2
= 1− γ0, γ0 := 1−

1 + 2
√
k−2

k−1

2
∈ (0, 1).

In particular, γ0 is an absolute constant for every fixed k ≥ 6.

4. (Top eigenvector) vs = s/
√
d.

Proof. Let g = d/2, t = 1, and h = r in Proposition 2, and let A be the adjacency matrix of
the resulting (h, h)-biregular bipartite graph, G, on d vertices with bipartition (L,R) and edge set
E. Each row of A has exactly r nonzeros. Multiplication by Ds preserves the zero pattern, hence
each row of DsADs has r nonzeros; adding 2Id adds the diagonal, so each row of Σs has at most
r + 1 = k nonzeros.

Since Ds is orthogonal, DsADs is similar to A, hence they share eigenvalues. Because G is r-
regular, λ1(A) = r, and because G is bipartite, −r is also an eigenvalue. Thus the eigenvalues of
Σs are {1 + λj(A)/r}j∈[d], so

λmin(Σs) = 1 +
−r
r

= 0, λ1(Σs) = 1 +
r

r
= 2,

and therefore Σs ⪰ 0. Proposition 2 implies |λj(A)| ≤ 2
√
r − 1 for every nontrivial j, hence

λ2(Σs) = 1 +
λ2(A)

r
≤ 1 +

2
√
r − 1

r
.

Dividing by λ1(Σs) = 2 yields the claimed ratio. Let 1 ∈ Rd be the all-ones vector. Since A1 = r1,
we have

(DsADs)s = DsA(Dss) = DsA1 = rDs1 = rs.

Therefore s is a top eigenvector of DsADs with eigenvalue r, hence also a top eigenvector of Σs,
and normalizing gives vs = s/

√
d.

Definition 5 (Edge-spike distribution). Fix a graph G = (V,E) on d vertices that is r-regular, and
write

−→
E for its set of directed edges (obtain each undirected edge in both directions), so |

−→
E | = rd.

For a sign vector s ∈ {±1}d, define a single-sample distribution Ds on Rd by:

1. draw (U, V ) ∼ Unif(
−→
E ),

2. draw g ∼ N (0, 1) independently,

3. output
x := c gDs

(
eU + eV

)
, where c :=

√
d/2.

Let pe denote the law of X = (x1, . . . ,xn) ∈ (Rd)n where x1, . . . ,xn
iid∼ Ds.
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Lemma 23 (Covariance and sub-Gaussianity). Let G be r-regular and let Ds be as in Definition 5.
Then:

1. E[x] = 0 and E[xx⊤] = Σs where Σs is as in Lemma 22.

2. Ds is σ-sub-Gaussian in the sense of Definition 3 with σ2 = d

Proof. Conditioning on (U, V ) and using E[g2] = 1, and E[g] = 0,

E[xx⊤ | U, V ] = Ds

(
c2(eU + eV )(eU + eV )

⊤
)
Ds.

Taking expectation over (U, V ) ∼ Unif(
−→
E ) gives

E[(eU + eV )(eU + eV )
⊤] = E[eUe

⊤
U ] + E[eV e

⊤
V ] + E[eUe

⊤
V ] + E[eV e

⊤
U ].

Since G is a regular graph, the uniform distribution over edges naturally induces a uniform distri-
bution over the nodes. Therefore E[eUe⊤U ] = Id/d; similarly E[eV e⊤V ] = Id/d. Also,

E[eUe
⊤
V ] =

1

|
−→
E |

∑
(u,v)∈

−→
E

eue
⊤
v =

1

rd
A, E[eV e

⊤
U ] =

1

rd
A⊤ =

1

rd
A.

Hence
E[(eU + eV )(eU + eV )

⊤] =
2

d
Id +

2

rd
A.

With c2 = d/2, we conclude

E[xx⊤] = Ds

(d
2

(2
d
Id +

2

rd
A
))

Ds = Ds

(
Id +

1

r
A
)
Ds = Id +

1

r
DsADs = Σs.

Fix any unit u ∈ Rd. Condition on (U, V ) and note that u⊤Ds(eU + eV ) is deterministic given
(U, V ). Thus

E
[
exp

(
tu⊤x

) ∣∣∣U, V ] = E
[
exp

(
t c g u⊤Ds(eU + eV )

) ]
= exp

(
t2c2

2

(
u⊤Ds(eU + eV )

)2)
.

Moreover, ∥Ds(eU + eV )∥22 = ∥eU + eV ∥22 = 2, hence
(
u⊤Ds(eU + eV )

)2 ≤ ∥u∥22 · 2 = 2. Therefore

E
[
exp

(
tu⊤x

) ∣∣∣U, V ] ≤ exp

(
t2c2

2
· 2
)

= exp

(
t2d

2

)
.

Taking expectation over (U, V ) preserves the bound, proving σ2 = d.

Definition 6. Let m := d/2. For each s ∈ {±1}m, define its embedding s̄ ∈ {±1}d by

s̄ := (1d−m, x) ∈ {±1}d, and write Σs := Σs̄, vs := vs̄.

Let V := {±1}m index the resulting family {Σs}s∈V .
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Lemma 24. For any s, s′ ∈ V, letting t := dham(s, s′), we have

⟨vs,vs′⟩ = 1− 2t

d
and sin2∠(vs,vs′) = 1− ⟨vs,vs′⟩2 ≥

2t

d
.

In particular, the loss ℓ(u,v) := sin2∠(u,v) satisfies, for all s, s′ ∈ V,

ℓ(vs,vs′) ≥ 2τ
∑
i∈[m]

1
(
si ̸= s′i

)
with τ :=

1

d
.

Proof. Since vs = s̄/
√
d, we have

⟨vs,vs′⟩ =
1

d

d∑
j=1

s̄j s̄
′
j =

d−m

d
+

1

d

m∑
i=1

sis
′
i =

d−m

d
+

m− 2t

d
= 1− 2t

d
.

Moreover, t ≤ m = d/2 implies ⟨vs,vs′⟩ ≥ 0, and hence

1− ⟨vs,vs′⟩2 = 1−
(
1− 2t

d

)2

=
4t

d

(
1− t

d

)
≥ 2t

d
.

The final display is immediate from t =
∑

i∈[m] 1(si ̸= s′i) and τ = 1/d.

Lemma 25 (Coupling for the coordinate mixtures). Fix any coordinate i ∈ [m]. Let p+i be the
mixture of {ps : x ∈ V, si = +1} and p−i the mixture of {ps : x ∈ V, si = −1} (as in Lemma 21) for
V defined in Definition 6. Then there exists a coupling (X ,Y) of p+i and p−i with X := {xj}j∈[n] ∼
p+i and Y := {yj}j∈[n] ∼ p−i such that

E

∑
j∈[n]

I (xj ̸= yj)

 ≤ 2n

d
.

Proof. Let V+i := {e ∈ V, ei = +1} and V−i := {e ∈ V, ei = −1}. Sample s ∼ Unif(V+i) and let
s′ ∈ V−i be obtained by flipping only the ith coordinate of s. Note that since V := {±1}m, then
|V+i| = |V−i| = 2m−1 and each s is mapped to a unique s′.

Now generate i.i.d. base randomness for j ∈ [n]:

(Uj , Vj) ∼ Unif(
−→
E ), gj ∼ N (0, 1),

all mutually independent. Define

xj := Ds

(
c gj(eUj + eVj )

)
.

To couple p−i, set
yj := Ds′

(
c gj(eUj + eVj )

)
.

If i /∈ {Uj , Vj}, then Ds(eUj + eVj ) = Ds′(eUj + eVj ), and hence xj = yj on this event. Therefore

P (xj ̸= yj) ≤ P (i ∈ {Uj , Vj}) = P(Uj = i) + P(Vj = i) =
1

d
+

1

d
=

2

d
.

Summing over j ∈ [n] yields the desired bound on the expected Hamming distance between the
datasets X and Y.
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Lemma 26. Assume d is even and let k ≥ 6 be even. Let r := k−1 and let G be an r-regular bipartite
Ramanujan graph on d vertices. Let P := {ps : s ∈ V} be the family of n-sample distributions from
Definition 5 paired with the padded subcube V in Definition 6. Consider the PCA loss ℓ(v̂,v) :=
sin2∠(v̂,v) and define the private minimax risk

R (P, ℓ, ϵ, δ) := min
v̂ is (ϵ,δ)-DP

max
s∈V

EX∼ps

[
sin2∠ (v̂(X ),vs)

]
, X := {xj}j∈[n] ∼ ps

Then,

R (P, ℓ, ϵ, δ) ≥ 1

8

(
0.9 exp

(
−20ϵn

d

)
− 20nδ

d

)
,

Moreover, every ps satisfies Model 1 with parameters (k, d, n, γ, σ) = (k, d, n, γ0,
√
d), where γ0 is

the constant from Lemma 22.

Proof. By Lemma 22 and Lemma 23, under ps we have i.i.d. samples from a σ-sub-Gaussian distri-
bution with σ =

√
d+ 1, covariance Σs that is k-RCS and satisfies the eigengap ratio with γ = γ0,

so Model 1 holds.

Next, by Lemma 24, the loss satisfies the Assouad separation condition with τ = 1/d over the
hypercube V = {±1}m, where m = d/2.

Finally, for each coordinate i ∈ [m], Lemma 25 provides a coupling between the mixtures p+i and
p−i with expected sample Hamming distance at most D ≤ 2n/d.

Applying Lemma 21 with |V+i| = |V−i| = 2m−1 and |V| = 2m gives

R (P, ℓ, ϵ, δ) ≥ τm

2
· 1
2
·
(
0.9e−10ϵD − 10Dδ

)
=

m

4d

(
0.9e−10ϵD − 10Dδ

)
.

Substituting m = d/2 and D ≤ 2n/d yields the claimed bound.

Theorem 5 (Approx-DP PCA lower bound for k-RCS covariances). Assume d is even and let k ≥ 6
be even. Fix privacy parameters ϵ ∈ (0, 1] and δ ≤ ϵ

100 . Let γ0 be the constant from Lemma 22. There
exists a family of distributions {Ds}s∈{±1}d/2 over Rd with covariances Σs := Cov(Ds) such that,
for every s, the pair (Σs,Ds) satisfies Model 1 with parameters (k, d, n, γ, σ) = (k, d, n, γ0,

√
d).

Moreover, if there exists an (ϵ, δ)-DP algorithm A : (Rd)n → Rd such that for every s and i.i.d.
samples X := {xi}i∈[n]

iid∼ Ds,

E
[
sin2∠(A(X ), v1(Σs))

]
≤ 1

100
,

then necessarily n ≥ d
100 ϵ .

Proof. Fix d, k, ϵ, δ as in the theorem statement. Let r := k− 1 and let G be an r-regular bipartite
Ramanujan graph on d vertices. Consider the associated family P = {ps : s ∈ V} from Lemma 26,
where ps is the law of n i.i.d. samples from the edge-spike distribution Ds (Definitions 5 and 6).

By Lemma 26, for every s ∈ V the distribution Ds is σ-sub-Gaussian with σ =
√
d and covariance

Σs that is k-RCS with parameter k and satisfies the eigengap ratio λ2(Σs)/λ1(Σs) ≤ 1−γ0. Hence
(Σs,Ds) lies in Model 1 with parameters (k, d, n, γ, σ) = (k, d, n, γ0,

√
d).
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Define the loss ℓ(v̂,v) := sin2∠(v̂,v) and the private minimax risk

R (P, ℓ, ϵ, δ) := min
v̂ is (ϵ,δ)-DP

max
s∈V

EX∼ps

[
sin2∠ (v̂(X ),vs)

]
.

Lemma 26 gives

R (P, ℓ, ϵ, δ) ≥ 1

8

(
0.9 exp

(
−20ϵn

d

)
− 20nδ

d

)
. (34)

Suppose for contradiction that n < d/(100ϵ). Since ϵn/d < 1/100, we have

exp

(
−20ϵn

d

)
≥ exp

(
−1

5

)
≥ 0.8.

Moreover, using δ ≤ ϵ/100 and n < d/(100ϵ),

20nδ

d
≤ 20 · 1

100ϵ
· δ ≤ 20 · 1

100ϵ
· ϵ

100
=

1

500
.

Substituting these into (34) yields

R (P, ℓ, ϵ, δ) ≥ 1

8

(
0.9 · 0.8− 1

500

)
≥ 1

8

(
0.72− 1

500

)
>

1

100
.

This contradicts the assumed guarantee maxs∈V E[sin2∠(A(X ),v1(Σs))] ≤ 1/100, since that would
imply R(P, ℓ, ϵ, δ) ≤ 1/100 by taking v̂ = A in the definition of the minimax risk. Therefore, we
must have n ≥ d/(100ϵ), completing the proof.

Remark 1. For comparison, the construction in Theorem 5 has two natural non-private bench-
marks. If one applies the generic Model 1 analysis based only on σ-sub-Gaussianity and k-RCS
structure, thresholding gives ∥Σ− Σs∥op ≲ kσ2

√
log d/n. Since here σ2 = d, λ1(Σs) = Θ(1), and

the eigengap is constant, this generic route requires n ≳ d2k2 log d samples for constant PCA error.
This reflects the spikiness of the construction rather than an intrinsic non-private difficulty.

For the specific edge-spike family in Theorem 5, there is also a simple distribution-specific non-
private interpretation. Each sample reveals a sampled edge (U, V ) of the underlying graph together
with the parity sUsV , since sign(xUxV ) = sUsV . Thus recovering the leading eigenvector vs = s/

√
d

reduces non-privately to recovering the vertex signs from sampled edge parities, up to a global sign.
This gives the elementary bounds Ω(d) ≤ nnonpriv,family ≤ O(kd log d) where the upper bound follows
by coupon-collecting all O(kd) edges of the base graph. Thus Õ(kd) samples suffice non-privately.

Theorem 5 shows that under approximate DP, any algorithm with constant expected sin2 error re-
quires n = Ω(d/ε). Hence the theorem should be viewed as a partial approximate-DP lower bound
showing an ambient-dimensional privacy barrier for a spiky k-RCS family.

Remark 2 (From constant-probability accuracy to expected error via boosting). Theorem 5 is
stated for algorithms achieving a small expected sin2 error. A standard boosting argument shows
that essentially the same lower bound applies to algorithms that succeed with constant probability,
up to an additional logarithmic factor in the sample size. Concretely, suppose A0 : (Rd)n0 → Rd is
an (ϵ, δ)-DP algorithm such that for every Σ,X := {xi}i∈[n0]

iid∼ D generated from Model 1,

P
[
sin2∠(A0(X ), v1(Σ)) ≤ α

]
≥ 2

3
,

36



for some target accuracy α ∈ (0, 1). Let T ≥ 1 and set n := Tn0. Given n samples, split them
into T disjoint blocks of size n0 and run A0 independently on each block to obtain unit vectors
v̂1, . . . , v̂T . Define a post-processed estimator Aboost by sign-aligning these vectors and returning
a robust aggregate, (see e.g. Lemma 3.10 in [KS24]). By parallel composition and post-processing,
Aboost is still (ϵ, δ)-DP. Consequently, there exist absolute constants C, c > 0 such that

P
[
sin2∠(Aboost(X ), v1(Σ)) ≤ Cα

]
≥ 1− e−cT .

Since sin2∠(·, ·) ∈ [0, 1], this implies the expected-error bound

E
[
sin2∠(Aboost(X ), v1(Σ))

]
≤ Cα+ e−cT .

Choosing T = Θ(log(1/α)) makes the failure term e−cT ≤ α, giving E[sin2] ≤ (C + 1)α. There-
fore, if an (ϵ, δ)-DP algorithm achieves sin2 error at most α with probability at least 2/3 using
n0 samples, then there is an (ϵ, δ)-DP boosted algorithm achieving expected sin2 error O(α) using
n = O(n0 log(1/α)) samples. Applying Theorem 5 to the boosted algorithm yields the same sample
complexity lower bound for constant-probability algorithms, up to this additional log(1/α) factor. In
particular, for any fixed constant accuracy (e.g. α = 1/100), the logarithmic factor is an absolute
constant, and one still obtains n0 = Ω(d/ϵ).
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A Utility Results

Fact 9. If M ∈ Rd×d satisfies nnz(Mi,:) ≤ k and nnz(M:,i) ≤ k for all i ∈ [d], then

∥M∥op ≤
√
∥M∥1 ∥M∥∞ ≤ k ∥M∥∞,∞ ,

where ∥M∥∞ := maxi
∑

j |[M]ij |, ∥M∥1 := maxj
∑

i |[M]ij | and ∥M∥∞,∞ = maxi∈[d],j∈[d] |[M]ij |.

Proof. Each row sum is at most k ∥M∥∞,∞ and each column sum is at most k ∥M∥∞,∞, hence
∥M∥∞ , ∥M∥1 ≤ k ∥M∥∞,∞. The claim follows from ∥M∥op ≤

√
∥M∥1 ∥M∥∞.

Lemma 27. Let τ > 0, A,B ∈ Sd×d with k-RCS A and ∥B−A∥∞,∞ ≤ τ . Then for any ρ > τ ,

∥Tρ(B)−A∥op ≤ 2kρ

Proof. We divide the analysis into two cases,

1. If [A]ij = 0, then [B]ij ≤ τ , and therefore, [Tρ(B)]ij = 0

2. Else, ∥Tρ(B)−A∥∞,∞ ≤ ∥Tρ(B)−B∥∞,∞ + ∥B−A∥∞,∞ ≤ ρ+ τ ≤ 2ρ

Define the matrices X ∈ {0, 1}d×d, [X]ij = I([A]ij ̸= 0), and Y := |Tρ(B)−A|, where |.| is
computed entrywise. Then for all i, j ∈ [d],

[Y]ij ≤ |[Tρ(B)−A]ij | ≤ 2ρ[X]ij

Then, since Y, 2ρX have non-negative entries, then by Fact 6, ∥Y∥op ≤ ∥2ρX∥op ≤ 2ρk where
the last inequality follows from Fact 9. The proof the follows by noting that ∥Tρ(B)−A∥op ≤
∥Y∥op.

Lemma 28. Let A,B ∈ Sd×d
⪰0 . Fix p ∈ [d − 1] and let V ∈ Rd×p have orthonormal columns

spanning the top-p eigenspace of B, and let V̂ ∈ Rd×p have orthonormal columns spanning the top-p
eigenspace of A. Define gap := λp(B)− λp+1(B) > 0, and assume that ∥A−B∥op ≤

gap
4 . Then,

∥∥∥VV⊤ − V̂V̂⊤
∥∥∥

op
≤

2 ∥A−B∥op

gap
.

Proof. Let V̂⊥ ∈ Rd×(d−p) be any orthonormal basis for span(V̂)⊥. Let E := A−B, and set

µ :=
λp(B) + λp+1(B)

2
, τ :=

gap

2
.

By Weyl’s inequality,

λp+1(A) ≤ λp+1(B) + ∥E∥op = µ− τ + ∥E∥op ≤ µ− τ

2
< µ,
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and similarly,
λp(A) ≥ λp(B)− ∥E∥op = µ+ τ − ∥E∥op ≥ µ+

τ

2
> µ.

Hence V̂⊥ spans the eigenspace of A with eigenvalues ≤ µ, while V spans the eigenspace of B with
eigenvalues ≥ µ+ τ . Applying Wedin’s theorem (Fact 3) with U = V̂⊥ yields∥∥∥V̂⊤

⊥V
∥∥∥

op
≤
∥A−B∥op

τ
=

2 ∥A−B∥op

gap
. (35)

We now relate this to ∥V̂⊤
⊥V∥op. Let P := VV⊤ and P̂ := V̂V̂⊤. Since P2 = P and P̂2 = P̂,

(P− P̂)2 = P−PP̂−PP̂+ P̂.

Using P̂⊥ := I− P̂ and P⊥ := I−P, we can rewrite this as

(P− P̂)2 = P(I− P̂)P+ (I−P)P̂(I−P) = PP̂⊥P+P⊥ P̂P⊥.

These two terms act on orthogonal subspaces span(P) and span(P⊥), hence∥∥∥(P− P̂)2
∥∥∥

op
= max

{∥∥∥PP̂⊥P
∥∥∥

op
,
∥∥∥P⊥ P̂P⊥

∥∥∥
op

}
.

Moreover, ∥∥∥PP̂⊥P
∥∥∥

op
=
∥∥∥(P̂⊥P)⊤(P̂⊥P)

∥∥∥
op

=
∥∥∥P̂⊥P

∥∥∥2
op

=
∥∥∥V̂⊤

⊥V
∥∥∥2

op
,

and similarly ∥P⊥ P̂P⊥∥op = ∥V̂⊤
⊥V∥2op. Therefore,∥∥∥P− P̂
∥∥∥

op
=

√∥∥∥(P− P̂)2
∥∥∥

op
=
∥∥∥V̂⊤

⊥V
∥∥∥

op
.

Combining with the Wedin bound in (35),∥∥∥P− P̂
∥∥∥

op
=
∥∥∥V̂⊤

⊥V
∥∥∥

op
≤
∥A−B∥op

τ
=

2 ∥A−B∥op

gap
.

This completes the proof.

Lemma 29 (Lemma F.4, [LKJO22]). Let x,y be unit vectors. Then

1− ⟨x,y⟩2 ≤ ∥x− y∥22. (36)

Moreover, if ∥x− y∥2 ≤
√
2 (equivalently, ∥x− y∥22 ≤ 2), then

1− ⟨x,y⟩2 ≥ 1

2
∥x− y∥22. (37)

Proof. Let ρ := ⟨x,y⟩ ∈ [−1, 1]. Since ∥x∥2 = ∥y∥2 = 1,

∥x− y∥22 = ∥x∥22 + ∥y∥22 − 2 ⟨x,y⟩ = 2− 2ρ = 2(1− ρ). (38)
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Also,
1− ρ2 = (1− ρ)(1 + ρ). (39)

For (36), using 1 + ρ ≤ 2 (since ρ ≤ 1), we have

1− ρ2 = (1− ρ)(1 + ρ) ≤ 2(1− ρ) = ∥x− y∥22,

where the last equality follows from (38). This yields (36).

For (37), assume ∥x− y∥2 ≤
√
2, i.e. ∥x− y∥22 ≤ 2. Then by (38),

2(1− ρ) = ∥x− y∥22 ≤ 2 =⇒ ρ ≥ 0,

and hence 1 + ρ ≥ 1. Therefore,

1− ρ2 = (1− ρ)(1 + ρ) ≥ (1− ρ) =
1

2
∥x− y∥22,

again using (38). This proves (37).

Corollary 3 (Sign-invariant conversion between sin2 and ℓ2). Let x,y be unit vectors, and let
s ∈ {±1} be chosen so that ⟨x, sy⟩ ≥ 0 (e.g. take s := sign(⟨x,y⟩), with the convention sign(0) = 1).
Then ∥x− sy∥2 ≤

√
2 and

1

2
∥x− sy∥22 ≤ 1− ⟨x,y⟩2 ≤ ∥x− sy∥22.

In particular, if 1− ⟨x, y⟩2 ≤ ∆, then mins∈{±1} ∥x− sy∥22 ≤ 2∆.

Proof. Let ρ := ⟨x,y⟩ ∈ [−1, 1] and choose s so that ⟨x, sy⟩ = |ρ| ≥ 0. Then ∥x−sy∥22 = 2(1−|ρ|) ≤
2, hence ∥x− sy∥2 ≤

√
2. Applying Lemma 29 to (x, sy) gives

1− |ρ|2 ≤ ∥x− sy∥22 and 1− |ρ|2 ≥ 1

2
∥x− sy∥22.

Since |ρ|2 = ρ2, this yields the displayed inequality. The final implication follows immediately.

B Deferred Proofs from Section 3

Lemma 2 (Properties of Σ from Model 3). Let Σ and {xi}i∈[n]
iid∼ N (0,Σ) be generated from

Model 3 with associated graph G. Let for all i ∈ [n], xi,b ∈ R|Cb| denotes the ith vector with coordi-
nates in the block Cb. Let a := r−k+1

2 and PG denote the graph projection operator in Definition 6,
then the following properties hold.

1. PG(Σ̂) = diag
(
Σ̂1, Σ̂2, · · · , Σ̂B

)
for Σ̂b :=

1
n

∑
i∈[n] xi,bx

⊤
i,b.

2. ∀ i ∈ [n], b ∈ [B], xi,b ∼ N (0,Σb), and ∀ b1 ̸= b2 ∈ [B], xi,b1 ⊥⊥ xi,b2.

3. ∀t > 0, P(∥Σ∥op > t) ≤ d
k (

e2

t )
a and if q ≤ a

2 , then E[∥Σ∥qop] ≤ 2 exp(4q).
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4. ∀b ∈ [B], g1
k2

n ≤ E
[
∥Σ̂b −Σb∥2F

]
≤ g2

k2

n .

5. g2 · dk/n ≤ E[∥PG(Σ̂)−Σ∥2F] ≤ g3 · dk/n.

Here g1 > 0, 0 < g2 < g3 are universal constants.

Proof. Let PG be the graph projection operator from Definition 6. For the first claim, by linearity
of PG,

PG(Σ̂) = PG

( 1
n

n∑
i=1

xix
⊤
i

)
=

1

n

n∑
i=1

PG(xix
⊤
i ).

Since G is a disjoint union of cliques on {Cb}b∈[B], the projection PG zeroes out all entries across
distinct blocks and preserves all within-block entries. Hence, for each i,

PG(xix
⊤
i ) = diag

(
xi,1x

⊤
i,1, . . . ,xi,Bx

⊤
i,B

)
,

and therefore

PG(Σ̂) = diag

(
1

n

n∑
i=1

xi,1x
⊤
i,1, . . . ,

1

n

n∑
i=1

xi,Bx
⊤
i,B

)
= diag

(
Σ̂1, . . . , Σ̂B

)
.

For the second claim, we note that conditional on Σ, we have xi ∼ N (0,Σ) with Σ = diag (Σ1, . . . ,ΣB).
Thus the marginal on coordinates in block Cb is xi,b ∼ N (0,Σb). Moreover, for b1 ̸= b2, the cross-
covariance between xi,b1 and xi,b2 is zero because Σ has no off-block entries; since the joint vector
is Gaussian, zero cross-covariance implies independence, i.e. xi,b1 ⊥⊥ xi,b2 .

Note that for each block b ∈ [B], we have

Σb ∼ InvWishart((r − k − 1)Ik, r), r := 2k ≥ 2 log(d/k).

By scaling, define matrices, ∀b ∈ [B], Mb :=
Σb

r−k−1 . Then,

Mb ∼ InvWishart(Ik, r), λmin(Σb) = (r − k − 1)λmin(Mb), λmax(Σb) = (r − k − 1)λmax(Mb). (40)

For the third claim, we start from the proof of [Nar24, Lemma 2] (Appendix A) which yields the
following sharper form: for M ∼ InvWishart(Ik, r) and all x > 0,

P
(
λmax(M) ≥ x

r

)
≤
(e2
x

)(r−k+1)/2
,

Let a := (r − k + 1)/2. Since Σ is block diagonal, λmax(Σ) = maxb∈[B] λmax(Σb), and therefore
using (40) and setting x := r

r−k−1 t, we have for all t > 0,

P (λmax(Σ) ≥ t) ≤
B∑
b=1

P (λmax(Σb) ≥ t) =

B∑
b=1

P

(
λmax(Mb) ≥

t

r − k − 1

)
≤ d

k

(c0
t

)a
(41)

where c0 := ( r−k−1
r )e2. Let Z := λmax(Σ). Then (41) implies that for all t ≥ 0,

P(Z ≥ t) ≤ min

{
1,

d

k

(c0
t

)a}
.
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Using E[Zq] =
∫∞
0 qtq−1P(Z ≥ t) dt for non-negative random variable Z, and letting t0 := c0

(
d
k

)1/a
(so that d

k (c0/t0)
a = 1), we obtain

E[Zq] ≤
∫ t0

0
qtq−1 dt+

∫ ∞

t0

qtq−1 d

k

(c0
t

)a
dt = tq0 + q

d

k
e2a
∫ ∞

t0

tq−1−a dt.

The second integral converges iff q < a, in which case it equals tq−a
0
a−q . Substituting t0 = c0 (

d
k )

1/a

yields

E[Zq] ≤

(
c0

(
d

k

)1/a
)q

+
q

a− q

(
c0

(
d

k

)1/a
)q

=

(
c0

(
d

k

)1/a
)q

· a

a− q
.

With B := d/k, r − k + 1 = k + 1 ≥ log(B), we have

Bq/a = exp
(q
a
logB

)
= exp

( 2q logB

r − k + 1

)
≤ exp

(2q logB
logB

)
= e2q,

and a
a−q = r−k+1

r−k+1−2q ≤ 2 for r − k + 1 ≥ 4q. Thus, substituting c0,

E[λmax(Σ) q] ≤ 2

(
e2

r − k − 1

r

)q

e2q ≤ 2 exp (4q) . (42)

For the fourth claim, by Claim (1), both PG(Σ̂) and Σ are block diagonal with the same blocks, so

E

[∥∥∥PG(Σ̂)−Σ
∥∥∥2

F

]
=

B∑
b=1

E

[∥∥∥Σ̂b −Σb

∥∥∥2
F

]
. (43)

Then using Lemma 2 from [Nar24], for r > 2k, we have for a universal constant c > 0 and using
(40),

1

(r − k − 1)2
E
[
λmin(Σb)

2
]
= E

[
λmin(Mb)

2
]
≥ c

r2
(44)

Since r ≥ 2k > 8, (r − k − 1)/r ≥ 1/4. Then, using (42) and (44), along with Lemma 1 from
[Nar24], there exist universal constants g1, g2 > 0 such that

g1
k2

n
≤ E

[∥∥∥Σ̂b −Σb

∥∥∥2
F

]
≤ g2

k2

n
.

The result then follows from (43) and noting that B = d/k.

Lemma 30. Let Σ be drawn from Model 3. Then,

P
(
∥Σ∥op ≤ 10

)
≥ 1− exp (−Ω (k)) .

Futher, on the event {∥Σ∥op ≤ 10} the sub-Gaussian parameter σ2 := ∥Σ∥op satisfies σ2 = O(1).

Proof. By Lemma 2, Item 3, for all t > 0,

P(∥Σ∥op > t) ≤ d

k

(e2
t

)a
, a =

r − k + 1

2
= Θ(k),

with r = 2k. Then using k ≥ Ω(log(d/k),

P(∥Σ∥op > 10) ≤ 1− exp

(
log

(
d

k

)
− k + 1

2
log

(
10

e2

))
≤ 1− exp (−Ω (k)) .
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C Private Eigenvalue Estimation for RCS Matrices

In this section, we provide an algorithm for privately estimating the operator norm of k-RCS covari-
ance matrix, Σ, i.e., satisfying Models 1 or 2, which feeds as an input to Algorithm 2, and may be of
independent interest. Our main result for this section is provided in Theorem 6. We largely follow
the same algorithm as Algorithm 2, with the same choice of the threshold τ as in (26), deviating in
the definition of the certified set and the final output.

Theorem 6. Let ϵ, δ, β ∈ (0, 1)3 and Σ,D := {xi}i∈[n] be generated based on Model 1 or 2 with
sub-Gaussianity parameter σ > 0. Then, for

n ≳
σ4

λ1(Σ)2
k2

γ2ϵ3
log

(
1

β

)
log (d) log

(
1

δ

)
log

(
1

δβ

)
there exists an (ϵ, δ) differential private algorithm, A : PrivNorm(D, λ̂, γ, k, σ2, ϵ, δ, τ, β,m), which
returns estimate λ̂ satisfying, with probability atleast 1− β,∣∣∣λ̂− λ1(Σ)

∣∣∣ ≤ γ

10
λ1(Σ)

Proof of Theorem 6. The intermediate results for this algorithm follow the same structure as Algo-
rithm 2, and therefore we only sketch the proof here.

Let D,D′ represent adjacent datasets with corresponding estimates in Line 16 of Algorihtm 3 rep-
resented as Σ̄ and Σ̄′ respectively.

From the same argument as Lemma 11, the sensitivity of T17τ (Σ̄) is bounded via triangle inequality
as ∥∥T17τ (Σ̄)

∥∥
op −

∥∥T17τ (Σ̄′)
∥∥

op ≤
∥∥T17τ (Σ̄)− T17τ (Σ̄′)

∥∥
op

≤
∥∥T17τ (Σ̄)− Tτ (Σ⋆)

∥∥
op +

∥∥T17τ (Σ̄)− Tτ (Σ⋆)
∥∥

op

≤ 34kτ

Note that we add Gaussian noise with standard deviation

σpriv =
2∆P

ϵ

√
log

(
2

δ

)
≲

kτ

ϵ

√
log

(
2

δ

)
Therefore, the privacy follows by the Gaussian mechanism (Fact 1).

For utility, we have, using the same argument as Lemma 17, via a union bound over Lemma 14
Lemma 15 both tests pass with high probability for the choice of n,m provided in those results,
and then with probability atleast 1− exp(−m/60),

∥∥Σ̄−Σ
∥∥
∞,∞ =

∥∥∥∥∥∥ 1Z
∑
i∈[n]

piΣ̂i −Σ

∥∥∥∥∥∥
∞,∞

=

∥∥∥∥∥∥ 1Z
∑
i∈[n]

pi(Σ̂i −Σ)

∥∥∥∥∥∥
∞,∞

≤ 2τ

where we used that Z ≥ 0.6m and for every i ∈ [m] with pi > 0, ∥Σ̂i −Σ∥∞,∞ ≤ 2τ . Then since
Σ is k-RCS, using Lemma 27,

∥∥T2τ (Σ̄)−Σ
∥∥

op ≤ 4kτ .
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Therefore, with probability atleast 1− exp(−m/60),∣∣∣∥∥T2τ (Σ̄)
∥∥

op − ∥Σ∥op

∣∣∣ ≤ ∥∥T2τ (Σ̄)−Σ
∥∥

op ≤ 4kτ (45)

Furthermore, with probability atleast 1− β, g ∼ N (0, σ2
priv) satisfies,

|g| ≤ kτ

ϵ

√
log

(
2

δ

)√
log

(
1

β

)
(46)

The result then follows by choosing m ≥ Ω(1ϵ log(
1
δβ )), setting the RHS of (45), (46) smaller than

γλ1(Σ)
10 and using the definition of τ in (26).

Algorithm 3 Private Operator norm Estimation for k-RCS matrices:
PrivNorm(D, λ̂, γ, k, σ2, ϵ, δ, τ, β,m)

Require: Samples x1, . . .xn ∈ Rd, gap parameter γ > 0, sparsity k, sub-Gaussian scale σ2, privacy
(ϵ, δ), threshold τ , failure β, number of batches m.

1: Partition samples into m blocks of size b := n/m and compute block covariances Σ̂1, . . . , Σ̂m

on disjoint blocks.
2: Define the certified set

C ←

{
i ∈ [m] : Tτ (Σ̂i) is k-RCS

∧
γ̂
(
Tτ (Σ̂i)

)
:= 1− λ2(Tτ (Σ̂i))

λ1(Tτ (Σ̂i))
≥ γ/2

}
.

3: Sample L ∼ BoundedLap
(
3
ϵ ,

3
ϵ log

(
12
δ

))
.

4: if |C|+ L− 3
ϵ log

(
12
δ

)
< 0.8m then

5: return ⊥
6: end if
7: for i← 1 : m do
8: fi ←

∑
j∈[m] 1

{
∥Σ̂j − Σ̂i∥∞,∞ ≤ 4τ

}
9: pi ← min

{
max

{
fi−m/2

2m/3−m/2 , 0
}
, 1
}

10: end for
11: Z ←

∑
i∈[m] pi

12: Sample ξ ∼ BoundedLap
(
21
ϵ ,

21
ϵ log

(
12
δ

))
.

13: if Z + ξ − 21
ϵ log

(
12
δ

)
≤ 0.8m then

14: return ⊥
15: end if
16: Σ̄← 1

Z

∑
i∈[m] pi Σ̂i

17: Set ∆P ← 17 · kτ
18: Set σpriv ← 6∆P

ϵ

√
log
(
6
δ

)
19: return

∥∥T17τ (Σ̄)
∥∥

op +N (0, σ2
priv)
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D Deferred Proofs from Section 5

Lemma 31. Let P1,P2 denote families of distributions over X n where X denotes a sample space
over vectors in Rd. Let p1 ∈ co (P1) and p2 ∈ co (P1) be distributions over Rd where co(P) represents
the convex hull of distributions in P. Let (X ,Y) ,X := {xj}j∈[n],Y := {yj}j∈[n] ∈ Rn×d be a coupling

between p1 and p2 with D := E
[∑

i∈[n] I (xi ̸= yi)
]
. Then for ϵ, δ ≥ 0, any (ϵ, δ)-differentially

private hypothesis testing algorithm θ̂ must satisfy,

P
(
θ̂,P1,P2

)
:= max

i∈{1,2}
max
p∈Pi

P
(
θ̂ (X ) ̸= i|X ∼ p

)
≥ 1

2
max

{
1− dTV (p1, p2) , 0.9e

−10ϵD − 10Dδ
}

where dTV(p1, p2) denotes the total variational distance between p1 and p2.

Proof. The proof follows by the same steps as the proof of Theorem 1 in [ASZ21], noting that the
notion of hamming distance for scalars, can be extended to vectors as

∑
i∈[n] I (xi ̸= yi), used in

the theorem statement.

Lemma 21. Let V denote a subset of {±1}d such that each s ∈ V is associated with a distribution
ps ∈ P and parameter θ(ps). Let the loss function ℓ satisfy ∀u,v,w ∈ V,

ℓ (θ (pu) ,θ (pv)) ≥ 2τ.
∑
i∈[d]

I (ui ̸= vi) , and ℓ (θ (pu) ,θ (pv)) ≤ 2 (ℓ (θ (pu) ,θ (pw)) + ℓ (θ (pw) ,θ (pv)))

For each coordinate i ∈ [d], define the mixture distributions

p+i :=
1

|V+i|
∑

s∈V,si=+1

ps, p−i :=
1

|V−i|
∑

s∈V,si=−1

ps

where V+i := {s ∈ V, si = +1} and V−i := {s ∈ V, si = −1}. If for all i ∈ [d], there exists a coupling
(X ,Y) such that X := {xj}j∈[n] ∼ p+i and Y := {yj}j∈[n] ∼ p−i with E

[∑
j∈[n] I (xj ̸= yj)

]
≤ D,

then

R (P, ℓ, ϵ, δ) := min
θ̂ is (ϵ,δ)-DP

max
p∈P

EX∼p

[
ℓ
(
θ̂ (X ) ,θ (p)

)]
≥ τd

2
.
min{|V−i|, |V+i|}

|V|
.
(
0.9e−10ϵD − 10Dδ

)
Proof. Let s ∈ V and X := {xi}i∈[n] ∼ ps and denote the set of all such distributions as PV :=

{ps : s ∈ V}. For an estimator θ̂ (X ), consider an estimator ŝ (X ) = argmins∈V ℓ
(
θ̂ (X ) ,θ (ps)

)
.

Then by triangle inequality, for any distribution p,

ℓ (θ (pŝ) ,θ (p)) ≤ 2ℓ
(
θ̂ (X ) ,θ (pŝ)

)
+ 2ℓ

(
θ̂ (X ) ,θ (p)

)
≤ 4ℓ

(
θ̂ (X ) ,θ (p)

)
Hence,

R (PV , ℓ, ϵ, δ) = min
θ̂ is (ϵ,δ)-DP

max
s∈V

EX∼ps

[
ℓ
(
θ̂ (X ) ,θ (ps)

)]
≥ 1

4
min

ŝ is (ϵ,δ)-DP
max
e∈V

EX∼ps

[
ℓ
(
θ
(
pŝ(X )

)
,θ (ps)

)]
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We now have,

max
s∈V

EX∼ps

[
ℓ
(
θ
(
pŝ(X )

)
,θ (ps)

)]
≥ 1

|V|
∑
s∈V

EX∼ps

[
ℓ
(
θ
(
pŝ(X )

)
,θ (ps)

)]
≥ 2τ

|V|
∑
i∈[d]

∑
r∈V

P (ŝi ̸= ri|s = r)

For each i, we divide V into two sets V+i := {r ∈ V, ri = +1} and V−i := {r ∈ V, ri = −1}, based
on the value of the ith position,

max
s∈V

EX∼ps

[
ℓ
(
θ
(
pŝ(X )

)
, θ (ps)

)]
≥ 2τ

|V|
∑
i∈[d]

 ∑
r∈V,ri=+1

P (ŝi ̸= ri|s = r) +
∑

r∈V,ri=−1

P (ŝi ̸= ei|s = r)


= 2τ

∑
i∈[d]

(
|V+i|
|V|

PX∼p+i (ŝi ̸= +1) +
|V−i|
|V|

PX∼p−i (ŝi ̸= −1)
)

≥ 2τ min{|V−i|, |V+i|}
|V|

∑
i∈[d]

∑
i∈[d]

min
ϕi:ϕi is(ϵ,δ)- DP

(
PX∼p+i (ϕi (X ) ̸= 1) + PX∼p−i (ϕi (X ) ̸= −1)

)
.

Therefore,

R (P, ℓ, ϵ, δ) ≥ R (PV , ℓ, ϵ, δ)

≥ 1

4
min

ŝ is (ϵ,δ)-DP
max
e∈V

EX∼ps

[
ℓ
(
θ
(
pŝ(X )

)
,θ (ps)

)]
≥ τ min{|V−i|, |V+i|}

2|V|
∑
i∈[d]

min
ϕi:ϕi is(ϵ,δ)- DP

(
PX∼p+i (ϕi (X ) ̸= 1) + PX∼p−i (ϕi (X ) ̸= −1)

)
.

Therefore, we have for each i ∈ [d], the summand above is the error probability of a hypothesis test
between the mixture distributions p+i and p−i. The result then follows by Lemma 31.

E Approximate DP Lower Bound for Standard PCA

In this section, we adapt the fingerprinting method of [Nar24] to prove a lower bound for approximate
DP in standard (non-sparse) PCA in Theorem 7. We work under Model 1 but do not assume any
k-RCS or sparsity structure. In particular, we assume 1-sub-Gaussian samples with covariance
Σ ∈ Sd×d

⪰0 and an eigengap λ2(Σ)/λ1(Σ) ≤ 1− γ where γ is a known parameter.

Model 4 (Spiked Inverse Wishart PCA model). Fix γ ∈ (0.1, 0.5), ν = 1600d/γ2 and unit vector
v ∈ Rd. Let

M := (1− γ)Id + γvv⊤.

Given M, draw

Σ ∼ InvWishart
(
(ν − d− 1)M, ν

)
, x1, . . . ,xn | Σ

iid∼ N (0,Σ).

Let ṽ(X ) be any (possibly randomized) estimator with ∥ṽ∥2 = 1, where X = (x1, . . . ,xn).
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Under the inverse-Wishart construction in Model 4, there exists

A =
1

ν
G⊤G with G ∈ Rν×d iid∼ N (0, 1) and A ⊥⊥ V such that

Σ = rM1/2A−1M1/2, r :=
ν − d− 1

ν
, (47)

Lemma 32. Let G ∈ Rν×d,A ∈ Rd×d be as defined in (47), η ∈ (0, 1) and define the event,

Eη := {(1− η)Id ⪯ A ⪯ (1 + η)I} . (48)

Then, for ν > 4d, and η := 6
√

d
ν , P(Eη) ≥ 1− 2e−d/2

Proof. Let smin(G) and smax(G) denote the smallest and largest singular values of G. By the
Gaussian singular value deviation inequality (e.g. [Ver10, Corollary 5.35]), for every t ≥ 0, with
probability at least 1− 2e−t2/2 we have

√
ν −
√
d− t ≤ smin(G) ≤ smax(G) ≤

√
ν +
√
d+ t.

On this event, divide by
√
ν to obtain, for u :=

√
d
ν + t√

ν
,

1− u ≤ smin

(
1√
ν
G
)
≤ smax

(
1√
ν
G
)
≤ 1 + u.

Setting t =
√
d, we have u := 2

√
d
ν < 1 for ν > 4d. Note that since,

A =
(

1√
ν
G
)⊤(

1√
ν
G
)
,

the eigenvalues of A are the squares of the singular values of 1√
ν
G. Therefore, on the same event,

(1− u)2 Id ⪯ A ⪯ (1 + u)2 Id.

Finally, note that (1+u)2 = 1+(2u+u2) ≤ 1+η and also (1−u)2 = 1−2u+u2 ≥ 1−(2u+u2) ≥ 1−η,
so indeed (1− η)Id ⪯ A ⪯ (1 + η)Id, i.e. Eη holds.

Lemma 33. Under Model 4, for any k ≥ 1 satisfying ν−d+1 > 2k, d > 10k, there exist constants
0 < gk < Gk satisfying,

(1− γ)rgk ≤
[
E
[
λmin(Σ)k

]] 1
k ≤

[
E
[
λmax(Σ)k

]] 1
k ≤ rGk.

Proof. From the definition of M in (4), we have λmax(M) = 1 and λmin(M) = 1. Let X := M
1
2A− 1

2

and Y := A− 1
2M

1
2 . Then,

Y−1(rYX)Y = rXY = Σ
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and therefore, rXY and rYX are similar and share eigenvalues. Let Σ̃ := rA− 1
2MA

1
2 = rYX.

Then,

r(1− γ)A−1 = λmin(M)A−1 ⪯ Σ̃ ⪯ rλmax(M)A−1 = A−1.

Therefore,

λmax(Σ̃) ≤ rλmax(A
−1) = rνλmax((G

⊤G)−1), and

λmin(Σ̃) ≥ rν (1− γ)λmin((G
⊤G)−1) = r (1− γ)λmin(A

−1).

Substituting r from (47), we have

(1− γ) (ν − d− 1)λmin((G
⊤G)−1) ≤ λmin(Σ̃) ≤ λmax(Σ̃) ≤ (ν − d− 1)λmax((G

⊤G)−1). (49)

Now, note that (G⊤G)−1 d
= InvWishart(Id, ν). Then, using Lemma 2 from [Nar24], for any k ≥ 1,

there exist constants 0 < gk < Gk satisfying,

gk
νk
≤ E

[
λmin((G

⊤G)−1)k
]
≤ E

[
λmax((G

⊤G)−1)k
]
≤ Gk

νk
. (50)

The result then follows by combining (49) and (50).

Corollary 4. Under the setting of Lemma 33, there exists a universal constant U > 0 such that,

E

[∥∥∥Σ− Σ̂
∥∥∥2

op

]
≤ U

(
d

n
+

(
d

n

)2
)

Proof. The inequality follows from Corollary 2 of [KL17a] with p = 2, and the observation r(Σ) :=
Tr(Σ)
λ1(Σ) ≤ d along with using Lemma 33 to bound E[∥Σ∥2op].

We now establish a posterior concentration result, following the proof of Lemma 6 in [Nar24].

Lemma 34. Under Model 4, let X := {xi}i∈[n] ∼ N (0,Σ) and Σ̂ :=
∑

i∈[n] xix
⊤
i /n. Then,

E
[
∥E [Σ|X]− Σ̂∥2op

]
≤ O

((ν
n

)2(
1 +

(
d

n

)
+

(
d

n

)2
))

.
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Proof. Note that Σ ∼ InvWishart ((ν − d− 1)M, ν), X iid∼ N (0,Σ). Then,

E

[∥∥∥E [Σ|X ]− Σ̂
∥∥∥2

op

]
= E

[∥∥∥E [Σ|X ]− Σ̂
∥∥∥2

op

]
(i)
= (1− wn)

2E

[∥∥∥Σ̂− E [Σ]
∥∥∥2

op

]
, for wn :=

n

ν + n− d− 1

≤ 3(1− wn)
2E

[∥∥∥Σ̂−Σ
∥∥∥2

op
+ ∥Σ∥2op + ∥E [Σ]∥2op

]
(ii)

≤ 3(1− wn)
2O

(
1 +

d

n
+

(
d

n

)2
)
,

≤
(

ν − d− 1

n+ ν − d− 1

)2

O

(
1 +

d

n
+

(
d

n

)2
)

≤ O

((ν
n

)2(
1 +

(
d

n

)
+

(
d

n

)2
))

.

where (i) used Fact 8, and (ii) used the definition of M to bound E[∥M∥2op], Lemma 33 to bound
E[∥Σ∥2op] and Corollary 4 to bound E[∥Σ̂−Σ∥2op].

Now let us consider Model 4. Let v1 := v1(Σ) be the top eigenvector of Σ, and define the rank-one
projector

P := v1v
⊤
1 .

LetM be an (ϵ, δ)-DP algorithm which outputs a unit vector

ṽ :=M(x1, . . . ,xn) ∈ Rd, P̃ := ṽṽ⊤.

Let x′
i be an independent copy of xi, and define the neighboring dataset

X∼i := (x1, . . . ,xi−1,x
′
i,xi+1, . . . ,xn)

and the corresponding output

ṽ∼i :=M(X∼i), P̃∼i := ṽ∼i(ṽ∼i)⊤.

Define the fingerprinting statistics

Zi :=
〈
P̃−P,xix

⊤
i −Σ

〉
, Z ′

i :=
〈
P̃∼i −P,xix

⊤
i −Σ

〉
.

Note that conditioned on Σ, P̃∼i is independent of xi, hence

E[Z ′
i | Σ] = 0 =⇒ E[Z ′

i] = 0. (51)

Moreover,
1

n

n∑
i=1

E[Zi] = E
〈
P̃−P, Σ̂−Σ

〉
. (52)
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We will use the expectation-comparison inequality of [Nar24, Proposition 5]: for neighboring datasets
(here X and X∼i), one has∣∣E[Zi − Z ′

i]
∣∣ ≤ 2ϵE

∣∣Z ′
i

∣∣ + 2
√
δ
√

E[Z2
i ] + E[(Z ′

i)
2]. (53)

Combining (51) and (53) gives an upper bound on |EZi|.

Lemma 35 (DP controls the fingerprinting statistic). Assume xi | Σ ∼ N (0,Σ) and ∥Σ∥op =

λ1(Σ). Let ρ4 := E[∥P̃−P∥4F]. Then for every i ∈ [n],

|E[Zi]| ≲ ϵ ρ +
√
δ (ρ d+ ρ) .

In particular, if δ ≤ ϵ2/d2, then
|E[Zi]| ≲ ϵ ρ.

Proof. By (51), EZi = E(Zi − Z ′
i), so (53) yields

|EZi| ≤ 2ϵE|Z ′
i|+ 2

√
δ
√

E[Z2
i ] + E[(Z ′

i)
2].

We first bound E|Z ′
i| and E[(Z ′

i)
2] using the from bound [Nar24, Proposition 3], which states that

for fixed A and x ∼ N (0,Σ),

E

[〈
A,xx⊤ −Σ

〉2 ∣∣∣∣Σ] ≤ 2 ∥Σ∥2op ∥A∥
2
F .

Conditioned on Σ and on P̃∼i, apply this with A = P̃∼i −P to obtain

E[(Z ′
i)
2 | Σ, P̃∼i] ≤ 2λ1(Σ)2

∥∥∥P̃∼i −P
∥∥∥2

F
.

Taking expectations and using Jensen’s inequality with Lemma 33 gives

E|Z ′
i| ≤

√
E[(Z ′

i)
2] ≤

√
2
√

E [λ1(Σ)2]

√
E
∥∥∥P̃∼i −P

∥∥∥2
F
≲ ρ,

and similarly E[(Z ′
i)
2] ≲ ρ2. For Z2

i , we use |Zi| ≤
∥∥∥P̃−P

∥∥∥
F
·
∥∥xix

⊤
i −Σ

∥∥
F and Cauchy–Schwarz:

E[Z2
i ] ≤

√
E
∥∥∥P̃−P

∥∥∥4
F
· E
∥∥xix⊤

i −Σ
∥∥4

F ≲ ρ2 d2,

where the last step uses the standard Gaussian fourth-moment scaling E∥xx⊤−Σ∥4F ≲ E
[
λ1(Σ)4

]
d4

and Lemma 33. Plugging these bounds into (53) gives the claim, and when δ ≤ ϵ2/d2 the
√
δ-term

is absorbed into the ϵ-term.

Combining Lemma 35 with (52) yields

E
[〈

P̃−P, Σ̂−Σ
〉]

=
1

n

n∑
i=1

E[Zi] ≲ ϵ ρ. (54)

Let v̂ := v1(Σ̂) be the top eigenvector of Σ̂ and define P̂ := v̂v̂⊤. The following deterministic
inequality lower bounds the correlation term by the sample misalignment.
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Lemma 36 (Rayleigh-gap lower bound). For any Σ ∈ Sd×d
⪰0 with eigenvalues λ1 > λ2 and any

sample covariance Σ̂, 〈
P̂−P, Σ̂−Σ

〉
≥ (λ1(Σ)− λ2(Σ)) sin2∠(v̂,v1).

Proof. Using
〈
uu⊤,A

〉
= u⊤Au,〈

P̂−P, Σ̂−Σ
〉
= v̂⊤Σ̂v̂ − v⊤

1 Σ̂v1︸ ︷︷ ︸
≥0

+
(
λ1(Σ)− v̂⊤Σv̂

)
.

The first bracket is nonnegative since v̂ maximizes the Rayleigh quotient of Σ̂. Write v̂ = cv1 + r
with r ⊥ v1 and c2 = 1− ∥r∥22. Then v̂⊤Σv̂ ≤ c2λ1 + λ2∥r∥22 and hence

λ1(Σ)−v̂⊤Σv̂ ≥ λ1(Σ)−
(
c2λ1(Σ) + λ2(Σ)∥r∥22

)
= (λ1(Σ)−λ2(Σ))∥r∥22 = (λ1(Σ)−λ2(Σ)) sin2∠(v̂,v1).

Theorem 7. Let 0 < t1 < 1 < t2, t3 be universal constants. Under Model 4, let ϵ, δ ∈ (0, 1) with
δ < ϵ2

d2
, e−d < ρ < t1 and n ≥ t2d, d ≥ t3 for sufficiently small t1 and sufficiently large t2, t3. Then,

any (ϵ, δ)-DP algorithm M : X → ṽ which achieves

E

[∥∥∥ṽṽ⊤ − v1(Σ)v1(Σ)⊤
∥∥∥4

F

]
≤ ρ4

must necessarily require n = Ω
(

d
ρϵ

)
.

Proof. We connect P̃ := ṽṽ⊤ to the leading projector P̂ := v̂v̂⊤ where v̂ denotes the leading
eigenvector of Σ̂, to provide a lower bound on the average score. Using Lemma 36,〈

P̃−P, Σ̂−Σ
〉
=
〈
P̂−P, Σ̂−Σ

〉
+
〈
P̃− P̂,Σ− Σ̂

〉
.

≥ (λ1(Σ)− λ2(Σ))

2

∥∥∥v̂v̂⊤ − v1v
⊤
1

∥∥∥2
F
−
〈
P̃− P̂,Σ− Σ̂

〉
(55)

For the second term above, conditioning on X and using Jensen’s inequality, we have

E
[〈

P̃− P̂,Σ− Σ̂
〉
|X
]
=
〈

E
[
P̃|X

]
− P̂,E[Σ|X ]− Σ̂

〉
≤
∥∥∥E
[
P̃|X

]
− P̂

∥∥∥
tr

∥∥∥E[Σ|X ]− Σ̂
∥∥∥

op

≤

√
EM

[∥∥∥P̃− P̂
∥∥∥2

tr

] ∥∥∥E[Σ|X ]− Σ̂
∥∥∥

op
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Therefore, taking expectations

E
[〈

P̃− P̂,Σ− Σ̂
〉]
≤ EX

[√
EM

[∥∥∥P̃− P̂
∥∥∥2

tr

] ∥∥∥E[Σ|X ]− Σ̂
∥∥∥

op

]

≤

√
EM,X

[∥∥∥P̃− P̂
∥∥∥2

tr

]
EX

[∥∥∥E[Σ|X ]− Σ̂
∥∥∥2

op

]

≤

√
2

(
EM,X

[∥∥∥P̃−P
∥∥∥2

tr

]
+ EX

[∥∥∥P̂−P
∥∥∥2

tr

])
EX

[∥∥∥E[Σ|X ]− Σ̂
∥∥∥2

op

]

≤

√
2
(
ρ2 + E

[
∥v̂v̂⊤ − vv⊤∥2F

])
EX

[∥∥∥E[Σ|X ]− Σ̂
∥∥∥2

op

]
(56)

Combining together with (55),

E
[〈

P̃−P, Σ̂−Σ
〉]
≥ E

[
(λ1(Σ)− λ2(Σ))

2

∥∥∥v̂v̂⊤ − v1v
⊤
1

∥∥∥2
F

]
−
√
2

√(
ρ2 + E

[
∥v̂v̂⊤ − vv⊤∥2F

])
EX

[∥∥∥E[Σ|X ]− Σ̂
∥∥∥2

op

]
(57)

Recall Σ := rM
1
2A−1M

1
2 where A is defined in (47). Then,

Σ− rM = rM
1
2
(
A−1 − Id

)
M

1
2 (58)

Let Eη be as defined in Lemma 32 with P (Eη) ≥ 1 − 2e−
d
2 . Then, under Eη, for η := 2

√
d
ν with

ν = 1600d/γ2, we have

− γ

10
≤ λmin((A)−1 − Id) ≤ λmax((A)−1 − Id) ≤

γ

10
(59)

Therefore, under Eη, using Weyl’s inequality, using (58) and (59),

|λ1(Σ)− r| ≤ rγ

10
and ,∀i > 1 |λi(Σ)− r(1− γ)| ≤ rγ

10
(60)

Therefore, under E , using 1
10 < γ < 1

2 ,

1− 3γ

2
≤

1− 11
10γ

1 + γ
10

≤ λ2(Σ)

λ1(Σ)
≤

1− 9γ
10

1 + γ
10

≤ 1− γ

2
, and

d ≥ Tr (Σ)

λ1(Σ)
≥
(
1− γ

10

)
+ (d− 1)

(
1− 11

10γ
)

1 + γ
10

≥
(
1− 3γ

2

)
(d− 1) ≥ 3d

5
(61)

Further, since λ2(Σ)
λ1(Σ) < 1, then under Eη, Σ posses a unique eigenvector.

Using Theorem-3 Item (3) [KL17b], for any fixed Σ satisfying (61), if Tr(Σ)
λ1(Σ) < cn for a universal

constant c < 1, then

E

[∥∥∥v̂v̂⊤ − vv⊤
∥∥∥2

F

]
=

A1(Σ)

n
+O

((
Tr(Σ)

nλ1(Σ)

) 3
2

)
, A1(Σ) := 2

∑
s>1

λ1(Σ)λs(Σ)

(λ1(Σ)− λs(Σ))2
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Then, using γ ∈ (0.1, 0.5),

d− 1

4
≤ 2(d− 1)

1− 3γ
2

1−
(
1− 3γ

2

)2 ≤ A1(Σ) ≤ 2(d− 1)
1− γ

2

1−
(
1− γ

2

)2 ≤ 10(d− 1)

Then, since we are operating under the domain n ≥ t2d for t2 sufficiently large, then using the bounds
on Tr(Σ)

λ1(Σ) in (61), we have Tr(Σ)
nλ1(Σ) ≪ 1, and therefore there exist universal constants 0 < c1 < c2 such

that under the event En,

c1
d

n
≤ E

[∥∥∥v̂v̂⊤ − vv⊤
∥∥∥2

F
|En
]
≤ c2

d

n

Therefore,

E

[∥∥∥v̂v̂⊤ − vv⊤
∥∥∥2

F

]
≤ E

[∥∥∥v̂v̂⊤ − vv⊤
∥∥∥2

F
|En
]
+ 2P (En) ≤ c2

d

n
+ 4e−d

Similarly, using (61),

E

[
(λ1(Σ)− λ2(Σ))

2

∥∥∥v̂v̂⊤ − v1v
⊤
1

∥∥∥2
F

]
≥ P (En)E

[
(λ1(Σ)− λ2(Σ))

2

∥∥∥v̂v̂⊤ − v1v
⊤
1

∥∥∥2
F

∣∣∣∣En]
≥ c1r

(
1− 12

10
γ

)
d

n

Using Lemma 34 along with ν := 1600d/γ2 and γ ∈ (0.1, 0.5),

E
[
∥E [Σ|X]− Σ̂∥2op

]
≤ O

((ν
n

)2(
1 +

(
d

n

)
+

(
d

n

)2
))
≤ O

((
d

n

)2

+

(
d

n

)3

+

(
d

n

)4
)

(62)

Substituting in (57), and using the domain n ≥ t2d and ρ2 > e−d, we have for a universal constant
c3 > 0,

E
[〈

P̃−P, Σ̂−Σ
〉]
≥ c1r

(
1− 12

10
γ

)
d

n
− c3

√(
ρ2 + c2

d

n
+ 4e−d

)(
d

n

)2

≥ 2c1
5

d

n
− c3

d

n

√(
ρ2 + c2

d

n

)
Then, for ρ < t1 and n ≥ t2d for sufficiently small t1 < 1, and sufficiently large t2 > 1,

E
[〈

P̃−P, Σ̂−Σ
〉]
≥ c1

5

d

n

The claim then follows by comparing with the upper bound in (54).

Remark 3. We note that Theorem 7 provides a lower bound on the sample complexity of any
algorithm achieving small error in the E[∥·∥4F] metric, via standard reduction argument such as that
in Lemma 11 of [Nar24], we can convert this to a lower bound on any (ϵ, δ)-DP algorithm achieving
small sin2 error with probability atleast 2/3 at the cost of additional logarithmic factors. Further,
note that the assumption n ≥ t2d follows from non-private PCA lower bounds (see e.g Example
15.19 [Wai19]) and can therefore be assumed without loss of generality to prove lower bounds for
private estimators.
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F Exponential-mechanism for Sparse PCA

In this section, we provide a simple information-theoretic private algorithm for Problem 2 that only
assumes sub-Gaussian samples, a positive eigengap, and sparsity of the leading eigenvector. In
particular, unlike Model 2 as defined earlier, this section does not assume that Σ is k-RCS. The
algorithm (Algorithm 4) is computationally inefficient, as it ranges over all supports of size k, but
it will be useful as a clean baseline.

Algorithm 4 Exponential-mechanism support selection for sparse PCA
Require: Samples x1, . . . ,xn ∈ Rd, sparsity k ∈ [d], privacy parameter ϵ > 0, clipping level τ > 0
Ensure: A private unit vector v̂ ∈ Rd

1: Define Sk ← {S ⊆ [d] : |S| = k}
2: for i = 1, . . . , n do
3: for j = 1, . . . , d do
4: (zi)j ← sign ((xi)j)min {|(xi)j | , τ}
5: end for
6: end for
7: for each S ∈ Sk do
8: Compute

Σ̂τ
S ←

1

n

n∑
i=1

zi,Sz
⊤
i,S

9: Compute qD(S)← λ1

(
Σ̂τ

S

)
10: end for
11: Sample Ŝ ∈ Sk from the distribution

PD(S) =
exp

(
ϵn

4kτ2
qD(S)

)∑
T∈Sk

exp
(

ϵn
4kτ2

qD(T )
)

12: Let v̂Ŝ be a top eigenvector of Σ̂τ
Ŝ

13: Set v̂j ← (v̂Ŝ)j for j ∈ Ŝ, and v̂j ← 0 for j /∈ Ŝ
14: return v̂

The following result summarize standard properties of the exponential mechanism; see [DR14] [Def-
inition 3.4, Theorem 3.10, Theorem 3.11, Corollary 3.12].

Lemma 37 (Exponential mechanism). Let R be a finite set, and let q : Dn × R → R be a score
function with global sensitivity ∆q := supr∈R supD∼D′ |q(D, r)− q(D′, r)|. Then, the mechanismM
by P (M(D) = r) ∝ exp

(
ϵ

2∆q
q(D, r)

)
is ϵ-DP. Moreover, for every β ∈ (0, 1), with probability at

least 1− β,

q (D,M(D)) ≥ max
r∈R

q(D, r)− 2∆q

ϵ

(
log |R|+ log

1

β

)
.

Let
Sk := {S ⊆ [d] : |S| = k} .
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For τ > 0, define clipped samples z1, . . . , zn ∈ Rd by

(zi)j := sign ((xi)j)min {|(xi)j | , τ} , i ∈ [n], j ∈ [d].

For each S ∈ Sk, define the clipped empirical covariance

Σ̂τ
S :=

1

n

n∑
i=1

zi,Sz
⊤
i,S ,

and the score
qD(S) := λ1

(
Σ̂τ

S

)
.

We then consider the distribution on Sk given by

PD(S) ∝ exp
( ϵn

4kτ2
qD(S)

)
.

The first lemma gives privacy.

Lemma 38 (Privacy). For every S ∈ Sk, the score qD(S) has sensitivity at most

∆q ≤
2kτ2

n

Consequently, if Algorithm 4 samples exactly from the distribution PD, then it is ϵ-DP.

Proof. Fix S ∈ Sk, and let D,D′ be adjacent datasets. Then

Σ̂τ
S(D)− Σ̂τ

S(D
′) =

1

n

(
zz⊤ − z′(z′)⊤

)
,

where z, z′ ∈ Rk are the clipped restrictions of the differing samples to S. Since ∥z∥22 , ∥z′∥
2
2 ≤ kτ2,∥∥∥Σ̂τ

S(D)− Σ̂τ
S(D

′)
∥∥∥

op
≤
∥z∥22 + ∥z′∥

2
2

n
≤ 2kτ2

n
.

Since λ1(·) is 1-Lipschitz with respect to operator norm on symmetric matrices,

|qD(S)− qD′(S)| ≤
∥∥∥Σ̂τ

S(D)− Σ̂τ
S(D

′)
∥∥∥

op
≤ 2kτ2

n
.

The claim follows from the standard privacy guarantee of the exponential mechanism (Lemma 37).

We next record the utility guarantee. Let v1 := v1(Σ).

Lemma 39 (Utility). Assume x1, . . . ,xn
iid∼ D are mean-zero with covariance Σ ∈ S⪰0, and λ2(Σ) ≤

(1 − γ)λ1(Σ) for some γ ∈ (0, 1]. Assume further that nnz(v1) ≤ k. Let v̂ be the output of
Algorithm 4 with τ = Θ

(
σ
√
log(nd/β)

)
. Then with probability at least 1− β over the exponential

mechanism and the samples {xi}i∈[n],

sin2∠(v̂,v1) ≲
1

γ
· σ2

λ1(Σ)
·

(√
k

n
log

(
d

kβ

)
+

k2

ϵn
log

(
d

kβ

)
log

(
nd

β

))
.
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Proof. For η > 0, define the event

Eη :=

{
sup
S∈Sk

∥∥∥Σ̂τ
S −ΣS×S

∥∥∥
op
≤ η

}
.

Let S⋆ ∈ Sk contain supp(v1). Since v1 is supported on S⋆, λ1 (ΣS⋆×S⋆) = λ1(Σ).

On the event Eη,
qD(S⋆) = λ1

(
Σ̂τ

S⋆

)
≥ λ1(Σ)− η.

By the utility guarantee of the exponential mechanism (Lemma 37), with probability at least 1−β,

qD(Ŝ) ≥ qD(S⋆)−
2∆q

ϵ

(
log |Sk|+ log

1

β

)
≥ λ1(Σ)− η − 4kτ2

ϵn

(
log

(
d

k

)
+ log

1

β

)
.

Since v̂ is supported on Ŝ and is a top eigenvector of Σ̂τ
Ŝ
,

v̂⊤Σ̂τ
Ŝ
v̂ = qD(Ŝ).

Using again the event Eη,

v̂⊤Σv̂ = v̂⊤
Ŝ
ΣŜ×Ŝv̂Ŝ ≥ v̂⊤

Ŝ
Σ̂τ

Ŝ
v̂Ŝ − η = qD(Ŝ)− η.

Therefore,

v̂⊤Σv̂ ≥ λ1(Σ)− 2η − 4kτ2

ϵn

(
log

(
d

k

)
+ log

1

β

)
.

Finally,
λ1(Σ)− v̂⊤Σv̂ ≥ (λ1(Σ)− λ2(Σ)) sin2∠(v̂,v1) ≥ γλ1(Σ) sin2∠(v̂,v1),

Under sub-Gaussianity, from Fact 4 and Corollary 1, taking τ = Θ
(
σ
√
log(nd/β)

)
ensures that

clipping is inactive with high probability. On this event, Σ̂τ
S coincides with the usual empirical

covariance restricted to S, and a union bound over
(
d
k

)
supports yields, with probability atleast

1− β,

η ≲ σ2

(√
k log(ed/k) + log(1/β)

n
+

k log(ed/k) + log(1/β)

n

)
.

which proves the claim.
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