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Abstract

Consider a data set X = {(u;,2):i € [n]}, where u; € Z, zV) € R* with [|z]|, < A,
for all . Two data sets are neighbouring if they have a symmetric difference of at most 1. We
consider the private release of A®) = i w<¢@ifort=1,....T, ie., the continual release of a
vector A that is incremented by a vector x; at time wu;.

Standard continual counting techniques allow us to do this with additive noise vectors with
{so-norm polylog(T'), computed in time O(kT). Motivated by applications in private sketching,
we consider the setting where only a subset of entries in A®) is released at time step ¢t and show
that we can sample an entry in a given noise vector in constant time, simulating the distribution
of standard tree-based continual counting using Gaussian noise.

1 Introduction

Differential privacy provides a strong information-theoretic guarantee of privacy with a tunable
trade-off between privacy and wutility, measured by the magnitude of noise added to query answers.
Thus, it is relevant in settings where data points may reveal sensitive information about individuals.
In this paper, we will present a reduction for maintaining a k-dimensional vector A € R¥ under
continual observation. It is easy to make a single instance of a vector private by adding, say,
Gaussian noise to the result. In the continual observation setting, queries are interleaved with
updates, and we want the whole history of query answers to be differentially private. A naive
approach would be to instantiate k versions of the classical binary mechanism using Gaussian
noise Dwork, Naor, Pitassi, and Rothblum| [2010]. This approach, which updates all k noise values
at each time step, would require (k) time per release. This is optimal if we wish to release the
whole vector. However, queries and updates may be sparse, in which case we could hope to optimise
computational time so that query time depends on the number of distinct times ¢ at which a vector
cell is queried. A canonical example of such a setting is private sketching, recently studied by
Epasto, Mao, Medina, Mirrokni, Vassilvitskii, and Zhong| [2023], |[Holland| [2025]. Consider as an
example Private Count Sketch [Zhao, Qiao, Redberg, Agrawal, Abbadi, and Wang, 2022, Pagh
and Thorupl 2022] which approximately represents a sparse vector under single-entry updates and
queries, where each update and queries only involve a logarithmic number of values from the sketch.
We present what can be seen as a time-efficient implementation of the binary tree mechanism
of Dwork et al.|[[2010] in the Gaussian noise setting that only materialises the noise values that are
actually queried.



Related work. Applying continual observation to linear sketches has previously been considered
by [Epasto et al.| [2023], but their technique requires updating every sketch entry in each time step,
making it inefficient in settings where sketches are large. [Holland [2025] developed a technique in
which sketch updates are buffered and carried out in batches when the number of updates matches
the sketch size. While this improves time complexity, buffering updates introduces significant error
for large sketches. Our result implies that such trade-offs are not necessary.

Our contribution. We show a new general technique for privately maintaining a vector under
continual observation without introducing bias. Consider the binary tree mechanism Mpr with
Gaussian noise applied to a vector A € RF. We show how there exists a mechanism simulating
M pr such that every vector update and access requires constant worst-case time.

Our technique applies broadly to dynamic private data structures and sketches that can be
made private using the Gaussian mechanism.

The idea is to sample a Gaussian additive noise value only when a vector entry is accessed, and
to store, for each entry, a logarithmic-size data structure that suffices to produce noise values with
the right covariance matrix. We consider the case where time is strictly monotone. For which we
describe a data structure such that the noise value for step ¢ can be computed in constant time,
regardless of how many time steps have passed since the last noise value was released.

Problem definition and notation. For positive integer ¢, we use [c]| to denote the set {1,--- , c}.
For a parameter Ay > 0 and integer n, consider a data set X = {(ul, )i e [n]}, where u; € Z,
@ e RF with Ha:(i)Hz < Ay for all i. Two data sets are neighbouring if and only if they have
symmetric difference of at most 1. We consider the private release of A®) = Do w<t Ti for t =
1,...,T. This can be thought of as the continual release of a vector A that is incremented by a
vector z; at time wu; (with several updates being possible at each time step). A query at time step ¢
for entry 7 € [k] releases Agt) plus an additive noise term. Any number of queries may be performed
at each time step ¢, and we seek privacy guarantees that hold without restrictions on queries. It
is possible to skip time steps, performing no queries. Last, for a bit vector v € {0,1}* and ¢ < |v|
let rank.(v) = >_;_; v; be the number of 1s in the first ¢ bits of v and let select;(v) = min{c :
rank.(v) > i} be the position of the ith 1 in v. Notation and definitions related to differential
privacy, including the Gaussian mechanism, can be found in Appendix [A]

Machine model. Our data structure is presented for a variant of the standard Word RAM
model with word size at least max(logn,logT). In particular, this allows rank and select queries
on machine words to be answered in constant time. To simplify the exposition, we assume that the
Word RAM is augmented with the ability to represent and add real-valued Gaussians, and that
fully random hash functions are available. These assumptions can be removed by making use of
discrete Gaussians |[Canonne, Kamath, and Steinke, 2022].

2 Fast Gaussian Mechanism under Continual Observation

For simplicity, we first consider the case where £ = 1 such that A € R. Additionally, we assume
that ¢ is monotonically increasing. I.e. no queries to ¢’ < ¢t can be made once time-step ¢ has been
reached. Conceptually, if A is queried at every time step, the mechanism corresponds to the classic
binary mechanism described in [Dwork et al.l 2010], with Gaussian noise replacing Laplace noise.
This variant is described and analyzed in Appendix



Recall that instead of generating all noisy values for all nodes on the path a priori, we sample
the necessary prefix sums on demand. We define an active path as being the path from the root
to leaf bin(¢’ — 1), when A is queried at time ¢’. To answer queries under differential privacy, we
maintain a noise value v/(*) corresponding to this path. For generating appropriate noise on demand
and computing vV efficiently, we define a structure DS = ({,w®), P(")) such that v} = pY

log(T)
after updating the structure. An update only occurs when A is queried. This structure contains:

1. the time stamp [ of the last time a query was made to A

2. a bit vector wl) e {0, l}bg(T), that indicates which prefix sums have already been sampled
for the active path at time [.

3. avector P() e R1°8(T) storing either prefix sums of the active path at time [ or invalid entries
that might contain anything.

For each query at time ¢, the mechanism returns A® + () where v® is updated to match the
distribution of the sum of Gaussian variables associated with the dyadic intervals covering ¢. Each
missing value is computed lazily on demand in O(1) worst-case time. Leaves are labelled with the
binary representation of 0,1...,7 —1. Internal nodes at level j are labelled by the longest common
prefix of their children.

An example where A was last queried at time [ = 19 and is queried again at time ¢t = 24 is
shown in Figure[ll In this example, there are 3 prefix sums, which correspond to nodes on the path
from the root to bin(l — 1) as indicated by w®: namely po,ps and ps. These are stored in PO,
To update the structure we compute pf, by conditioning on its predecessor py and its successor ps.
These can be found efficiently via a predecessor and successor search in w® and in doing so we
account for the partly shared path and results in v® = P5(t). Next, pi is computed by adding an
independent sample N(0,302) to p,. Since we can sample a Gaussian in constant time and that
the domain log(7T') can be contained in a machine word, this takes O(1) worst-case time.
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(a) The active path at time [;, where entry i was

queried last, and the new active path at time t.
The green part shows where the paths are inde-
pendent. The longest commen prefix of bin(l—1)
and bin(t — 1) is m = 10.

of DS after updating from time [ to time ¢. The
latter corresponds to the green path in figure (a).
The w vector shows which values correspond to
prefix sums in the current active path.

Figure 1: An example of the structure saved for each index i € [k] where log(T") = 6.

For 0 < j < log(T) each node s € {0, 1} corresponds to one dyadic interval of length 7//27. With
it we associate an independent Gaussian random variable ns ~ A (0, 02) and a set of time steps
that it contains, namely S(s) = {s o Olos(M)=lsl g0 1los(T)=ls| }, where o denotes concatenation.
Let Iy = {s |t € S(s)}, then the noise at time ¢ should be v; = > _; ns. If all 15 were sampled
explicitly a priori, computing this sum would take ©(log(7T)) time. Instead, v® depends only on



partial sums along the root-to-leaf path of bin(l; — 1) that have already been sampled and stored
in P. Recall that P; contains the sum of noise variables for the unique dyadic interval at height
|7| containing l;. When a query is performed at time ¢, we compute v® by comparing bin(t — 1)
and bin(l; — 1). Let m be their longest common prefix of bin(l; — 1) and bin(t — 1). We can
consider the sum of Gaussian random variables along the path from the root to bin(l; — 1) as a
random walk. Hence, the missing prefix sum at height |m| can be sampled by conditioning on the
previously sampled values above and below (e.g. the successor and predecessor). This is known as
a Brownian-bridge step. The remaining path from m to bin(¢ — 1) is independent of the path to
bin(l; — 1) and can thus be sampled independently. The bit vector w® is then updated to reflect
which entries of P(*) correspond to prefix sums on the current active path and which do not. For
this structure, we get:

Theorem 2.1 (O(1) time noise generation for continual counting). For every positive T, and
every o2 > 0, under the assumption that a machine word has size Q(log(T)) and rank and select
operation on a bit vector of size O(log(T)) are supported in O(1) worst-case time, there exist a
sequence of noise values v D) with the following properties:

o Forevery0 <t <T, v ~ N (0,log(T)o?) (i.i.d. Gaussian)

o Letm be the longest common prefiz of bin(t;—1) and bin(ty—1) then ¥ ty, s, Cov(vt) p(t2)) =
|m|o?.

o For every sequence t| < ty < t3 < ..., the sequence of values V%), j = 1,2,3,... can be
computed in O(1) worst-case time per sample using a data structure DS of log(T') words.

We omit the proof of Theorem to Appendix [C] due to space constraints. We can extend
the data structure above for k£ = 1 to arbitrary k£ by running it independently in parallel for each
i € [k]. Formally, consider an input sequence of the form X = {(uj,z1)) : j € [n]}, where where for
x(j)H2 < Ay. Let Mpg be a mechanism that output the vector A® +v® fort =1,..., T,
where A() = > i, <¢ i and that runs the structure DS described above independently for each
i € [k]. Pseudocode defining the Mechanism M pg, running in worst-case constant time, is given

in Appendix For M pg we can show:

Lemma 2.2 (Privacy guarantees for Mpq). Two sequences are neighbouring if one can be obtained
from the other by adding or removing one vector. Mpq satisfies p-zCDP for o > A2/(2p).

all 7,

That the noise values each have the correct entry-wise covariance, the correct distribution, and
can be efficiently sampled in worst case O(1)-worst case time via DS; for each i € [k] follows from
applying the structure from Theorem for each i by setting 02 > A2/(2p). By this parametrisa-
tion of o2, Lemma guarantees p-zCDP. Thus, we can maintain a vector A € R¥ under continual
observation using an additional O(log(7")) words per i € [k], no increase in query or update time

and without introducing any bias. Namely, each ui(t) can be computed in worst-case time O(1).

The analysis above depends on the monotonicity of t. A generalisation without this assumption
results in a data structure that uses an additional O(T') words per i € [k], as the mechanism must
store all previously sampled prefix sums from previous time steps. Additionally, because the domain
has increased significantly in size (from log(7") to T'), the structure has a worst-case sampling time
of O(loglog(T)) due to successor and predecessor searches. Thus, the generalised version for a
non-monotone ¢ would increase the query time by a multiplicative O(loglog(T")) time. Updating
time would still be unaffected.

We conjecture that a similar structure is possible under pure differential privacy, i.e., by con-
structing a Laplacian bridge.
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A  Omitted Preliminaries

When referring to p-zCDP or (zCDP), we refer to the definition by Bun and Steinke [2016]:

Definition A.1 (p-Zero-Concentrated Differential Privacy (p-zCDP), Bun and Steinke| [2016]). A
randomised mechanism M : X¢ — Y is (e, p)-zCDP if for all neighbouring x,2’ € X such that x
and 2’ only differ in one element and for all « € (0, 00):

Do(M(z)[|M(2')) < £ + pa

where D, (M (x)||M(z')) is the a-Rényi divergence between the distribution M (x) and the distri-
bution M (z').
A randomised mechanism M : X¢ — )Y is p-zCDP if it is (0, p)-zCDP.

When referring to approximately differential privacy and pure differential privacy, we refer to the
definition by Dwork and Roth| [2014]:

Definition A.2 (Differential Privacy, [Dwork and Roth [2014]). A randomised mechanism M :
X¢ — ) is (e,0)-differentially private for € > 0 and 6 > 0 if for all subsets of outputs S C Y and
for all neighbouring z, 2z’ € X¢ such that ||z — 2'[|; <1 it holds that:

Pr[M(x) € S] < expePr[M(z') € S| +6
M satisfy approximate differentially privacy when § > 0 and pure differential privacy when § = 0.

Moreover, we characterize the Gaussian Mechanism under zCDP:

Definition A.3 (Gaussian Mechanism, Bun and Steinke [2016]). A function ¢ : X™ — R has
sensitivity Ag if Vo, 2’ € X™ differing in a single entry satisfy that |g(z) — g(2")| < Az. Let g be a
sensitivity-As query then the mechanism M : X™ — R, that releases a sample from A (q(:c), 02)
satisfies (A3/(20%))-zCDP.

B A Classical Continual Counting Mechanism with Gaussian Noise

We revisit a classical mechanism of Dwork, Naor, Pitassi, and Rothblum [2010] for privately releas-
ing estimates of prefix sums p; = >, z; of an input stream zo,...,z7_1 € R, where T'> 1 is a
power of two. Inputs xg, ...,z7_1 and z{,..., 25, are considered neighbouring if they differ in at
most one coordinate ¢ where |z; —2}| < 1. The mechanism is defined in terms of a complete, rooted
binary tree with T" leaves numbered 0,...,7 — 1. We associate a noise variable N, with each node
v of the tree, and let P, denote the set of nodes on the path from the root node to v. At step t+ 1,
after receiving input x¢, the mechanism releases the prefix sum estimate

Dt =pt+ Z N, .
’UGPt

It is shown in [Dwork et al., 2010] that if N, ~ Lap((logy(T") 4+ 1)/e) the vector p of prefix sum
estimates satisfies e-differential privacy. In turn, this implies that it satisfies p-zero-concentrated
differential privacy with p = £2/2 |[Bun and Steinke, |2016]. The variance of each estimate is

Var[py] = 2(logy(T) +1)°/e* = (logy(T) +1)*/p.



Changing the noise distribution. We now consider the same mechanism with Gaussian noise,
i.e., where N, ~ N(0,0?), under p-zero-concentrated differential privacy. It is clear that Var[p;] =
(logy(T) +1)0?, so what remains is to figure out how o should depend on p and T'. Tt turns out that
the maximum variance of this mechanism is better than of other classical binary tree mechanisms
such as the mechanism of |Chan, Shi, and Song] [2011], and it matches the asymptotic error of the
much more complicated smooth binary mechanism |Andersson and Pagh [2023] .

Let L be the linear map that takes a vector y of dimension 27" — 1 indexed by the vertices in
the complete binary tree such that for ¢ = 0,...,7 — 1 we have (Ly); = > cp, Yo- As above we
assign numerical indices v = 0,...,7 — 1 to the leaves and use indices v = T,...,2T — 1 for the
internal nodes. Next, we describe a linear map R such that the composition LR is the all-ones
lower triangular matrix, i.e., LRx = p. Define the sign s(v) of a non-root node v to be —1 if v is a
left child and +1 if v is a right child, and let sib(v) denote the sibling of a non-root node wv.

1—7T-1
2 24=0
(V) D tsib(v)ep, Tt if v is a non-root internal node

x; if v is the root node

(Rx),y =

D= N[

(zy — 8(V) Tgin(p)) if v is a leaf

That is, the root node is associated with the sum of all inputs multiplied by %, each internal node v
is associated with the sum of all inputs corresponding to leaves in its sibling’s subtree multiplied by
% s(v), and each leaf node is associated with % times either a sum or a difference of sibling values.
By definition (LRz); = (L(Rx)): = ), cp,(Rz)y. We argue by induction on the depth that for

every internal node w,

max{i:weP;}
Z(Rw)v: Z e | — <5 Z :vt> . (1)

vE Py, t=0 t:we Py

That is, the sum along a path from the root to w is equal to the sum of all elements up to and
including the leaves below w minus % times the sum of leaves below w. This is clearly true when
w is the root element. For the induction step we assume that the statement is true for w’s parent
and see that adding (Rx),, exactly matches the claimed difference. In turn, for a leaf node ¢ with

parent w we have, using ,

Z (Rz)y = ( Z (Rx)v> + % (zt — xsib(t))

veEP vE Py,
max{t:weP;}

= Z i | — % Z Ti | + % (zt — s(v) UCsib(t)) = Dt,

i=0 weP;

where the last equality is obtained by checking the cases where t is a left and a right child, respec-
tively. With the linear maps L and R defined we see that the mechanism can be written in the
form of a factorization mechanism:

p=L(Rz+ N),

where N ~ N(0,02)?~1. To analyze the privacy we first note that the fy-sensitivity of Rz
is Ay(R) = %\/ log,(T') +2. This is because changing one input z; by A < 1 changes exactly
(logy(T) + 2) values (Rx), by A/2 < 1/2, one changed node for each internal level and two at the
leaf level.



We can now apply the standard zCDP bound for the Gaussian mechanism to Rz. Releasing
Rz + N with N ~ N(0,0%)?T~1 satisfies p-zCDP with p = As(R)?/(20%) = (logy(T) +2)/(802),
and since p = L(Rz 4+ N) is a (deterministic) post-processing of Rz + N, the released vector p
satisfies the same privacy guarantee [Bun and Steinke| 2016]. Equivalently, we can choose 02 =
(logo(T) + 2)/(8p), resulting in Var[p;] = (logy(T) + 1)o? < (logy(T) + 2)2/(8p). This matches
the asymptotic variance of the smooth Gaussian mechanism but avoids a lower-order term that is
significant whenever 7' is not very large.

C Omitted Proofs
C.1 Proof of Theorem 2.1]

Proof. Let DS = (l ,w®, P(l)) as defined above in section 2. First, consider the space complexity of
updating the structure necessary to answer v over T time steps. In the binary tree mechanism in
Dwork et al.| [2010], based on dyadic decompositions, each time step ¢ is contained in exactly one
dyadic interval for each of the log(T") levels of the tree (see the modified version in Appendix .
Hence, at most log(7T") independent Gaussian random variables contribute to ensure privacy for
index ¢ over T time steps; each corresponding to a node from the root to the given time step.
Additionally, since the global time counter ¢ increases monotonically whenever A is updated, once
the mechanism completely passes a dyadic interval, that interval will never be part of a root-to-leaf
path for any future time steps. Thus, it suffices to store the prefix sum only along the current path
from the root to bin(t — 1) of length O(log(T)). As a result, P*) uses at most O(log(T')) words,

and w® uses a single machine word of size O(log(T')). Thus, each entry of l/l-(t) uses O(log(T")))
words.

We will briefly outline the structure of w(), which records which prefix sum in P®) currently
corresponds to the active path from the root to node [. Formally:

0) 1 if PU has been sampled and corresponds to the path from the root to node bin(l — 1)
w =
0 otherwise

As a result, w® encodes exactly which prefix sums, corresponding to the root-to-bin(/—1) path, are

)

sampled. In particular, if w; =1, the stored value Pj(l) is valid and should be considered in future

@

updates, and if w;” =0, Pj(l) is either not sampled or corresponds to a previous path and should

thus be disregarded. Thus, importantly, values in P® are never deleted. Instead, when sampled in
time ¢, w) is updated to w® such that only entries consistent with the path to bin(t — 1) remain
marked as valid.

Next, consider the time required to sample the noise value I/i(t). Namely how we can construct
(t, w®, P(t)) from (l, w®, P(l)). Recall that at time step t, DS = (l, w®, P(l)) is available and that:
Vz‘(t) = PlSZ(T
I; be the log(T') dyadic intervals that contain [. Let m be the largest common prefix of bin(l; — 1)
and bin(¢ —1). Note that m describes the last shared node on their common path and I; N I} = I,.

)= > se1, s » where I is the O(log(T")) dyadic intervals that contains ¢. Similarly, let

To compute PISZ(T), we need to sample P‘(mt)‘ To do so, we need efficient access to the previously

computed successor and predecessor in PY for which we will use w®). Recall that the size of w®
is O(log(T)) bits and thus fits in a single machine word by assumption. [Vignal [2008] shows that
all predecessor and successor queries can be performed in O(log(T')) worst-case time using rank/



select operations. Specifically for m:

succ(|m|) = min (j > |m| | w]j] = 1) = select (rank(|m|) + 1)
pred(|m|) = max (j < |m| | w[j] = 1) = select (rank(|m|) — 1)

If [ = t, then the correct prefix sum has already been computed, and we can simply output

p®

log(T)* Otherwise, we can have one of two cases:

1. if I is not set (i.e. index i is queried for the first time)

2. the path from the root to the node bin(l — 1) overlaps with the path to bin(t — 1)

For the first case, wJ(D =0Vje{l,...,1og(T)} as no prefix sums have previously been sampled.
The path to bin(¢ — 1) is thus fully independent of previous sampled paths and we can sample
Plgg);(T) ~ N (0,log(T)c?), set wl(:;?g(T) = wgt) =1 and set [ =t all in O(1) worst-case time.

For the second case, bin(t — 1) and bin(l — 1) have a non-empty longest common prefix. Let

a < m < b be the nearest nodes above and below m such that w|( )‘ = w|(é|) That is |a| = pred(|m|)

and |b| = succ(|m|). Recall that these can be found in O(1)-time in w® via Vigna [2008]. Per
induction, P|(|) and P\(I) are already generated and correspond to prefix sums along the path from
the root to bin(l). Each of these prefix sums can be considered as a Gaussian random walk. Thus

the joint distribution (P( ) p Pg‘)) is a multivariate Gaussian with covariance Cov(P. pY P(l))

la * = [m|® g
min {j1,j2} 02 for (j1,42) € {(lal, |b]), (|b], |m]), (Jal,|m|)}, which correspond to their shared path.
Note that a multivariate Gaussian is fully defined by its covariance matrix and its mean (see
Anderson [2003]) By conditioning on the endpoints, we get a Brownian bridge. Hence, we can

1) 1)

sample P | (P, Py]) as:
0 p W Iml=lalrpo  poy (ml = la)(bl = |m]) ,
Bl (Pl Pi) ~ N<Pa| e (B =R

Sampling and setting PIEQI accordingly takes O(1) worst-case time. Once P‘(Tln) is sampled, the path

below m is independent of all previous samples and of all predecessors of m. Therefore, it can be

sampled independently and Pl(otg)(T) can be sampled as: Therefore:

BY 1y = i)+ N (0, (log(T) — [ml)o2)

Note that P( )(T) ~ N(O,log(T)aQ), so overwrites the old value Plg;(T) and Pj(t) = Pj(l) Vj €

(1,..., hy,) are valid prefix sums. The remaining are not, as all bits below h,, correspond to nodes
in the old subtree containing bin(l; — 1), but not bin(t — 1). Hence, the last step is to update w(®
accordingly. Recall that w(® fits in a single machine word, and thus this can be achieved by clearing
the |m| — 1 least significant bits from w(®) to obtain w®. This can be done via bit-shifting in O(1)

worst-case time. Lastly set wl(Qg(T) = 1 and update [ to ¢; all in O(1) worst-case time.

This completes the construction for sampling l/i(t) in O(1) worst-case time. O

10



C.2 Pseudocode

Algorithm 1 No1SEUPDATE(DS;, t,02,T)

Require: Data structure for coordinate i at last query: DS; = (I;, wh) | P(i))

Ensure: Given ¢ > [;, updated DS, =

10:
11:
12:
13:
14:
15:
16:
17:

18:
19:
20:
21:

22:
23:
24:

25:
26:
27:
28:

1:
2
3
4
5:
6
7
8
9

Invariant: If wj(Z - =1 then P( 0=

: L+ logT
: if [; is unset then

wh) 0

P o0

Sample P(Z ~ N(0, Lo?)

(z t) 1, w(z t)

l; —t

return (DS} = (I}, w
end if
if [; =t then

return (DS, yi(t) = Pg))
end if
u < bin(l; — 1),
m < LCP(u,v)
B < |m|
he + predw(lz (h ),

() “hm)
72 hb e

. N, )
~ NP (L = b))

+— 1,

1), pli))

v < bin(t — 1)

Sample P

Sample P
bin(t — 1)
w(ift) < w(iali)

for j=h,+1toL—1do
wj(»l’t) ~—0

end for
I+t

return (DS} = (I}, w

Lwl® | PO)) and noise value v,
_ plo,

hy < SUCC,,(i.1; y(hm)

0 _ pli),

> first query to coordinate i

> invariant preserved since Péi) and PS) have been set

> already queried at this time

> longest common prefix
> height/level where paths split
> nearest valid levels above/below h,,

> Brownian-bridge step conditioning on endpoints

> sample new independent tail from level h,, to leaf

> can be implemented in O(1) time with a bit-mask

> invariant preserved since P,EZ and P]Ei) have been set

PY)
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