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Abstract

Training generative models on massive datasets has raised concerns that training
on copyrighted works may constitute infringement. Recent legal analyses argue
that if a model retains intrinsic, work-specific, training-induced information about
a specific copyrighted work, the model itself is a “copy” of the work, in the sense
of copyright law. Motivated by U.S. copyright doctrine, we develop an operational
and auditable framework for quantifying claims of model copying that focuses on
two necessary evidentiary conditions: Access, that the model was trained on the
work, and Similarity, that protected expression from the work is reconstructible
from the model. Our framework formalizes these notions through worst-case adver-
sarial games, parameterized by auxiliary information and model access, and limits
the success of adversaries performing membership inference for Access and data
reconstruction for Similarity. We show that our framework is achievable, controls
the risk of generating copyrighted content, and that existing copyright protections
fail to provide meaningful guarantees under our framework. We also empirically
evaluate our framework on image diffusion models and language models. Alto-
gether, our framework provides operational, quantitative, and auditable evidence to
inform copyright litigation for generative models.

1 Introduction

Generative AI models have achieved remarkable success, driven by training on extensive and diverse
datasets spanning various domains, including images, text, code, music, and more [1, 2, 3, 4, 5, 6, 7].
However, this success has raised concerns about whether training models on copyrighted data
constitutes copyright infringement [8, 9, 10, 11]. Such concerns have even resulted in litigation, such
as the recent lawsuit filed by The New York Times against OpenAI for copying millions of the Times’s
copyrighted works1. Excluding all copyrighted content is considered impractical [12], and training
on copyrighted material does not necessarily result in infringement [13, 14]. This highlights the
necessity for understanding the conditions under which a generative model infringes on the copyright
of its training data.

Determining infringement is complex, as the outcome of claims frequently relies on factors that vary
widely between cases, such as de minimis copying, fair use, and market harm; analyzing such factors
is widely considered algorithmically intractable [13]. Irrespective of other factors involved in an
infringement claim, a necessary condition for an infringement claim is proof of copying [14].

1https://nytco-assets.nytimes.com/2023/12/NYT_Complaint_Dec2023.pdf
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In the context of generative AI, sufficient proof of copying substantively indicates that an artifact of
the model is influenced by the copyrighted work. One direction, motivated by previous work [13]
and litigation, treats model output as an artifact. However, model generations sensitively depend
on user-provided input and can be considered model misuse, a defense employed by OpenAI in
copyright litigation2. A second, stricter view, promoted by recent technical and legal analyses [14],
treats the trained model itself as the relevant artifact, and asks whether the model’s weights encode
protected expression from a particular work. Under this perspective, providing evidence for copying
requires showing that the model retains intrinsic, work-specific, training-induced information about
the work. Showing this then constitutes meaningful evidence that the model itself is a “copy” of the
copyrighted work, in the sense of copyright law.

Consequently, focusing on this second view, we consider necessary evidentiary conditions for a
model to constitute a copy of copyrighted content by the Ninth Circuit3. The plaintiff (those owning
the copyright) must demonstrate Access, that the defendant’s model was trained on some form of the
copyrighted content, and Similarity, that the model contains reconstructible expression highly similar
to the copyrighted content.

Our Contributions. We develop a framework for quantifying model-level copying risk via
evidential criteria for Access and Similarity. We formalize these notions by studying the properties
of a meaningful accusation of (i) accessing or (ii) being able to reconstruct copyrighted data. A
reasonable definition of copyright protection should therefore limit the ability of an adversary to
(i) infer whether a given copyrighted sample was used in training, or (ii) generate a reconstruction
that is similar to the copyrighted sample. We show that our notions of protection are auditable,
achievable, that the popular Near Access-Freeness framework [15] can leak copyrighted data, and
that our framework protects against the generation of copyrighted content. We support our theoretical
analysis with an empirical evaluation of our framework on image diffusion models and language
models, supporting the use of our framework to inform copyright litigation.

2 Related Work

Understanding copyright for generative AI. Legal literature has studied how U.S. copyright law
applies to generative AI. In particular, the works of Lee et al. [8], Cooper and Grimmelmann [14]
emphasize a model-centric view of infringement, hinging on whether the trained model contains
extractable, work-specific protected expression induced by training. We view this perspective as a
key factor motivating our framework’s design.

Provable copyright protection. Recent work proposes preventative notions of copyright protection
by formalizing conditions under which a model is unlikely to produce copied generations. Vyas et al.
[15] propose Near Access-Freeness (NAF), which limits the distance between the output distributions
of models trained with copyrighted data to counterfactual models trained without this data. Existing
critiques point out NAF’s misinterpretations of copyright law [13] and construct counterexamples, a
line of work which we extend [16]. Additionally, Cohen [16] introduces blameless copy protection,
which aims to limit copying risk for non-malicious users . We show a similar guarantee using our
framework with fewer assumptions. While our work has implications towards provable copyright
protection (see Sections 4.2 and 4.3), our framework is explicitly distinct from output distributions,
and focuses instead on a model-centric view of infringement. Furthermore, previous copyright
frameworks lack an auditability property [15, 16], which our proposed framework enjoys.

In the interest of brevity, we discuss additional related work in Appendix A.

3 A Framework for Access and Similarity

In this section, we discuss the motivation and setting of our work, the framework, and its key
properties. We summarize the operational form of our framework in Fig. 1.

2https://openai.com/index/openai-and-journalism/
3https://www.ce9.uscourts.gov/jury-instructions/node/261
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Figure 1: Operational form of copyright evidence framework for establishing Access and Similarity,
for a model trained on set PE(C) which shares expression with copyrighted data C (see Section 3).

3.1 Legal Preliminaries and Problem Setting

Before we outline our framework, we refine the translation between the legal concepts we aim to
address, the process of training a model, and the intended goals of our framework. Notation. Let
W be the set of all works (e.g. images, documents), and let C be the set of copyrighted works. We
generally consider C 2 C. We denote the training algorithm Train : 2W ! � mapping a dataset
D+ � W to a model parameter � 2 �. We use p� to denote the model’s output distribution.

From works to protected expression. We consider the formal notion of a work, which is the result
of specific expression resulting in the work’s creation. A copyright applies to the specific expression
associated with a work, not with its ideas, which are explicitly uncopyrightable [17]. We refer to
these expression-defining elements, which may be copyrighted, as protected expression.

Now, consider a copyrighted work C 2 C � W . The works sharing protected expression with C
will form a class of protected expression PE(C). Intuitively, PE(C) includes exact copies and works
preserving protected expression, but excludes works that share only un-copyrightable components.
Assume that we train on a dataset D+ satisfying D+ \PE(C) 6= ;. We define this intersection below,
which describes the set of elements in D+ sharing protected expression with C. Naturally, we also
define D� = D+ nWC , the training elements that do not share protected expression with C.

Definition 3.1 (Protected Expression Set). We say that WC is the protected expression set with
respect to some copyrighted C 2 C and dataset D+ with WC = D+ \ PE(C) 6= ;.

Training a copying model. Consider the case where we train a model �  Train(D+). Critically, �
depends on the copyrighted data C through expression-sharing works WC � D+. In particular, note
that WC may not contain C, making the dependence of � on the data C challenging to ascertain.

The litigation process. If the copyright holder suspects that the model weights � infringe on their
copyright, then they will enter litigation as the plaintiff against the model provider as a defendant. In
this setting, it is challenging for both the defendant and the plaintiff to make meaningful statements
about Access or Similarity. For Access, a naïve approach is to examine D+ to find elements of WC .
However, D+ may be extremely large, and the expression-sharing elements WC may not be known
a priori, making this challenging [8]. For Similarity, examining the high-dimensional generative
distribution p� and weights � themselves is computationally infeasible. With this in mind, our
framework isolates the elements of a meaningful accusation by a plaintiff and uses these to produce
meaningful protections for the defendant, providing evidence for or against Access and Similarity.

3.2 Evidence-based Criteria for Access

To establish Access, the plaintiff must demonstrate that the defendant’s training data involved WC .
This leads to an adversarial setting between the plaintiff and the defendant: the defendant trains a
generative model, while the plaintiff seeks to determine whether the model has utilized the copyrighted
data based on the model and the dataset. We formalize this game below.
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Definition 3.2 (Access inference game). The defendant flips a fair coin b. If the outcome is heads
(b = 1), the defendant returns �  Train(D+), which involves copyrighted samples WC . Otherwise,
the defendant returns �  Train(D�). The plaintiff employs a decision algorithm M to deduce the
value of b using the following information: (1) the dataset D� and the copyrighted data C, and (2)
access to �. M outputs bb = M(D�; C; �) 2 f0; 1g.

This can also be viewed as the membership inference game [18], although we assume a strictly
weaker threat model, where none of the elements of WC are explicitly known to the plaintiff. In this
setting, Definition 3.2 defines a decision problem whose difficulty is an intrinsic property of Train
and the pair (D+; D�). LetM denote a class of decision algorithms for the Access inference game.
For brevity, we will often elide the dependence of M on (D�; C) and write M(�).

Success Criterion in the Access Inference Game. We evaluate the plaintiff’s utility by the tradeoff
between detecting access when it occurred and avoiding false accusations when it did not. Any M
induces the true positive rate and false positive rate

TPR(M) = P� Train(D+)

�
M(�) = 1

�
; FPR(M) = P� Train(D�)

�
M(�) = 1

�
;

where probabilities are taken over all randomness in Train, in the plaintiff’s access to �, and in M .
Although there exist other metrics for evaluating success in decision algorithms (e.g. the ROC curve),
such metrics equally prioritize true positives and false negatives: to have more fine-grained control
on M , we instead consider TPR(M) and FPR(M).

We first focus on the Access inference game from the plaintiff’s perspective. Here, the plaintiff’s
accusation takes the form of a decision algorithm M . A nontrivial accusation as evidence in litigation
should achieve non-negligible detection power while controlling false accusations. Therefore, we
propose the following definition, which parametrizes the significance level of an accusation.
Definition 3.3 ((�; �)-Access-Accusation). A plaintiff’s accusation, or equivalently their decision
algorithmM 2M, satisfies (�; �)-Access-Accusation with respect to the copyrighted data C, works
WC , and datasets (D+; D�) if

P� Train(D+)

�
M(�) = 1

�
� �; P� Train(D�)

�
M(�) = 1

�
� �:

If the plaintiff’s decision algorithm satisfies (�; �)-Access-Accusation with large � and small �, then
the accusation has a high probability of discerning whether WC was used to train the model.

Conversely, the defendant, who wishes to disprove Access, seeks to increase the intrinsic difficulty of
this decision problem, so that any accusation with a controlled false positive rate necessarily has low
power. With this in mind, we propose the following definition.
Definition 3.4 ((�; �)-Access-Evidence). A generative model � satisfies (�; �)-Access-Evidence
with respect to copyrighted data C, works WC , and dataset D� if

sup
M2M�

P� Train(D+)

�
M(�) = 1

�
� �;

where we defineM� =
�
M 2M : P� Train(D�)

�
M(�) = 1

�
� �

	
.

Similar to the plaintiff’s setting, � controls the probability of a false accusation of Access. Taking
� smaller restricts attention to highly conservative predictors, reflecting the fact that unreliable
accusations should not be considered meaningful. � upper bounds the probability that any such
conservative predictor can correctly detect access when it occurred. A small � certifies that the
plaintiff’s optimal decision algorithm M 2 M cannot reliably establish Access. Guarantees in
(�; �)-Access-Evidence are independent of the existence of a particular algorithm M 2 M, and
consequently provide a model-level, attack-independent measure of evidence towards refuting Access.

3.3 Evidence-based Criteria for Similarity

We now turn to Similarity. Whereas Access concerns whether the defendant’s training process
used data containing protected expression from a work, Similarity concerns whether protected
expression from that work is recoverable from the trained model. Analogously, we consider a
reconstruction game in which the plaintiff attempts to reconstruct copyrighted content through access
to the defendant’s trained model.
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De�nition 3.5 ( Similarity reconstruction game). The defendant returns a model�  Train(D + ).
The plaintiff is given the reference datasetD � , a prior distribution� over copyrighted contentC 2 C,
and access to� . The plaintiff chooses a reconstruction algorithmR 2 R and outputs a candidate
reconstructionbC = R(D � ; �; �):

In this setting, we provide additional information onC in the form of the prior� . In this formulation,
the reconstructibility of copyrighted content is determined byTrain, the datasets(D + ; D � ), and the
prior �. We also suppress the dependence of R 2 R on (D� ; �) and write R(�).

Success Criterion in theSimilarity Reconstruction Game. To evaluate a reconstruction attempt,
we require a notion of when an output should be regarded as “similar” to a copyrighted work. Fix a
similarity functiond(�; �) and a threshold� � 0 . For a givenR 2 R , the plaintiff succeeds whenever
d
�
C; R(D � ; �; �)

�
< � . Previous work on data reconstruction attack also tracks other quantities,

such asE [d(C; R(�))] [19]. However, we are particularly interested in the worst-case probability of
reconstruction, so we directly control the probability of achieving similarity below a threshold.

Distance functions and protected expression. A distance function is necessary to evaluate the
expression-preserving similarity of a reconstructed sample. Given the highly nonlinear nature of
protected expression, it is challenging to summarize it via a single distance measure [20]. Thus,d
should be selected to re�ect a domain-speci�c notion of similarity most aligned with the modality.

Prior information via � . The task of reconstructingC given D+ depends on the information
available to the plaintiff's algorithm aboutC. We encode this information through a prior� , in line
with previous work on data reconstruction [19, 21]. The concentration of� aroundC determines the
hardness of reconstruction. For example, if� = � C , thenR 2 R can simply returnC even without� .
In contrast, if� = Uniform(W) , reconstruction is the most challenging, as� provides no additional
information regardingC. In practice,� ought to re�ect some, but not all, information aboutC; for
example, � may correspond to the set of all images with a certain caption or lexical description.

We now formalize evidence for Similarity from the perspectives of both plaintiff and defendant.

De�nition 3.6 ( (�; 
) -Similarity-Accusation). A plaintiff's accusation, or equivalently their recon-
struction algorithmR 2 R , satis�es(�; 
) -Similarity-Accusationwith respect to the copyrighted
prior �, similarity function d(�; �), and dataset D+ if

PC��; � Train(D + )

�
d
�
C; R(�)

�
� �

�
� 
:

If the plaintiff can exhibit a reconstruction algorithm satisfying(�; 
) -Similarity-Accusationwith
large
 at a stringent threshold� , then the accusation provides concrete evidence that protected
expression is reconstructible from the trained model under the chosen evidentiary standard (�; d).

As before, the defendant aims to disproveSimilarity. A reasonable guarantee should make recon-
struction intrinsically challenging, ensuring a low probability of producing an output similar to the
copyrighted work as follows.

De�nition 3.7 ( (�; 
) -Similarity-Evidence). A generative model� satis�es (�; 
) -Similarity-
Evidence with respect to the dataset D+ , copyrighted prior �, and similarity function d(�; �) if

sup
R2R

PC��; � Train(D + )

�
d
�
C; R(�)

�
� �

�
� 
:

3.4 Implications for Auditability and Consistency

These de�nitions, while motivated by legal doctrine [8, 14], should also satisfy key properties making
them useful in copyright litigation. One such property is auditability, aligning with the necessity for
veracity in the litigation setting [22]. In particular, when provided a guarantee forAccess-Evidence
or Similarity-Evidence, the plaintiff should be able to empirically con�rm these guarantees.

Proposition 3.8 (Auditability). Suppose that a generative model� satis�es(�; �) -Access-Evidence
and(�; 
) -Similarity-Evidencewith respect to the copyrighted dataC, prior � , similarity function
d(�; �), and datasets (D+ ; D � ). Then, the following hold.

1. Any algorithmM 2 M satisfying(e�; e�) -Access-Accusationwith e� � � must havee� � � .
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2. Any algorithmR 2 R satisfying(e�; e
) -Similarity-Accusationwith e� � � must havee
 � 
 .

We provide a proof in Appendix D. In particular, Proposition 3.8 implies that for the same evidentiary
standard, the plaintiff is unable to substantively accuse the defendant with con�dence that exceeds
the restriction onAccessinference orSimilarity reconstruction guarantees. Consequently, refuting
Evidenceguarantees merely requires one to construct algorithms satisfying(�; �) -Access-Accusation
and(�; 
) -Similarity-Accusationat higher signi�cance levels than the claimed level of protection
implies. In contrast, other notions of provable copyright protection [15, 16] lack this auditability
property, allowing potentially malicious model providers to falsify their claimed levels of protection,
lowering the trust in the litigation process.

4 Mechanisms and Implications for Provable Copyright Protection

Having de�ned our notions ofAccessandSimilarity, we ask three natural questions. Firstly, are
these notions achievable? We show that differential privacy is a more restrictive notion of copyright
safety than our framework, and therefore serves as a conservative suf�cient condition for bothAccess-
EvidenceandSimilarity-Evidence. Secondly, do they afford broader protections outside of litigation?
We show that our framework provides guarantees against the generation of copyrighted content,
even by adversarial users. Third, what do they say about existing copyright safety frameworks?
We examine the Near Access-Freeness framework proposed by Vyas et al.[15], which provides
guarantees in terms of the safety of output distributions rather than internal model content, and show
that models satisfying NAF can nonetheless be substantively accused of Access and Similarity.

4.1 Achieving Algorithms and Reconstruction Probability

Given our notions of protection, a model provider may seek to satisfyAccess-EvidenceandSimilarity-
Evidence, to prevent substantive accusations of either accessing or embedding protected expression
in their model in order to avoid litigation. Previous work has posited that differential privacy (DP)
can be a suf�cient condition for copyright protection [23, 24, 25], and notions of copyright protection
hold under differential privacy [16]. We formalize this notion for our framework in Proposition 4.1.

Proposition 4.1 (Privacy impliesEvidence). Suppose�  Train(D + ) is (�; �) -DP with respect
to theN -element addition/removal relation. Then, with respect to the datasetD+ and any work
C 2 D + with jWC j � N for any�; � 2 [0; 1] , we satisfy(�; �) -Access-Evidencewith � � e � � + �
and (�; 
)-Similarity-Evidence with respect to an arbitrary prior and distance (�; d) with


 = e � �(�; d) + �; �(�; d) = sup
w2W

PC�� (d(w; C) � �):

Intuitively, for any non-trivial prior� and distance function, there will be exponentially many
distinguishable reconstructions at a certain distance threshold� . Under this assumption, it turns out
that the probability of reconstructing a �xed sample is exponentially small.

Theorem 4.2 (Privacy Impliese�
(d) Attack Success). Assume the same setting as Proposition 4.1.
Suppose that(�; d) satisfy the entropy conditionH �

rec(�; d) = � log �(�; d) = 
(d) . Then
 =
e�
(d) + �, so the probability of reconstruction is exponentially small in d.

The conditions of Theorem 4.2 are natural, and are satis�ed by a wide variety of(�; d) pairs, including
Gaussian priors with̀2 distance and shared-pre�x priors over bit strings. We prove these results, as
well as Proposition 4.1 and Theorem 4.2 in Appendix E.

We emphasize that differential privacy provides stronger protection than either ofAccess-Evidence
or Similarity-Evidencerequire, in that (i) the protection applies to any datapointw 2 D , rather than
only to copyrighted training points, and (ii) that the bounds hold uniformly for any�; � 2 [0; 1] as
described in Proposition 4.1. It is also known from the literature that ensuring privacy guarantees can
sacri�ce non-negligible model utility [26, 27, 28]. Consequently, we stress that our guarantees do not
reduce to privacy, and believe there exist algorithms better tailored to satisfy eitherAccess-Evidence
or Similarity-Evidence, respectively, that may better preserve model utility than DP.
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4.2 Limiting the Generation of Copyrighted Works

While our framework focuses on preventing the manifestation of work-speci�c information in a model,
it also provides protection for output distributions. Such protection prevents users from accidentally
generating copyrighted content, independent of litigation procedures against the defendant.

To formalize this idea, we view a user as a reconstruction algorithmRuser (D � ; �; p � ) who only has
query-level access top� . When(�; 
) -Similarity-Evidenceis satis�ed, the probability that even an
adversarial Ruser can generate content similar to C is necessarily limited, as seen in Theorem 4.3.

Theorem 4.3 (Limited Risk of Copying). If a generative model� satis�es(�; 
) -Similarity-Evidence
with respect to �; d(�; �); D+ , then

PC��;� Train(D + ) (d(C; Ruser (D � ; �; p � )) � �) � 
:

We provide a proof in Appendix F. In particular, our guarantees parallel those of Cohen[16], who
assume the user is non-adversarial, but also provide the user with more information aboutC via an
auxiliary information construction.

4.3 NAF Models are Vulnerable to Adversaries with Query Access

We demonstrate that theNAF criterion fails to provide appropriate copyright evidence with respect
to AccessandSimilarity. First, we brie�y review the framework developed by Vyas et al.[15]. We
provide a more complete recollection of the k-NAF framework in Appendix B.

Let C 2 C be a copyrighted work, and consider a functionsafeC : C ! � mapping copyrighted
works to safe models. Abusing notation,safeC (�jx) is any model trained without access toC, andx
is the prompt. Near Access-Freeness requires that the divergence between the generative distribution
p� (�jx) and safeC (�jx) be bounded.

De�nition 4.4 ([ 15]). We sayp� (�jx) is kx -NAF with respect to copyrighted dataC, promptx, and
safeC (�jx) if �(p � (�jx); safeC (�jx)) � k x , where� is some divergence. Ifk � k x for all promptsx,
then p� (�jx) is said to be k-NAF with respect to �.

In Vyas et al.[15] and our subsequent discussion, we focus on the case where the divergence is
the Rényi divergence of order in�nity (i.e.,� = max y2Supp(�) log(�(y)=�(y)) for two distributions
�; � ). Consequently, each query top� (�jx) can leak up tokx bits of information. Formally, they show
that if p� (�jx) is k x -NAF on prompt x with respect to C and safe, then p� (�jx) � 2 k x � safeC (�jx):

If both kx andsafeC (�jx) are small on any events that generate works withinPE(C), this guarantee
tightly controls the probability of generating a sample with the protected expression. Nevertheless,
whenkx > 0 , each query can still leakkx bits of information about the training data. This observation
has been used to showk-NAF models are vulnerable to untargeted training data extraction [16]. We
generalize these examples to construct adversaries that can ef�ciently infer access to and reconstruct
speci�c instances of copyrighted data, culminating in the following theorem.

Theorem 4.5 (Substantive Accusations againstk-NAF). Fix any constantk > 0 and arbitrary
parameters�; � 2 (0; 1) . There exist a copyrighted workC?, datasetsD � andD+ = D � [ fC ?g,
and algorithm Train inducing a generative distribution p� , such that p� is k-NAF and the following
hold.

1. There exists a decision algorithm M 2 M satisfying (1 � �; �)-Access-Accusation.

2. There exists a reconstruction algorithmR 2 R satisfying(0; 1 � �) -Similarity-Accusation.

We provide a proof in Appendix C. Our theorem demonstrates that thek-NAF criterion cannot
protect against substantive accusations ofAccessandSimilarity, based on the existence of arbitrarily
strong attackers and Proposition 3.8. In contrast, our proposed notions ofAccess-Evidenceand
Similarity-Evidencein De�nitions 3.4 and 3.7 have precise operational meaning, and are grounded in
a formal adversarial formulation between plaintiff and defendant.
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5 Experiments and Analysis

We evaluate our framework on both language and image generation tasks under the �netuning setting,
with the goal of simulating how the defendant and plaintiff may show or refuteAccessandSimilarity
in practice. We provide additional experimental details in Appendix G.

Datasets and models. First, we �ne-tune and evaluate Llama2-7B [29] on abstracts from math papers
(MathAbstracts) [30] and writing prompts (WritingPrompts) [31] that have previously been used for
copyright evaluation [32]. Secondly, we �ne-tune and evaluate Stable Diffusion v1.4 [3] on Pokemon
caption-image datasets (Pokémon) [33] and a subset of images from LAION (LAION-MI) [34].

Membership inference attacks. To testAccess-Evidencedirectly, we evaluate reference-free
membership inference attacks that are strong for each modality and have demonstrated state-of-the-art
performance. For diffusion and language models, we use the Proximal Initialization Attack (PIA)
and MinK%++ respectively [35, 36]. We measure the performance of MIA by theTPR at lowFPR.

Data reconstruction attacks. In order to testSimilarity-Evidence, we evaluate data reconstruction
attacks for both modalities. For diffusion and language modeling, we adopt a reconstruction attack
from Carlini et al.[37], and Nasr et al.[38] respectively. In addition to the reconstruction algorithm,
evaluatingSimilarity-Evidencerequires a distance function. For images, we use CLIP similarity to
capture semantic alignment [39], and DreamSim for perceptual similarity [40]. Similarly, for text, we
report ROUGE-L scores [41] and BERTScore [42] to capture token overlap and semantic similarity
respectively. We scale all metrics into[0; 1] such that decreasing values indicate increasing similarity.

Utility Metrics. We use standard metrics to evaluate �netuned model utility. For diffusion models,
we adoptKID , CLIPScore, andCLIP-IQA [43, 39, 44]. For language models, we adopt perplexity
under the external model Mistral-7B (PPLext ), and numerical LLM-as-a-judge �uency (FLU)
evaluation with PrometheusV2 [45, 46, 47].

Copyright protection strategies. We evaluate algorithms proposed to satisfy thek-NAF guarantees
proposed by [15]. We focus on theCP-k algorithm, which relies on a rejection sampling approach
to satisfy thek-NAF guarantee. Given a data partitionD+ = D 1 [ D 2, CP-k takes three models: a
draft modelp, trained onD+ , andq1; q2 trained onD1; D2 respectively. Then, for each generated
output y � p with prompt z, the CP-k algorithm will release sampley only if the maximum
log-likelihood ratiomaxi=f1;2g log(p(yjz)=qi (yjz)) � k . Setting a lowerk results in a smaller
acceptance probability� k and a betterNAF guarantee for moderate� k [15]. In our experiments, we
study different acceptance probabilities� k 2 [0; 1] and examine how theCP-k algorithm affects the
performance of MIA and DRA. Notably, a smaller� k also implies higher computational complexity,
as we need to sample 1=�k more times in expectation for an accepted output.

As described in Section 4.1, we train(�; �) -DP models with DP-Adam to satisfy both(�; �) -Access-
Evidence and (�; 
)-Similarity-Evidence respectively. We study � 2 f5; 10; 20; 50g and � = 10�5 .

We discuss experiments involving additional distance metrics and utility metrics in Appendix H.

5.1 Results

Evaluating the AccessInference Game. We begin by examining theAccessinference game by
instantiating decision algorithms against models trained on copyrighted data. We present Fig. 2a,
which providesAccessevaluation metrics throughTPR at a lowFPRover multiple models and data
modalities for each tested dataset. Models satisfying(�; �) -Access-Evidenceand(�; 
) -Similarity-
Evidencereduce the ability of the plaintiff to meaningfully accuse a model provider ofAccess: such
a reduction holds between privacy parameters� 2 f5; 50g . This is re�ected by a lowerTPR at �xed
FPRacross data modalities and datasets, compared to baselines, and underscores our framework's
capability in avoiding litigation and reducing intrinsic model impact.

Evaluating the Similarity Reconstruction Game. We now examine our second setting by studying
reconstruction algorithms against models trained on copyrighted data. We summarize results in Fig. 3a.
Models trained to satisfy(�; 
) -Similarity-Evidencevia differential privacy substantially reduce
reconstruction success across modalities and datasets, indicating that the plaintiff's ability to produce
a meaningful accusation ofSimilarity is weakened under our evidentiary criterion. This supports our
claim that the appropriate notion of copying is model-centric, and is governed by whether training
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(a) TPR at �xed, low FPR. (b) TPR versus CP-k acceptance rate �k .

Figure 2: Models satisfying(�; �) -Access-Evidencesubstantially reduceTPR at �xed, low FPR
across text and image datasets, whereasCP-k offers only marginal protection. Furthermore, more
restrictive thresholds of �k do not meaningfully impact the protection offered by CP-k.

(a) Similarity reconstruction success. (b) Similarity attack success at �xed thresholds.

Figure 3: Estimated probability that an attack reconstructs content within threshold� of the copy-
righted target across text and image datasets. Models trained to satisfy(�; 
) -Similarity-Evidencevia
DP exhibit markedly lower success probabilities compared to models satisfying k-NAF guarantees.

induces recoverable, work-speci�c information in the model, which(�; 
) -Similarity-Evidenceallows
us to directly control.

The Role of � k . In contrast to the discussion above, models trained withk-NAF through theCP-
k algorithm do not substantially reduce the con�dence level of accusations for eitherAccessor
Similarity. In fact, forCP-k, we �nd that lowering the acceptance rate� k (i.e. providing a more
restrictivek-threshold) does not substantially reduce the success of membership inference or data
reconstruction, as seen in Figs. 2b and 3b. These results hold forFPR 2 f1%; 5%; 10%g, suggesting
that NAF is unable to provide meaningful guarantees for Access-Evidence or Similarity-Evidence.

Model Utility. For the settings we consider, training with(�; �) -DP may result in somewhat lower
utility compared to baselines and mechanisms satisfyingk-NAF, as in Table 1. Nevertheless, DP-
trained models maintain reasonable generation quality while substantially reducingAccessand
Similarity attack success. Thus, in our experiments, DP trades a limited amount of utility for a
considerably stronger form of evidence-based protection than output-based protections, such as
k-NAF.

Taking these �ndings together, we believe that mechanisms that control output distributions can still
permit training-induced, work-speci�c information to persist in model parameters, which does not
prevent substantive accusations of Access or Similarity.

Conclusion. We introduced theAccess-Similarityframework, an operational and auditable approach
to quantifying copyright evidence for generative models. By formalizingAccessandSimilarity as
adversarial games between plaintiff and defendant, our framework provides quantitative, auditable
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Table 1: Utility evaluation across language and image benchmarks. Across modalities, DP-trained
models have somewhat lower, but still competitive, utility relative to CP-k while providing stronger
evidence-based protection in our Access and Similarity games.

MathAbstracts WritingPrompts Pokémon LAION-MI

Model PPLext # FLU " PPL ext # FLU " 104 � KID # CLIPScore " CLIP-IQA " 10 4 � KID # CLIPScore " CLIP-IQA "

Baseline 6:29 3:07 7:06 3:86 6:32 0:337 0:812 0:769 0:356 0:653
CP-k, � k = 25% 6:33 3:07 6:81 4:24 7:30 0:320 0:799 1:80 0:339 0:649
DP, " = 50 2:49 3:00 4:90 3:87 6:63 0:347 0:756 0:832 0:328 0:599
DP, " = 5 2:46 3:01 4:93 3:58 7:02 0:330 0:729 0:90 0:301 0:589

guarantees grounded in U.S. copyright doctrine. The usability of our framework is validated by
experiments on realistic datasets and multiple modalities. Our framework provides a principled
foundation for copyright adjudication as litigation for generative models continues to develop.
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A Additional Related Works

Blameless Copy Protection [16]. We see this work as an important orthogonal perspective to the
perspective we take in Section 1. In particular, Cohen[16]'s framework rests on the principle that
safe models must avoid enabling blameless users, those who do not themselves induce infringement,
from inadvertently reproducing copyrighted content. To this end, Cohen introduces clean-room
copy protection, under which a training algorithm is(�; �) -clean if any user whose probability of
copying in a counterfactual clean-room environment is at most� faces at most� probability of
copying in reality. Like our work, Cohen proves thatNAF fails to satisfy this criterion (tainted
models can enable verbatim reproduction of training data), and that differential privacy provides a
suf�cient condition for the proposed guarantee. While certainly related to our general goal of studying
copyright infringement, our framework is distinct from this setting. Whereas Cohen's framework
is output-centric: asking whether a user's generated output infringes, ours is model-centric, asking
whether protected expression is intrinsically encoded in the model's weights and recoverable by an
adversarial plaintiff. Consequently, the two frameworks thus address different aspects of the copyright
problem. Nevertheless, we acknowledge the importance of the perspective provided by their work.

Quantifying Evidential Notions for Copyright. Previous work has attempted to formalize notions
of evidence in copyright. Schef�er et al.[20] addresses a distinct problem: determining “substantial
similarity” in legal contexts. The authors propose a complexity-theoretic similarity test based on the
description length required to derive one speci�c work from another. Their framework is designed to
measure the similarity between two speci�c samples, regardless of whether they are AI-generated. In
contrast, we directly regulate the ability of the generative model to generate similar output before
its actual generation process, so our work is orthogonal to their approach. Chiba-Okabe and Su[48]
proposes a distance-based originality measure and the corresponding generalization for reducing the
risk of copyright infringement. Their work can be viewed as another attempt that tries to provide
evidence regardingSimilarity, but it remains meaningfully different from our proposal of leveraging
theSimilarity reconstruction game, and does not attempt to addressAccessof the copyrighted data.
Chu et al.[49] proposes measuring the degree of copyright infringement by comparing the average
loss on copyrighted versus non-copyrighted data in the training set, and aims to mitigate the risk
of generating copyrighted content by increasing this loss gap during training. While potentially
bene�cial, the loss gap is a heuristic and generally does not offer a rigorous guarantee of copyright
protection. Besides trying to provide theoretical measures related to AI copyright infringement,
there are works that instead focus on designing platforms for distributing revenues to copyrighted
content holders based on Shapely values [50] or other data attribution techniques [51], which are
quite interesting but remain orthogonal to our work.

Watermarking approaches. Another line of research focuses on watermarking generative models,
that is, injecting detectable signals into generated samples to enable identi�cation of whether a sample
originates from a speci�c model [52, 53, 54, 55]. Although watermarking was not originally designed
to address copyright concerns, recent empirical studies have shown that watermarking language
models can reduce the generation of copyrighted content and mitigate membership inference attacks
on copyrighted training data [56]. Nevertheless, watermarking alone does not provide a formal
framework for measuring copyright infringement, nor does it offer a rigorous guarantee of copyright
protection.
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B Previous Notions of Copyright Protection

In this section, we discuss technical details related to previous works on provable copyright protection.
In particular, we focus on the NAF framework's theoretical basis, algorithms, and guarantees [15].

B.1 Near Access-Freeness

We independently provide the same exposition discussed in the main paper for completeness. Recall
that W denotes the set of all works andC � W denotes the set of copyrighted works. Fix a
copyrighted workC 2 C, and letPE(C) denote the class of works sharing protected expression with
C. For a training dataset D+ , recall that

WC = D + \ PE(C); D � = D + n WC :

Thus,D � is the counterfactual training dataset obtained by removing all training works that share
protected expression with C.

Let Train : 2W ! � denote a training algorithm and letp� (� j z) denote the conditional output
distribution of a model� 2 � on promptz. A safe map associates to each copyrighted workC 2 C a
conditional distributionsafeC (� j z) induced by a model trained without access to works inWC . For
example, we can take

� �
C  Train(D � ); safeC (� j z) = p � �

C
(� j z):

We focus on the guarantees proved by Vyas et al. [15] for the max-divergence,

� max(pkq) = sup
y

log
p(y)
q(y)

;

but note that analogous statements can be made for other divergences, such as� KL . We say thatp� is
kz -NAF on prompt z, with respect to copyrighted work C and safe distribution safeC , if

� max(p� (� j z) k safeC (� j z)) � k z :

If there existsk � k z for all promptsz, then we say thatp� is k-NAF. This de�nition yields an
operational event-level guarantee. For every copyrighted workC 2 C and every eventE in the output
space,

p� (E j z) � 2 k z safeC (E j z): (1)

Indeed, � max(pkq) � k implies p(y) � 2 k q(y) pointwise, and summing over y 2 E gives Eq. (1).

We next discuss a rejection-sampling mechanism,CP-k, proposed by [15] to actually instantiate
a model satisfying ak-NAF guarantee. We summarize this procedure in Algorithm 1. Let�  
Train(D + ) be a draft model trained on the full dataset, and letp� (� j z) denote its output distribution.
Let D+ = D 1 t D 2 be a partition of the data, and for i 2 f1; 2g let

� i  Train(D i ); qi (� j z) = p � i (� j z);

For a �xed copyrighted workC, the sharding construction is interpreted as safe when at least one
shard excludes all works inWC ; that is, whenD i \ W C = ; for somei 2 f1; 2g . In that case, the
corresponding shard modelqi is trained without access to protected-expression-sharing works forC
and may serve as safeC .

TheCP-k sampler draws from the draft model and accepts only samples whose likelihood ratio against
each shard model is suf�ciently small. With thresholdk0, at each iteration one drawsy � p � (� j z)
and accepts it if

max
i2f1;2g

log
p� (y j z)
qi (y j z)

� k 0:

Now, let

� k (z) = P y�p � (�jz)

�
max

i2f1;2g
log

p� (y j z)
qi (y j z)

� k
�

denote the single-shot acceptance probability, which is nondecreasing ink. Let p�;k (� j z) denote the
distribution of the accepted sample. A result of [15] implies thatp�;k satis�es a NAF guarantee with

kz = k 0 + log
�

1
� k0 (z)

�
:
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Algorithm 1 CP-k sampling procedure [15]
Input: DatasetD+ , training algorithmTrain, promptz, thresholdk0, shard partitionD+ = D 1 tD 2.
Train draft model �  Train(D + ) and set p� (� j z)
Train shard models �i  Train(D i ) and set qi (� j z) = p � i (� j z) for i 2 f1; 2g
repeat

if max i2f1;2g log p� (yjz)
qi (yjz) � k 0 then

break
end

until Sample y � p � (� j z) ;
return Sample y

Equivalently, increasing the rejection threshold increases the acceptance probability and reduces the
additive rejection-sampling slacklog(1=� k0 (z)) , while also increasing the direct likelihood-ratio term
k0. In practice, we target a desired acceptance rate� k and choosek by estimating the corresponding
empirical quantile of

max
i2f1;2g

log
p� (y j z)
qi (y j z)

for y � p � (� j z);

an approach taken by previous work [57].
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C Counterexamples against the Near Access-Freeness Framework

We restate Theorem 4.5, and note that the algorithms employed in this theorem are polynomial in the
input parameters.

Theorem C.1 (Substantive Accusations againstk-NAF). Fix any constantk > 0 and arbitrary
parameters�; ; � 2 (0; 1) . There exist a copyrighted workC?, datasetsD � andD+ = D � [ fC ?g,
and algorithm Train inducing a generative distribution p� , such that p� is k-NAF and the following
hold.

1. There exists a decision algorithm M 2 M satisfying (1 � �; �)-Access-Accusation.

2. There exists a reconstruction algorithmR 2 R satisfying(0; 1 � �) -Similarity-Accusation.

Both M and R require polynomially many queries to p� .

The construction we use adapts portions of the bit-leakage construction of Cohen [16].

Proof. Fix arbitrary parametersk > 0 , �; � 2 (0; 1) . We construct a training algorithm whose output
distributions satisfyk-NAF, but for which there are black-box algorithms satisfying(1 � �; �) -Access-
Accusation and (0; 1 � �)-Similarity-Accusation.

Construction. Let m 2 N . Let the work domain beW = f0; 1g m . We model the auxiliary
information available to the plaintiff as a public bit stringa 2 f0; 1g ` , for somè 2 N . This string
indexes a nonempty subclassCa � W of candidate works consistent with the auxiliary information.
Equivalently,a should be interpreted as a �nite description of the side information that narrows the
plaintiff's prior to Ca , but does not by itself identify the protected work.

Fix a copyrighted work C? 2 Ca , and let D� be any dataset satisfying D� \ C a = ;. Set

D+ = D � [ fC ?g:

The prompt space contains triplesx = (a; s; i) , wheres 2 N andi 2 [m] , and the output alphabet is
Y = f0; 1g. Let � = minf1; 2 k � 1g, and de�ne a safe model by

safeC ? (0 j x) = safeC ? (1 j x) =
1
2

for every promptx. Clearly, this model is not biased towards generating any particular sample.
Consequently, under the safe model, generating anym-bit work has probability2�m , satisfying the
desideratum for the safe model to have low probability of generating copyrighted content [15]. We
now de�ne Train. Given a dataset D, if D \ Ca = ;, then the returned model pD satis�es

pD (� j x) = Unif(Y)

for every promptx. If D \ C a 6= ;, let CD denote the �rst element ofD \ C a under a �xed canonical
ordering, and write CD = (C D;1 ; : : : ; CD;m ). For prompts x = (a; s; i), de�ne

pD (1 j a; s; i) =
1
2

+ �
�

CD;i �
1
2

�
;

and setpD (� j x) = Unif(Y) for all remaining promptsx. We verify that every model returned by
this training algorithm satis�es k-NAF with respect to the safe model. If pD (� j x) is uniform, then

max
y2f0;1g

pD (y j x)
safeC ? (y j x)

= 1:

Otherwise, for some coordinate i,

max
y2f0;1g

pD (y j x)
safeC ? (y j x)

= 1 + � � 2 k :

Hence, for every prompt x, �max (pD (� j x) k safeC ? (� j x)) � k; so the model is k-NAF.
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Access algorithm. We next construct an access algorithmM . Let r =
l

log 2 (1=�)
m

m
; and letn be

any odd integer satisfying

n �
2
� 2 log

rm
�

:

For eachs 2 [r] andi 2 [m] , the algorithm queries the prompt(a; s; i) exactlyn times and decodes
the coordinate by majority vote, obtainingbCs;i . Let bCs = ( bCs;1 ; : : : ; bCs;m ): Then, letM outputs
M(D � ; C?; �) = 1 if and only if bC1 = � � � = bCr = C ?:

Under�  Train(D + ), the model encodesC?. For each pair(s; i) , the queried Bernoulli random
variables have mean1=2 + �=2 if C?

i = 1 , and mean1=2 � �=2 if C?
i = 0 . Therefore, Hoeffding's

inequality gives

Pr[ bCs;i 6= C?
i ] � exp

�
�

n� 2

2

�
:

By a union bound over all rm decoded coordinates,

Pr
� Train(D + )

[M(D � ; C?; �) = 1] � 1 � rm exp
�

�
n� 2

2

�
� 1 � �:

Under�  Train(D � ), every query response is an independent fair bit. Sincen is odd, each majority
vote is also a fair bit, and the vectorsbC1; : : : ; bCr are independent and uniform on f0; 1gm . Hence

Pr
� Train(D � )

[M(D � ; C?; �) = 1] = 2 �mr � �:

Thus M satis�es (1 � �; �)-Access-Accusation.

Reconstruction algorithm. We now construct a reconstruction algorithmR. Let nR be any odd
integer satisfying

nR �
2
� 2 log

m
�

:

GivenD � , any prior� supported onCa , and black-box access to� , the algorithmR queries(a; 1; i)
exactlynR times for eachi 2 [m] , decodes each coordinate by majority vote, and outputs the resulting
string bC 2 f0; 1g m . Fix anyC 2 Ca . If �  Train(D � [ fCg) , then(D � [ fCg) \ C a = fCg ,
so the model encodesC. Applying the same Hoeffding and union-bound argument over them
coordinates gives

Pr
� Train(D � [fCg)

[R(D � ; �; �) = C] � 1 � m exp
�

�
nR � 2

2

�
� 1 � �:

Since this bound holds pointwise for everyC 2 Ca , averaging over any prior� supported onCa
yields

Pr
C��; � Train(D � [fCg)

[R(D � ; �; �) = C] � 1 � �:

Consequently, for any distance d satisfying d(C; C) = 0,

Pr
C��; � Train(D � [fCg)

�
d
�
C; R(D � ; �; �)

�
� 0

�
� 1 � �:

Thus R satis�es (0; 1 � �)-Similarity-Accusation.

Finally, the query complexities arermn for M andmnR for R. Since� = minf1; 2 k � 1g and
2k � 1 = 
(k) for 0 < k � 1 , both query complexities are polynomial in the input parameters,
which completes the construction.
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D Proof of Auditability Property in Proposition 3.8

We repeat Proposition 3.8 below for clarity.

Proposition D.1 (Auditability). Suppose that a generative model� satis�es(�; �) -Access-Evidence
and(�; 
) -Similarity-Evidencewith respect to the copyrighted dataC, prior � , similarity function
d(�; �), and datasets (D+ ; D � ). Then, the following hold.

1. Any algorithmM 2 M satisfying(e�; e�) -Access-Accusationwith e� � � must havee� � � .

2. Any algorithmR 2 R satisfying(e�; e
) -Similarity-Accusationwith e� � � must havee
 � 
 .

Proof. Recall the de�nition of(�; �) -Access-Evidencewith respect toC, copyrighted setWC , and
datasets (D+ ; D � ). We have

sup
M2M �

P� Train(D + ) (M(�) = 1) � �:

whereM � =
�

M 2 M : P � Train(D � )
�
M(�) = 1

�
� �

	
: Suppose that any particular algorithm

M � 2 M satis�es(e�; e�) -Access-Accusationwith respect to the same parameters withe� � � . Then
M � 2 M � , so it follows that

e� = P � Train(D + ) (M
� (�) = 1) � sup

M2M �

P� Train(D + ) (M(�) = 1) � �;

so e� � � , as desired. Similarly, if� satis�es (�; 
) -Similarity-Evidencewith respect to prior� ,
copyrighted set WC , datasets (D+ ; D � ), and distance function d(�; �). Then

sup
R2R

PC��;� Train(D + ) (d(C; R(�) � �) � 
:

By essentially the same argument, if any particular algorithmR� 2 R satis�es(e�; e
) -Similarity-
Accusation with respect to the same parameters, we have

e
 � P C��;� Train(D + ) (d(C; R � (�) � e�) � P C��;� Train(D + ) (d(C; R � (�) � �);

by the de�nition of (e�; e
) -Similarity-Accusationand the observation thatfd(C; R � (�) � e�g �
fd(C; R � (�) � �g, which holds since e� � �. Since R � 2 R, it follows directly that

e
 � P C��;� Train(D + ) (d(C; R � (�) � �) � sup
R2R

PC��;� Train(D + ) (d(C; R(�) � �) � 
;

so e
 � 
, what we wanted to show.
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E Proof of Achievability, Exponentially Small Reconstruction

E.1 Proof of Achievability

We restate Proposition 4.1.
Proposition E.1 (Privacy impliesEvidence). Suppose�  Train(D + ) is (�; �) -DP with respect
to theN -element addition/removal relation. Then, with respect to the datasetD+ and any work
C 2 D + with jWC j � N for any�; � 2 [0; 1] , we satisfy(�; �) -Access-Evidencewith � � e � � + �
and (�; 
)-Similarity-Evidence with respect to an arbitrary prior and distance (�; d) with


 = e � �(�; d) + �; �(�; d) = sup
w2W

PC�� (d(w; C) � �):

Proof. Before proceeding, we �xC 2 D arbitrarily. We considerWC as de�ned in the main text,
and denoteD+ = D andD � = D + n WC . We begin by showing the(�; �) -Access-Evidencebound.
By the de�nition of (�; �) differential privacy under theN -element addition/removal relation, we
have for any measurable event S 2 �,

P(Train(D � [ W C ) 2 S) = P(Train(D + ) 2 S) � e � � P(Train(D � ) 2 S) + �

whenjWC j � N , and the randomness in the probabilities is taken over the randomness in the training
algorithm (for example, from stochastic gradient descent). Consider a decision algorithmM 2 M ,
and consider the measurable event EM � �

EM = f� 2 � : M(�) = 1g ;

that is, the set of parameters� 2 � such that the decision algorithmM suggests that� was trained
using WC on D+ . For this particular event on a �xed M, the event bound implies

P� Train(D + ) (E M ) � e � � P� Train(D � ) (E M ) + �:

Fix � 2 [0; 1] . By the de�nition of (�; �) -Access-Evidence, we are only interested in predictors
M 2 M � satisfying

M � =
�

M 2 M : P � Train(D � )
�
M(�) = 1

�
� �

	
:

Then, for anyM 2 M � , we haveP� Train(D � )
�
M(�) = 1

�
� � . Substituting into the event bound,

we have
P� Train(D + ) (E M ) = P � Train(D + ) (M(�) = 1) � e � � + �:

Taking � � e � � + � implies thatP� Train(D + ) (E M ) � � . Since this holds for anyM 2 M � , it
follows that

sup
M2M �

P� Train(D + ) (M(�) = 1) � �;

so� satis�es(�; �) -Access-Evidencewith respect to any datasetD+ andC 2 D with a copyrighted
setWC , as long asjWC j � N . Now, we consider the(�; 
) -Similarity-Evidenceguarantee. Fix
� 2 [0; 1], and de�ne � as

� = sup
w2W

PC��
�
d(w; C) < �

�
:

Let R 2 R, and de�ne the measurable success event A � (� � W)

A =
�

(�; C) 2 � � W : d(R(�); C) � �
	

:

Equivalently, for each �xed C 2 W, de�ne the measurable slice

Ac =
�

� 2 � : d(R(�); C) � �
	

:

By the de�nition of (�; 
) -Similarity-Evidence, it suf�ces to boundPC��; � Train(D + )
�
d(R(�); C) .

In particular, we can rewrite this probability in terms of an expectation, as

PC��; � Train(D + )
�
d(R(�); C) � �

�
= E C��

h
P� Train(D + ) (A C )

i
:

Fix an arbitrary reference workC0 2 W , and letD0 = D � [ W C0 . For each �xedC 2 W , note that
D+ = D � [ W C andD0 differ by at mostN elements (under the addition/removal relation), so by
(�; �)-differential privacy we have, for the measurable event Ac � �,

P� Train(D + ) (A c) � e � � P� Train(D 0 ) (A c) + �:
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Taking expectation over C � � and using linearity of expectation yields

EC��

h
P� Train(D � [W C ) (A C )

i
� e � � EC��

h
P� Train(D 0 ) (A C )

i
+ �:

We now bound the remaining term. Since �  Train(D0) is independent of C � �, we may write

EC��

h
P� Train(D 0 ) (A C )

i
= E � Train(D 0 )

h
PC��

�
d(R(�); C) < �

� i
:

For each �xed �, the inner probability is bounded by � by de�nition of � (taking w = R(�)), i.e.

PC��
�
d(R(�); C) � �

�
� �:

Therefore,
EC��

h
P� Train(D 0 ) (A C )

i
� E � Train(D 0 ) [�] = �:

Combining the bounds, we conclude that for any reconstruction algorithm R 2 R,

PC��; � Train(D + )
�
d(R(�); C) � �

�
� e � � + �:

Thus, taking
 = e � � + � implies that� satis�es(�; 
) -Similarity-Evidence, with respect toD and
any C 2 D, completing the proof.

E.2 Proofs for Exponentially Small Probability of Reconstruction

Theorem E.2 (Privacy Impliese�
(d) Attack Success). Assume the same setting as Proposition 4.1.
Suppose that (�; d) satisfy

H �
rec (�; d) = � log �(�; d) = 
(d); �(�; d) = sup

w2W
PC��

�
d(w; C) < �

�
:

Then the reconstruction probability is exponentially small ind. In particular, with� = O(1) , we have

 = e �
(d) + �:

Proof. By Proposition 4.1, for any reconstruction algorithm R 2 R,

PC��; � Train(D + )
�
d(R(�); C) � �

�
� e � �(�; d) + �:

By de�nition of the reconstruction entropy,

�(�; d) = exp
�

� H �
rec (�; d)

�
:

Substituting this identity into the above expression gives

PC��; � Train(D + )
�
d(R(�); C) < �

�
� exp(� � H �

rec (�; d)) + �:

If
H �

rec (�; d) � � + �d;
then

exp(� � H �
rec (�; d)) � e ��d :

Therefore, for every reconstruction algorithm R 2 R,

PC��; � Train(D + )
�
d(R(�); C) < �

�
� e ��d + �:

Taking the supremum over R 2 R shows that the model satis�es (�; 
)-Similarity-Evidence with


 � e ��d + �:

In particular, if H�
rec (�; d) � � = 
(d), then 
 = e �
(d) + �; as claimed.

Proposition E.3 (Gaussian priors with̀2 reconstruction). Let� = N (0; � 2I d) overRd, and consider
the distance function d(w; C) = kw � Ck2: Fix a 2 (0; 1) and set � = a�

p
d: Then

H �
rec (�; k � k 2) �

d
2

�
a2 � 1 � log a 2�

:

Consequently, ifd2
�
a2 � 1 � log a 2

�
� � + �d; then an(�; �) -DP training algorithm satis�es(�; 
) -

Similarity-Evidencewith 
 � e ��d + �: In particular, for any �xeda 2 (0; 1) and � = O(1) , we
have 
 = e �
(d) + �:
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Proof. We �rst bound the prior-only reconstruction probability

�(�; k � k 2) = sup
w2R d

PC�N (0;� 2 I d )
�
kC � wk 2 < �

�
:

The Gaussian density is radially symmetric and maximized at the origin. Therefore, among all
Euclidean balls of a �xed radius, the Gaussian measure is maximized by the ball centered at the
origin. Hence

�(�; k � k 2) � P C�N (0;� 2 I d )
�
kCk2 < �

�
:

Equivalently, if Z � N (0; I d), then

P(kCk2 < �) = P
�
kZk2 < a

p
d
�

= P
�
� 2

d < a 2d
�
:

Let X = � 2
d. For any � > 0, Markov's inequality gives

P(X � a 2d) = P(e ��X � e ��a 2 d) � e �a 2 dEe��X :

Since X � � 2
d,

Ee��X = (1 + 2�) �d=2 :

Therefore

P(X � a 2d) � exp
�

�a 2d �
d
2

log(1 + 2�)
�

:

Optimizing over � > 0, choose

1 + 2� =
1
a2 ; � =

1 � a 2

2a2 > 0:

Substituting this value yields

P(X � a 2d) � exp
�

d
2

(1 � a 2) +
d
2

log a2
�

= exp
�

�
d
2

(a2 � 1 � log a 2)
�

:

Thus

�(�; k � k 2) � exp
�

�
d
2

(a2 � 1 � log a 2)
�

;

and hence

H �
rec (�; k � k 2) = � log �(�; k � k 2) �

d
2

(a2 � 1 � log a 2):

Applying Theorem 4.2 gives the claimed (�; 
)-Similarity-Evidence bound.

Proposition E.4 (Shared-pre�x priors with Hamming reconstruction). LetW = f0; 1g d and letdH
denote Hamming distance. Suppose the prior� �xes the �rst s bits ofC and leaves the remaining
m = d � s bits uniformly random. Equivalently,

C = (u; Z); u 2 f0; 1g s; Z � Unif(f0; 1g m ):

Let � = �d, and suppose 0 < �
m < 1

2 : Then

H �
rec (�; d H ) � m

�
log 2 � h

� �
m

��
;

whereh(p) = �p log p � (1 � p) log(1 � p) is the binary entropy function. Consequently, if
m

�
log 2 � h

� �
m

��
� � + �d; then an(�; �) -DP training algorithm satis�es(�; 
) -Similarity-

Evidence with

 � e ��d + �:

Proof. We bound
�(�; d H ) = sup

w2f0;1g d
PC��

�
dH (w; C) < �

�
:

Write every candidate reconstruction asw = (w pre ; wfree ), wherewpre 2 f0; 1g s corresponds to the
�xed pre�x coordinates andwfree 2 f0; 1g m corresponds to the remaining coordinates. Since the
pre�x of C is �xed to u, any mismatch betweenwpre andu only increases the Hamming distance.
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Therefore the supremum is attained, or at least upper bounded, by considering candidates with
wpre = u. Hence

�(�; d H ) � sup
v2f0;1g m

PZ�Unif(f0;1g m )
�
dH (v; Z) < �

�
:

For every �xed v 2 f0; 1gm , the number of strings z 2 f0; 1gm satisfying dH (v; z) < � is at most

b�cX

i=0

�
m
i

�
:

Therefore

PZ�Unif(f0;1g m )
�
dH (v; Z) < �

�
� 2 �m

b�cX

i=0

�
m
i

�
:

Using the standard Hamming-ball bound, for 0 < �=m < 1=2,

b�cX

i=0

�
m
i

�
� exp

�
mh

� �
m

��
:

Thus
�(�; d H ) � exp

�
�m log 2 + mh

� �
m

��
= exp

�
�m

�
log 2 � h

� �
m

���
:

Taking negative logarithms gives

H �
rec (�; d H ) = � log �(�; d H ) � m

�
log 2 � h

� �
m

��
:

Applying Theorem 4.2 gives the stated (�; 
)-Similarity-Evidence guarantee.
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F Proof of Limiting the Generation of Copyrighted Work in Theorem 4.3

We brie�y restate Theorem 4.3.

Proposition F.1. If a generative model satis�es(�; 
) -Similarity-Evidencewith respect to
�; d(�; �); D + , then

PC��;� Train(D + ) (d(C; Ruser (D � ; �; p � ) � �) � 
:

Proof. The proof is fairly direct. Since the generative model satis�es(�; 
) -Similarity-Evidencewith
respect to �; d(�; �); D+ , we know that for any reconstruction algorithm R 2 R, we have

PC��;� Train(D + ) (d(C; R(�)) < �) � 
: (2)

SinceRuser (D � ; �; p � ) only has query access to the modelp� , they have access to less information
than the class of adversaries bounded in(�; 
) -Similarity-Evidence. Then, the guarantee in Eq. (2)
holds for the userRuser (D � ; �; p � ). This implies that the user is unable to reconstruct the copyrighted
sample C w.r.t distance d(�; �) at threshold �, which is what we wanted to show.
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G Experiment Settings

We provide supplementary details regarding the models, datasets, implementation speci�cs, and
evaluation protocols used in the empirical evaluation presented in Section 5. Our experiments involve
a total of 28 models trained on a total of 4 datasets between 2 modalities. We discuss all these models
below.

G.1 Models

In this section, we review the details of the Stable Diffusion v1.4 [3] and Llama2-7B [29] models
used in our experiments.

Diffusion Models. Stable Diffusion v1.4 [3] is a latent diffusion model for text-to-image generation,
which couples a pretrained variational autoencoder that maps images to a lower-dimensional latent
space with a denoising diffusion model that operates in that latent space, and a text encoder that
conditions generation on a prompt.

Language Models. Llama2-7B [29] is a decoder-only Transformer language model with approx-
imately seven billion parameters. Given a sequence of tokens, the model predicts the next-token
distribution using stacked self-attention and feed-forward layers with residual connections and nor-
malization. Text is represented using a subword tokenizer, and generation proceeds autoregressively
by sampling or decoding from the next-token distribution and appending tokens iteratively.

G.2 Datasets

We conduct experiments on the following datasets. All datasets are accessible via Huggingface. We
partition each dataset into member set and nonmember sets, where the member set is of size1000.
These datasets are further partitioned into equally sized halves in theCP-k procedure, which requires
training models on disjoint subsets of the training data (see Appendix B for further details on this
sharding procedure).

MathAbstracts. AutoMathText [30] is a text dataset of mathematical paper title–abstract pairs used
for conditional generation, where the title is the prompt and the abstract is the target. The papers are
sourced from various websites that collect mathematical literature, including arXiv. We refer to this
set as MathAbstracts, in line with previous work using this dataset [32].

WritingPrompts. WritingPrompts [31] is a corpus of prompt–story pairs for conditional long-form
generation, where a short writing prompt is used to generate an associated story, archived from
title-story pairs taken from a Reddit forum.

Pokémon. Pokémon is a caption–image dataset of Pokémon-style images paired with text captions,
typically used for text-to-image diffusion �ne-tuning [33].

LAION-MI. LAION-MI [ 34] is a held-out LAION-derived image dataset constructed for
membership-inference evaluation, containing member and non-member examples designed to better
re�ect a realistic membership inference setting. We only �ne-tune diffusion models on non-member
samples (i.e. those not contained in the original training set of the Stable Diffusion model).

G.3 Training Algorithms and Finetuning

In this section, we recall the details of the training procedures employed in Section 5.

G.3.1 DP-Adam and Private Training

To train diffusion models with(�; �) -DP, we employ DP-Adam, a variant of the original DP-SGD
method introduced in Abadi et al.[26] utilizing Adam updates rather than stochastic gradient updates.
We note that the mechanism for maintaining privacy (i.e. adding noise and clipping gradients) remains
the same between both samplers, as post-processing guarantees that the privacy loss is the same. We
use the Opacus library [58] with Rènyi privacy accounting [59]. As discussed in the main text, we
train (�; �)-DP models with � 2 f5; 10; 20; 50g and � = 10�5 .
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G.3.2 Finetuning Settings

In the case of Stable Diffusion, we �netune all U-Net parameters. For Llama2-7b, we �netune
attention parameters with low-rank adaptation [60]. We apply DP-SGD on the LoRA weights directly,
which has been known to result in better privacy-utility tradeoff [61].

We formally list all �netuning hyperparameters below, with diffusion �netuning parameters in Tables 2
and 3 and language model �netuning parameters in Tables 4 and 5.

Table 2: Hyperparameters for �netuning Sta-
ble Diffusion (used for baselines, CP-k).

Category Parameter Value

Finetuning
Learning rate 5 � 10�5

Batch size 16
Epochs 50

Table 3: Hyperparameters for �netuning Sta-
ble Diffusion with DP-Adam.

Category Parameter Value

Finetuning
Learning rate 5 � 10�5

Batch size 64
Epochs 25

Table 4: Hyperparameters for �netuning
Llama2-7B (used for baselines, CP-k).

Category Parameter Value

Finetuning

Learning rate 1 � 10�4

Sequence length 2048
Batch size 4

Epochs 25
Rank 64

� 32

Table 5: Hyperparameters for �netuning
Llama2-7B with DP-Adam.

Category Parameter Value

Finetuning

Learning rate 1 � 10�4

Sequence length 2048
Batch size 8

Epochs 10
Rank 64

� 32

G.4 Samplers

We provide hyperparameters for the sampling strategies used during inference for image generation
in Table 6 and text generation in Table 7. Note that stochasticity in the generation process is necessary,
so that the log-probability ratio used inCP-k does not diverge when the token sampled is not the
token generated by the sharded model.

Table 6: Hyperparameters for sampling from
diffusion models.

Category Parameter Value

Sampling

Sampler DDPM
Generation Steps 20

Resolution 512 � 512
Guidance Scale 7.5

Table 7: Hyperparameters for sampling from
language models.

Category Parameter Value

Sampling

Max New Tokens 512
Decoding Method Sampling

Temperature 1:0
Top-P 0:95
Top-K 50

G.5 Attack Methods

In this section, we discuss the attack methods (i.e. membership inference algorithms, data reconstruc-
tion attack algorithms) used in Section 5. Precise parameter choices are speci�ed in Section G.5.4.

G.5.1 Membership Inference against Diffusion Models

As discussed in Section 5, we use proximal initialization attacks (PIA) [35] to evaluate the perfor-
mance of models in the Access game. We brie�y describe this attack here for completeness.
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Fix a real sampley0. First, we obtain the model's own noise estimate att = 0 , given by"0 = " � (y0; 0).
Then, we estimate the noised input at any later timestep t via the deterministic forward map

yt =
p

�� t y0 +
p

1 � �� t "0:

A second query yields" � (yt ; t) , and the attack score is measured by the`p norm difference given by

Rt;p (y0) =



 "0 � " � (yt ; t)






p:

Since training samples tend to reproduce the model's proximal initialization more faithfully, smaller
values ofRt;p indicate higher likelihood of membership in the training set [35]. Hence, the formal
attack may be written as

f(y 0) = 1[R t;p < � ];
where� is some threshold adjusted based on the desired FPR. In our experiments, we chooset to
maximize the AUROC of the attack curve for each relevant attack, since the plaintiff aims to show
the most vulnerability in the defendant's model and need not �x the parameters of their attacks across
defendants. In general, regardless of the choice of model, this maximizer was given by t � 200.

G.5.2 Membership Inference against Language Models

To evaluate membership inference in theAccessgame for auto-regressive language models, we use
the Min-K%++detector of Zhang et al.[36], which is a strengthened baseline for pre-training data
detection that operates under grey-box access to the target model, requiring only token logits or token
probabilities.

Fix a tokenized input sequencex1:T , and letp� (� j x <t ) denote the model's conditional distribution
over the vocabularyV at positiont. Min-K%++ assigns a token-wise score by calibrating the log
probability of the realized tokenx t using statistics of the full categorical distribution. In particular,
de�ne the random variable `t = log p � (x t j x <t ) with mean and variance

� t = E w�p � (�jx <t )
�
log p� (w j x <t )

�
; � 2

t = Var w�p � (�jx <t )
�
log p� (w j x <t )

�
;

and set the calibrated token score to be

st =
` t � � t

� t
:

Intuitively, this normalization measures whether the realized tokenx t is assigned unusually large
probability mass relative to the model's entire next-token distribution at that pre�x, rather than relying
on the absolute value of` t alone [36]. To obtain a sentence-level statistic, Min-K%++ follows
Min-K% in selecting the k% of tokens with the smallest token scores and averaging over them [36].
Writing Sk (x) for the resulting score, we de�ne

Sk (x 1:T ) =
1

jI k j

X

t2I k

st ; I k 2 arg min
I�[T ]; jI j=dkT=100e

X

t2I

st :

Since training examples tend to exhibit fewer low-scoring “outlier” positions, larger values ofSk
provide evidence of membership [36]. The associated threshold test is

f (x 1:T ) = 1
�
Sk (x 1:T ) > �

�
;

where � is selected to meet a desired false positive rate.

In our experiments, we selectk by sweeping overk 2 f10; 20; : : : ; 100g and reporting the best-
performing choice for each relevant attack setting, mirroring the evaluation protocol used for Min-
K%++ when a �xed validation set is unavailable [36]. We then choose� according to the desired
operating point on the ROC curve.

G.5.3 Data Reconstruction Attacks against Diffusion and Language Models

As described in Section 5, we evaluate theSimilarity game using reconstruction attacks against
both image and language models. For diffusion models, we use a modi�ed version of the data
reconstruction attack of Carlini et al.[37]; for language models, we use a reconstruction procedure
adapted from the scalable extraction methodology of Nasr et al.[38]. In both cases, the goal is to
recover a �xed target sample y? from model generations from a known prompt z?.
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First, �x a target sampley? and letz? denote its associated prompt, which we treat as public context.
We drawn independent samplesyi � p(� j z ?); i 2 [n]: We then rank these candidates using the
modality-speci�c membership score from the corresponding Access evaluation.

In particular, for diffusion models, each candidate image is assigned the PIA scoreRt;p (y i ), computed
as in Section G.5.1, and candidates are sorted in ascending order ofRt;p . For language models, each
completion is assigned the Min-K%++scoreSk (y i ), computed as in Section G.5.2, and candidates
are sorted in descending order ofSk . This ranking step prioritizes the generation most likely to re�ect
memorized training content, following the role of membership scoring in scalable extraction [38].

Finally, let by denote the top-ranked candidate after this modality-speci�c ordering. We measure
reconstruction success by comparingby directly to the targety?. Let d(�; �) denote a modality-speci�c
distance. We say thaty successfully reconstructsy� if d(by; y?) � �: Consequently, the empirical
reconstruction success probability is therefore estimated across target samples by

P
�
d(by; y?) � �

�
�

1
N

NX

j=1

1
�
d(byj ; y?

j ) � �
�
;

wherey?
j is thej th target sample andbyj is the corresponding top-ranked reconstruction. In our

experiments, we vary the distance metricd(�; �) and threshold� to capture different notions of visual
or textual similarity, as further discussed in Section G.7.

G.5.4 Attack Settings

We list all hyperparameters and settings for attack methods below, with membership inference settings
in Table 8 and data reconstruction settings in Table 9.

Table 8: Hyperparameters for membership inference attacks against Stable Diffusion and Llama2-7B.

Model Attack Parameter Value

Stable Diffusion PIA [35] `p norm p = 4
Step t t = 200

Llama2-7B MinK%++ [36] k% f5; 10; 20; 30; 40; 50g%

Table 9: Hyperparameters for data reconstruction attacks against Stable Diffusion and Llama2-7B.

Model Attack Parameter Value

Stable Diffusion DRA with PIA, Section G.5.3 N, generations/prompt 10
Llama2-7B DRA with MinK%++, Section G.5.3 N, generations/prompt 10

For data reconstruction, we employ the sampling parameters discussed in Section G.4.

G.6 Implementing the CP-k Algorithm

We discuss the speci�cs of implementing and attacking models that utilize theCP-k algorithm. For
a discussion on theCP-k algorithm itself, refer to Appendix B or the original formulation by Vyas
et al. [15].

Implementation. To avoid naïvely wasting the majority of samples when thek0-threshold is low,
we instead generate many reconstructions and estimate quantiles based on the empirical distribution
of log-probabilities. This lets us obtain �ne-grained control over the number of samples that are
accepted or rejected by using� k , which improves experiment scalability and has been employed in
previous work [57].

Measuring Log-Probabilities. For language models, log-probabilities are computed directly
from the autoregressive factorization of a generated sequence. Given a promptz and completion
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y = (y 1; : : : ; yT ), we evaluate

log p� (y j z) =
TX

t=1

log p� (yt j z; y<t );

using teacher forcing under the model being scored. Thus, each generated completion receives a
sequence-level score equal to the sum, or length-normalized average, of its token log-probabilities.
For diffusion models, with a �xed promptz, we accumulate the Gaussian transition log-densities
assigned by the model at each denoising step, a proxy which has been used by previous work
implementing the CP-k algorithm [15, 57].

In our CP-k implementation, these log-probability scores are used to compare the draft modelp
against shard modelsq1; q2, releasing a sample only when the corresponding log-likelihood ratio is
below the CP-k threshold: see Appendix B for further discussion on the CP-k algorithm.

Membership Inference Attacks. For the CP-k sampler, we estimate the log probability ratio,
maxi2f1;2g log(p(yjz); qi (yjz)) with p; qi as given in Appendix B, of member and nonmember
samples by running the forward diffusion process on the partially noised sampleyt as a proxy for
true sample generation. When a certain sample exceeds the threshold, we simply exclude it from the
attack. This mimics the realistic scenario where a defendant's model, which implementsCP-k, will
not release information about samples that exceed the �xed threshold k0.

Data Reconstruction Attacks. Our data reconstruction attacks only require repeated model samples.
Consequently, we estimatek0 thresholds using the quantile approach above, and compute success
rates on samples with log-probabilities that fall below this threshold.

G.7 Distance Metrics for Similarity

We evaluate a variety of metrics forSimilarity, which we outline below. In all cases, we normalize
each score into the range[0; 1], where a smaller value indicates higher similarity, and a higher value
indicates less similarity.

G.7.1 Image Generation

We discuss the following metrics used in Section 5 for evaluating image reconstruction.

Contrastive Language-Image Pre-training (CLIP) Similarity. CLIP similarity [39] measures
the cosine similarity between the CLIP embeddings of two images in order to capturing high-level
semantic alignment. CLIP similarity has been widely used for text-to-image evaluation and similarity
assessment [37, 62].

DreamSim. DreamSim [40] is a recent perceptual similarity metric trained to align with human
judgments of mid-level image similarity, capturing properties such as layout and object identity that
are captured by neither pixel-level and purely semantic similarity.

We also discuss the following two metrics in Appendix H.

`2 Distance. Thè 2 distance is a canonical measure of near-exact similarity, such that the distance
between imagesx; y 2 R d is given bykx � yk 2=

p
d. The`2 distance has been used as a standard

proxy for near-duplicate detection in the context of training data extraction from diffusion models [37].

Learned Perceptual Image Patch Similarity (LPIPS). LPIPS [63] computes a weighted̀2 distance
between deep feature activations of two images extracted from a pretrained network, providing a
perceptually calibrated similarity measure.

G.7.2 Text Generation

We discuss the primary metrics used in our experiments below for evaluating text reconstruction.

ROUGE-L. ROUGE-L [41] measures the length of the longest common subsequence between a
candidate and reference string, normalized by the lengths of both sequences. It captures sentence-level
structural overlap beyond strict n-gram matching and is widely used in summarization and generation
evaluation [32]
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BERTScore. BERTScore [42] computes token-level similarity between a candidate and reference
text using contextual embeddings from a pretrained language model: conditioned on the expressive
strength of the contextual embeddings, BERTScore has demonstrated strong correlation with human
judgments across a variety of text generation tasks.

We also evaluate the following additional metrics that appear only in Appendix H.

Normalized Levenshtein Distance. The Levenshtein (edit) distance counts the minimum number of
character-level insertions, deletions, and substitutions required to transform one string into another.
We normalize by the length of the longer string to obtain a score in[0; 1]. This metric is robust to
minor surface-level variations and has been used for verbatim similarity assessment in copyright
studies [32].

BLEU. BLEU [64] measures n-gram precision between a candidate and reference text, with a brevity
penalty to discourage short outputs. BLEU is a standard metric for evaluating textual overlap and has
been employed to assess verbatim reproduction in copyright evaluation of language models [32]. We
measure the smoothedn-gram precision, which averages the BLEU score acrossn 2 f1; 2; 3; 4g and
has been used for similarity evaluation [32].

G.7.3 Distance Metric Settings

We list models and settings for all relevant metrics below.

Table 10: Hyperparameters for distance functions used in data reconstruction evaluations. If no
additional hyperparameters are required for the distance metric, we report “–”.

Modality Distance Function Parameter Value

Text

Normalized Levenshtein – –
BLEU – –
ROUGE-L rouge_l_use_stemmer false

BERTScore-F1 bertscore_model –
bertscore_lang en

Image

Normalized 2̀ – –
LPIPS lpips_backbone alex
CLIP clip_model clip-vit-base-patch32

DreamSim dreamsim_model ensemble
dreamsim_pretrained true

G.8 Utility Evaluations

Here, we discuss the evaluation metrics used to con�rm the performance of the models studied
in Section 5.

G.8.1 Evaluating Diffusion Model Utility

We evaluate diffusion model utility using KID, CLIPScore, and CLIP-IQA. KID measures whether
generated images match the distributional statistics of real images in a pretrained visual feature space,
making it a standard proxy for sample quality [43]. CLIPScore measures semantic alignment between
generated images and their conditioning captions using CLIP embeddings, making it useful for
text-to-image evaluation [62]. CLIP-IQA assesses the perceptual quality and aesthetics of generated
images using CLIP-embeddings, evaluating generation �delity beyond distributional and semantic
measures [44].

G.8.2 Evaluating Language Model Utility

We evaluate language model utility using perplexity and �uency. Perplexity is computed using an
external model (Mistral-7B [65]) on held-out completions, capturing whether protection mechanisms
degrade the model's likelihood-based language modeling ability [4]. Fluency is measured with
PrometheusV2 [45, 46, 47], which provides an automatic judge of generation quality under a
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speci�ed rubric, capturing notions of coherence. This protocol has previously been employed to
assess language model utility in the context of copyright infringement study [32].

G.8.3 Utility Evaluation Settings

We list parameters used for utility evaluations in Table 11.

Table 11: Hyperparameters and evaluation models used for utility evaluation. If no additional
hyperparameters are required for the metric, we report “–”.

Modality Utility Metric Parameter Value

Text

External Perplexity reference_model Mistral-7B
External Perplexity evaluation_split held-out completions

Fluency judge_model PrometheusV2
rubric fluency/coherence

Image
KID feature_space –
CLIPScore embedding_model clip-vit-base-patch32
CLIP-IQA embedding_model clip-vit-base-patch32

G.9 Numerical Precision

All experimentation, including model training and inference, were completed in FP16, with the
exception of log-probability calculations forCP-k, which was carried out in FP32 to avoid under�ow
and/or over�ow.

G.10 Hardware

All model training and experimentation was performed on 2 NVIDIA H200 GPU(s) with an Intel
Xeon Platinum 64-core processor.
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H Additional Experimental Results

We discuss additional experimental results below for the sake of completeness: this includes additional
distance metrics, additional utility metrics, and additional ablations among (�; �)-DP models.

H.1 Additional Access Results

We provide additional results for Access here, including all (�; �)-DP models.

Figure 4: Full TPR-FPR tradeoff plot, including all (�; �)-DP models with � 2 f5; 10; 20; 50g.

As mentioned in Section 5, models satisfying our notion of(�; �) -Access-Evidencehave substantially
lower vulnerability to membership inference. This is made clear by Fig. 4 across all choices of
privacy parameters� 2 f5; 10; 20; 50g, as indicated by the substantially less vulnerable curves
present in Fig. 4 relative to theCP-k algorithm, whose curves appear to have no clear correlation with
improving or reducing vulnerability to membership inference. Interestingly, LAION-MI seems to
reduce the advantage of attackers considerably. We hypothesize that the somewhat unstructured nature
of LAION-MI (in comparison to MathAbstracts, WritingPrompts, and Pokémon, which have shared
attributes and styles) [34] is responsible for the lower power of membership inference attackers.

Table 12: Additional TPR at �xed FPR metrics for Pokémon and LAION-MI datasets.

LAION-MI Pokémon

Model TPR@FPR1 TPR@FPR5 TPR@FPR10 TPR@FPR1 TPR@FPR5 TPR@FPR10

Baseline 0:040 � 0:040 0:248 � 0:097 0:480 � 0:072 0:705 � 0:212 0:812 � 0:075 0:878 � 0:052
CP-k, � k = 0:25 0:112 � 0:101 0:315 � 0:146 0:360 � 0:090 0:791 � 0:154 0:835 � 0:099 0:879 � 0:077
CP-k, � k = 0:50 0:075 � 0:084 0:283 � 0:058 0:363 � 0:084 0:762 � 0:110 0:841 � 0:088 0:877 � 0:048
CP-k, � k = 0:75 0:062 � 0:045 0:212 � 0:049 0:338 � 0:056 0:739 � 0:075 0:861 � 0:080 0:883 � 0:035
(5; 10�5 )-DP 0:008 � 0:012 0:078 � 0:017 0:125 � 0:024 0:012 � 0:025 0:060 � 0:048 0:125 � 0:059
(10; 10�5 )-DP 0:010 � 0:011 0:089 � 0:017 0:150 � 0:023 0:014 � 0:023 0:064 � 0:042 0:143 � 0:072
(20; 10�5 )-DP 0:013 � 0:010 0:100 � 0:017 0:168 � 0:024 0:016 � 0:018 0:083 � 0:047 0:162 � 0:073
(50; 10�5 )-DP 0:014 � 0:011 0:110 � 0:018 0:189 � 0:023 0:018 � 0:023 0:088 � 0:045 0:185 � 0:066

We also report additionalTPR at �xed FPR metrics in Tables 12 and 13 across modalities and
datasets. As in Section 5, we observe a categorical reduction in vulnerability toAccess-Accusation
with differentially private models, which provide a suf�cient condition for(�; �) -Access-Evidence
and(�; 
) -Similarity-Evidence. Such a reduction occurs even in a more challenging membership
inference setting, such as LAION-MI.
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